APEC Transportation Working Group

Steering Committee on Safe and Environment-Friendly Transportation Systems

Transportation Security Experts Group (TSEG) Meeting

Singapore

January 7-9, 2002

Project Proposal

“A Terrorism Crisis Management Exercise”

 This Is A Tabletop Exercise Featuring International Collaboration With High Band Width Global Telecommunications, Geographic Information System (GIS) Modeling, Simulation of Multiple Transportation Hazards, and Consequence Assessment and Mitigation of Potential Terrorist Attacks Against Critical Transportation Infrastructure. 

PHASE I – Feasibility Study
Project seeking APEC funding

Operational Account

Project Number:

Date received by Secretariat

Late/ Not late

Name of Committee/Working Group: Steering Committee on Safe and Environment-Friendly Transportation Systems – Transportation Security Experts Group (TSEG)

Proposing APEC Member: United States

Co-sponsoring APEC Members: Russia, Hong Kong, China, Singapore, New Zealand

Project Overseer: Captain Dennis Egan PE, Chief – National Response Center

Address: National Response Center, 2100 Second Street SW, Washington, D.C. 20593-0001

Tel No: 202-267-2100
Fax No. 202-267-2181
E-Mail: 
 HYPERLINK "mailto:DennisE@Alaska.net" 

DennisE@Alaska.net


Financial information: Total Cost of Phase I Proposal (US$): $52,333 for the year 2002.

Amount Being Sought from APEC Central Fund (US$): URGENT PROJECT $52,333

Type of Project: Survey and Analysis

Project (Phase I) Start Date: June 2002
Project (Phase I) End Date: October 2002

Project Purpose:
To assist economies to increase the capacity of their communities to survive and recover from terrorist attack by building an enlarged set of risk-management decision support tools and procedures for standardized evaluation and mitigation of the consequences of terrorism attack on critical transportation infrastructure. The project will emphasize (1) the use of a Geographic Information System to create a notional port city with air, rail and marine transportation facilities and demonstrate the notional relative proximity of critical infrastructure, (2) identification of hazard simulation and modeling tools to both superpose damage footprints across critical infrastructure and demonstrate potential consequences to the community, and (3) demonstration and econometric model evaluation of alternative mitigation and causal chain intervention strategies that are proposed by various economies. To facilitate collaboration among a maximal number of economies, high bandwidth video teleconferencing with streaming video will be used to minimize transportation costs of participants and mutually demonstrate web-accessible mapping, simulation and modeling techniques currently used by various economies. The project will have three phases. 
Phase 1 is to ascertain feasibility including identifying potential team participants, availability of critical skill-sets from participating economies and development of a collaboration plan that identifies among the economies potentially interested candidate facilities with computational, simulation and modeling and teleconferencing center capabilities. This will require some initial travel by the Project Overseer and a few other participants from the economies including on-site visits to assemble the team and validate the capabilities of various facilities identified by interested participants among the economies. This will also allow generation of a more detailed estimate of the costs of follow-on project phases. 
Phase 2 is to conduct four or five “work in progress” teleconferences with the team to (1)assemble and demonstrate a web-accessible toolbox of hazard models and decision support simulations (2) assemble one or more GIS notional port communities with critical infrastructure and cross-linked hazards associated with cargos carried by multi-mode transportation systems and (3) assemble one or more relatively simple econometric models that can be used as decision-support tools in evaluating the relative merit of alternative strategies of mitigation, response and recovery from various types of terrorist attacks. 
Phase 3 is to design and execute a tabletop exercise that demonstrates the use of these tools using a notional port community with multi-mode transportation hazards conducting the exercise collaboration over a high-bandwidth video-teleconference system. 
Deliverables:
Phase 1: A written synopsis of findings from trip reports with a proposed collaboration plan with cost estimates for follow-on project phases.
Phase 2: A progress report and synopsis of proceedings from the “Work in Progress” collaborative sessions, including descriptions of the tools (simulations and models) and the Internet addresses or source paths for gaining access to them; Identification of any training packages available for better or facilitated use of the models and simulations; description of the notional port community with closely coupled hazards; And a description of the econometric model to be used for evaluating the relative merits of alternative mitigating strategies. 
Phase 3:  Issues, best practices, and relative evaluation of mitigating strategies derived during the table-top exercise would be captured as a series of lessons-learned, that could be adapted and customized by each economy to increase their community’s ability to withstand and recover from terrorist strikes. As an overall objective, analysis tools and procedures would be exportable and adaptable for mutual use by any individual economy in assessing their own economy’s vulnerabilities, conducting their own terrorist attack consequence mitigation program and increasing the abilities of their own communities to survive and recover from terrorist attack. A list would also be compiled of sources for GIS hazard mapping products and video-telecommunication sites among the various economies, encouraging mutual assistance and continued collaboration.
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couple their own transportation hazards,




mitigating the consequences to key 




infrastructure and improving the capacity 




of communities to recover from attacks
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Economies will gain web and colla-




borational access through high bandwidth




video-teleconferencing to a virtual toolbox




of consequence assessment models and simu-




lation software to enhance decision-support




in the functions of prevention, preparedness,




response and recovery from terrorist attack.
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simulation as decision support tools in their




transportation planning.
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Project Milestones:

Phase 1 - Feasibility Study (6 month duration)
o
February 2002: Feasibility Study for Phase One of a Terrorism Crisis Management Exercise project to be offered at the February SOM in Mexico City on an Urgent Project basis to APEC economies. The urgent nature of the project is based upon the clear and present danger f the world's terrorism situation and the threat posed by transportation infrastructure in the economies. The objectives of the exercise are to emphasize the importance of decoupling hazards that are vulnerable to terrorist strikes through the use of transportation systems. The exercise will also stress the importance of weighing several alternative anti-terrorism strategies against the economic impact on the flow capacity of trade. The purpose is not to determine the perfect or optimal strategy for all economies. Rather it is to establish a standard toolbox of hazard models and simulations and the procedures of superposing their damage footprints onto a GIS representation of a notional economy's critical port infrastructure. The early funding approval for the feasibility study will allow for mapping out the more detailed exercise project with a more thorough and participative project proposal completed in August 2002, so that it could be considered by the BMC in the August/September timeframe.

FOLLOW-ON MILESTONE SCHEDULE

o
March 2002: 
Feasibility Study reviewed by the BMC for Urgent Project Funding.

o
April 2002: 
Commence feasibility study.

o
April-June
Solicit team membership / initiate mail-list among APEC economies.

o
April-June
Survey teams' technical and operational capabilities.

o
May-July
Identify & Validate Prospective Centers for Modeling and Simulation.

o
June

Conduct First VTC With Prospective Team Members

o
June

Identify Prospective Private Industry Participants

o
July

Identify Prospective Centers for Video-Telecommunications and Linkages

o
July

Identify Telecommunication Capabilities of Economies Without VTCC

o
July

Identify Centers for GIS Support

o
July

Select Key Transportation Hazards To Be Modeled In Toolbox

o
Aug

Conduct Second VTC With Streaming Video for Economies Without VTCC.

o
Aug

Develop a Collaboration Plan

o
Aug

Identify Hazard Consequences and Coupling To Be Modeled and Simulated

o
Aug

Select Typical Critical Infrastructure Concerns of Economies

o
Aug

Identify Sources of Prospective Transportation Econometric Models

o
July-Aug
All 5 Team Members Visit prospective participating centers in Hong Kong

 


Moscow, and Washington, D.C.

o
Aug

Develop draft cost proposal

o
Sept

Write up and deliver draft detailed proposal for follow-on phases

o
Oct – Feb 2003
PHASE 2 : Build Toolbox, Validate Collaboration Plan, Build Notional GIS

 


Port City, Build Econometric Decision Support Tool,

o
Feb - May 
PHASE 3: Design Table top Exercise With Red Team, Yellow Team, Blue

team and Green team

a) Red team - discovers coupling, exploits hazards and coupling. Writes scenario of terrorist attack.

Sets terrorists' objectives, analysis of 3 alternative strike scenarios, mission success factors.

b) Yellow team - discerns terrorist capabilities and discovers consequences / linkages.

c) Blue team - recommends mitigation strategies. Provides feed-back to red team.

d) Green team - evaluates information and recommendations from yellow and blue team/ weighs economic costs of alternative approaches.

o
June

Conduct Table-top Exercise
A.  PROJECT DESIGN

Name of the Project

1.
A Terrorism Crisis Management Exercise - Phase 1 of 3 Phases

Name of committee taking responsibility for the project and the dissemination of the results

2.
APEC Transportation Working Group's Safe and Environment-Friendly Transportation Systems Steering Committee.

OBJECTIVES

Justification/ objectives of the Project

3.
It has been recognized that it is imperative to strengthen international cooperation at all levels in combating terrorism in a comprehensive manner.  In particular this requires strengthening of APEC activities in the area of critical sector protection, including telecommunications and transportation.  It also requires strengthening capacity building and economic and technical cooperation to enable member economies to put in place and enforce effective counter-terrorism measures.  It has been stressed that cooperation is essential to limit the economic fallout from the attacks and that measures taken cooperatively to combat terrorism must be proactive rather than reactive and should not become overly disruptive to APEC economies and markets any more than absolutely necessary.

4. 
The overall purpose of the project is to assist economies to increase the capacity of their communities to survive and recover from terrorist attack by building an enlarged set of risk-management decision-support tools and procedures for standardized evaluation and mitigation of the consequences of terrorists using transportation systems to attack critical infrastructure.  The project will emphasize (1) the use of a Geographic Information System to create a notional port city with air, rail and marine transportation facilities and simulate the notional relative proximity of critical infrastructure. (2) identification of hazard simulation and modeling tools to both superpose damage footprints across critical infrastructure and demonstrate potential consequences to the community, and (3) demonstration and econometric model evaluation of alternative mitigation and causal chain disruption strategies that may be proposed during a table-top exercise by various economies.

5.
The project will be developed in three phases, with review and approval by APEC working groups prior to the commencement of each. (Phase 1 - Feasibility Study, Phase 2 - GIS Tool Making, and Phase 3 - Exercise Design and Execution)  All phases will be developed through a collaborative approach with face-to-face working sessions, site visits and video-teleconferencing.  Participants will be trained to use GIS displayed simulation and models as tools for decision support.  This will equip economies with new skills to conduct further security assessments in their own right.

6.
The project would facilitate trade opportunities for the recipient economies by increasing security and capacity to recover from terrorist attack.  This would be accomplished by gaining web and collaboration access through high bandwidth video-teleconferencing to a virtual toolbox of consequence assessment models and simulation software to enhance decision-support in the functions of prevention, preparedness, response and recovery from terrorist attack.  Enhanced confidence and understanding of the economy's capacity to recover from terrorist attack while mitigating the degree of damages to key infrastructure should also help to facilitate trade within the APEC region.

7.
To secure better value for money and to increase the number of participants collaborating in the project, video-teleconferencing with streaming video will be used as extensively as possible.

8.
The objectives of this project reflect priorities of APEC Leaders and Ministers that have been recorded in Ministerial meetings from their inception in 1995, to the latest meeting in Shanghai, People's Republic of China in 21 October 2001.

9.
In particular, expected outcomes of this project such as equipping economies with the skills to conduct further training and exercises in their own right in order to better use technologies of GIS, modeling, and simulation as decision support tools in their transportation planning and emergency management are reflected in the Leaders' and Ministers' priorities of strengthening capacity building and economic and technical cooperation to enable member economies to put into place and enforce effective counter-terrorism measures.

LINKAGES

10.
The survey of counter-terrorism training requirements and capabilities would include some of the areas and capabilities necessary for successful execution of this project.  Some of the issues discussed in the Maritime Security Conference and associated sessions of the IMO and ICAO will influence the relevance of certain hazards modeled in this project.  Previous APEC projects with emergency planning have great applicability in the area of mitigating the impacts of terrorism.

11.
A feasibility study is necessary to ensure greatest benefit and participation in the exercise design and execution. 

12.
There exist some common interests among several US firms and agencies such as Ship Analytics International Ltd, DTRA, DMA, NSF/ACCESS, NRC, EPA, the Army Corps of Engineers, NOAA-HAZMAT, and the US Coast Guard.  Some support can be anticipated from the NSF-supported Multi-Sector Crisis Management Center, and the NRC for high bandwidth video teleconferencing.

13.
Initiatives of the International Maritime Organization that call for development of port facility security plans, vessel security plans and offshore facility security plans are mutually compatible with the skill sets and procedures learned in this project.

PROJECT DELIVERABLES
14. The project is in three phases, incrementally funded.  The first phase is to establish the feasibility of the project including confirmation of partners - prospective participating economies, industry partners, their teams, as well as critical skill sets, prospective sources of modeling and simulation, centers for video-teleconferencing and streaming video, and GIS gaming-design capabilities.  The first phase deliverables include a written synopsis of findings and recommendations from surveys and trip reports with a proposed Phase 2 collaboration plan with cost estimates.  Rough cost estimates will also be provided for Phase 3.

15. The feasibility study will provide an overview of member economies current capabilities in GIS consequence assessment and video-telecommunications for preparedness exercise training.

16. Phase 2 deliverables will include a progress report and synopsis of proceedings from several technical collaboration sessions, including descriptions of the tools (simulations and models) and their sources for gaining access to them; identification of any training packages available for better or facilitated use of the models and simulations; description of the notional port community with closely coupled hazards; and a description of econometric modeling that can be used to evaluate relative merits of alternative mitigation strategies.

17. Phase 3 deliverables include an exercise game book and an after-action report which discusses issues, best practices and relative evaluation of mitigating strategies derived during the table-top exercise, captured as a series of lessons-learned, that could be adapted and customized by each economy to increase their communities' abilities to withstand and recover from terrorist strikes.  As an overall objective, analysis tools and procedures would be exportable and adaptable for mutual use by any of the participating APEC economies in assessing their own economy's vulnerabilities, conducting their own anti-terrorism exercises, and increasing the abilities of their own communities to survive and recover from terrorist attack.

METHODOLOGY

A description of the project's methodology

18.  The project is to confirm the feasibility of creating an international team which can accomplish four tasks:  1) establish a collaboration plan using high bandwidth video telecommunication and streaming video in a manner similar to recent demonstrations conducted between the US (NRC) and Russia (EMERCOM) 2) build a virtual toolbox with GIS compatible standard models and simulations of transportation system induced hazards 3) collaborate in building a notional GIS display, accessible on the web, that depicts closely coupled hazards within port infrastructure 4) design and participate in a tabletop game that will vividly demonstrate how terrorists, using existing transportation systems as a means, can cause a chain reaction of accidents that generate major disasters. The game is intended to stimulate among the economies a broad discussion of alternative strategies that can guide the development of facility security plans to mitigate the impact of the terrorist strikes and allow the community to recover more quickly.

19. The feasibility study will require three regional visits by the 5 person project team and several video-teleconferences among key participants.  The exercise program itself will be delivered through a series of site visits and video-teleconference game-design and hazard modeling working sessions preparatory to and including the table-top exercise.  A final lessons-learned video-teleconference and web based team collaboration will be used to draft the final report.

Timetable and Deliverables

20.  Subject to economy endorsement, Phase 1 of the project would commence in April 2002, and would be finished by September 2002.  A proposed schedule has been presented previously in the listing of Project Milestones.

Participating APEC Member Economies

21.  The United States has the project lead with serious interest in participation from Russia, Singapore, China- Hong Kong and New Zealand reported at the APEC Transportation Working Group Transportation Security Experts Group meeting in Singapore, Jan 7-9, 2002.  The number of participating economies can be expanded through use of common web pages, INMARSAT point to point satellite terminals, synchronous streaming video with voice over ip, and asynchronous recording of sessions for later dissemination to others. 

Potential Partnerships or Participation From Private Sector and Academia

22.  The National Response Center (NRC) runs the Weapons of Mass Destruction Hotline for the United States and offers its leadership and capabilities in overseeing the project.  The NRC is a charter member of the Multi-Sector Crisis Management Consortium (MSCMC), which has use of all the high bandwidth video-teleconferencing capabilities of the National Science Foundation supported ACCESS Center.  The Consortium has agreed to allow NRC use of their facilities for the purposes of this project.  The principal overseer, Captain Egan, is currently the Chief of the NRC and a doctoral candidate at the George Washington University. He plans to engage student participation of the Institute for Crisis, Disaster and Risk Management from the George Washington University in support of this project. Several commercial firms and government agencies have indicated interest in participating in a project of this nature through the vehicle of the MSCMC.

Budget

This Project Proposal is being submitted out of the normal budget cycle based on the actions proposed by the Leaders at the Shanghai Meeting and is in direct response to the Counterterrorism Statement issued at that meeting.

The Feasibility Study for Phase One of a Terrorism Crisis Management Exercise project to be offered at the February SOM in Mexico City on an Urgent Project basis to APEC economies.  The urgent nature of the project is based upon the clear and present danger of the world's terrorism situation and the threat posed by transportation infrastructure in the economies.
The estimated cost of Phase 1 of the project will be initiated in March 2002 and will be completed by September 2002 is $US 52333.  Costs associated with the project are detailed in Annex A1 and include:

a) Teleconferencing communications charges and high bandwidth grid equipment fees for up to 4 days.

b) Visits of five team members to three regional facilities for site survey and team coordination.

c) Video-teleconference technician and Administrative support for up to 4 days.

Gender Criteria for Formulation and Evaluation of Projects

1.  This project is supported by women within the NRC and the MSCRC.  In particular, Ms. Janet Thompson, the Executive Director of the MSCRC is solidly in support and will be assisting in much of the facilitation of the video-teleconferencing.  It is solidly supported by the Department of Transportation, a government department, which is committed to the US Government's policy of gender equality.

Objectives

2.  The project will be developed through a collaborative approach.  Women in government who are adept at modeling and simulation as well as web architecture and video-telecommunication will be encouraged to participate.

Linkages

3.  Women have played key roles in the use of mitigation to increase the ability of communities to recover from disasters and terrorist attacks.  Women play central roles in the emergency alert and notification functions of the National Response Center where over 80% of the employees are women.

Methodology

4.  In evaluating the project, an analysis will be made through a participants' survey instrument, to verify and comment on the involvement of women in the project itself and the general area of disaster response communication, consequence assessment and video-telecommunication. 

Dissemination of Project Output

5.  APEC will be approached to provide advice on the best method of publication and dissemination of the project's results to ensure that communication methods are appropriate for women, such as dissemination through APEC to women's organizations and networks.

Budget

6.  The administration of the budget and cost control will be undertaken by women. Women will play key roles in administering the project.

Assessment of the project

7.  The project review will provide an assessment of how the project addressed the gender criteria for APEC projects. The assessment will also endeavor to measure the impact of the project on women through the analysis of the participation of women in the project.

Annex A1

APEC Operational Account


Itemized Budget for Financial Year

Items








APEC Funding

Direct Labour



No of Hours
Rate




VTC/ACCESS Technician


32
US$100
US$3200

Secretarial & Translation


32
US$ 12
US$  384

Travel: All five team members to visit sites in Wash DC, Hong Kong & Moscow







days
rate

total

Per Diem (including

on site day
64
US$300
US$19200

accommodations and

"additional payment")

transit day
20
US$ 70
US$ 1400

Airfare ( adv purchase economy class)

US

round trips to HK and Moscow 


US$ 2241

RU

round trips to DC and HK



US$ 2946

HK

round trips to DC and Moscow


US$ 4188

SIN

round trips to DC, HK, & Moscow


US$ 4332

NZ

round trips to DC, HK & Moscow


US$ 4378

Local reimbursable transportation (taxi, vans, @ $50/day/visitor)
US$ 3200





No. of Copies

Unit Cost

Publication of report


2

US$8

US$   16

Photocopying



N/A

Communications

Large VTC Room / Communication Equipment fees
@$587/day
US$2348

High Bandwidth VTC Grid Communications ACCESS $150/hr
US$3600

Video Collaboration Studio #3 Comms Equip Fees $225/day
US$  900

TOTAL







US$52333

Notes:  
(1) Primary draw-down of funds would occur July-Aug time frame for travel reimbursements and communications fees and services.



(2) In order to ensure participation by at least 5 economies, as encouraged by NZ, project was redrafted to include team of 5 rather than team of 3 visiting 3 sites.  Net budgetary impact of this was an additional $21,170.
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