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Prefatory Statement

1. Trans-boundary or transnational crime and terrorism have figured prominently in the priorities of the international community in recent times.  The Philippines is no exception.  Because of the impact of these crimes on the stability and security of this country, the Philippine government considers them immediate concerns.

2. The Philippine government adopts a two-pronged strategy, at the national and international levels.  At the national level, it endeavors to implement existing international conventions to which it is a party, including the harmonization of its domestic legislation of those Conventions.  Legislation is being developed to make engaging in terrorist activities a criminal offense with the corresponding penalties to be imposed.  Consistent with the Conventions Against Transnational Organized Crime, it recently passed the Anti-Money Laundering Law, which will provide as sanctions against terrorism and trans-boundary crimes, asset forfeiture and seizure.  It is also developing a national legislation for the control of weapons, ammunition and explosives that might be used for terrorist purposes, in accordance with the Protocol Against the Illicit Manufacturing of or Trafficking in Firearms, which is due for ratification.

3. Also at the national level, the Philippine government is breaking inter-agency barriers as exemplified by the Summit on Intelligence, which will be held In April 2002.  In enhancing national capability to prevent, and when necessary, trans-boundary and terrorist threats, it has advised its departments, agencies and bureaus to ensure that their organization’s counter-trans-boundary crime/terrorism capabilities in their respective areas of responsibility are well-managed, funded, and exercised.

4. The Philippine government welcomes the new international resolve, commitment, and partnership in combating the menace of terrorism.  The government takes its cue from, among many others, the UN Security Council Resolution 1373 of September 2001, which provides a comprehensive approach for sustained global and regional cooperation, national responsibility and building domestic capabilities in combating terrorism.  The Resolution obliges all 189 member-states to crack down on the financing, training and movement of terrorists, and to cooperate in any campaign against them, including one that involves the use of force.  It further obliges all member- states to deny financing, support and safe haven to terrorists.  It will also expand information-sharing among UN members to combat terrorism, and there will be a Security Council mechanism to monitor implementation on a continuous basis.

5. It fully supports initiatives of the United States in the war against terrorism, particularly on the matter of bolstering the counter-terrorism capabilities of those countries, including the Philippines that work with the United States. Through the Balikatan exercises, which falls within the bounds of the bilateral Visiting Forces Agreement of 1999, the United States is currently enhancing the capability of our soldiers to fight terrorism.

6. In the context of the volatile international and national developments, the Philippine government believes that the war on terrorism depends largely on national and international commitment to renounce the use of or support to terrorism and on an aggressive program at both the national and international levels to reduce our vulnerabilities to the threat. 

7. The Philippines likewise supports the APEC Leaders’ Statement on Counter-Terrorism in Shanghai, China in October 2001.  

INTER-AGENCY COMMITTEE ON TRANSPORTATION SECURITY

8. In the light of this APEC Leaders’ Statement on Counter-Terrorism and in support of their commitment to suppress terrorism, through financial and other APEC sectoral avenues of cooperation, an Inter-Agency Committee on Transportation Security was composed by virtue of Department of Transportation and Communications Department Order No. 2002-02 to be chaired by the Undersecretary of Railways, Ports and Maritime Projects and Co-Chaired by the Undersecretary for Land Transportation.  All the sectors of transportation were represented as members of this Inter-Agency Committee, thus: from the air transportation sector (the Assistant Secretary of the Air Transportation Office, the Executive Director of the Civil Aeronautics Board, the General Manager of the Diosdado Macapagal International Airport Authority, the General Manager of the Mactan Cebu International Airport Authority, the General Manager of the Manila International Airport Authority, and the Chairman of the National Committee on Anti-Hijacking and Terrorism); the land transportation sector (Assistant Secretary of the Land Transportation Office and the Chairman of the Land Transportation Franchising and Regulatory Board); the rail sector (the Administrator of the Light Rail Transit Authority, the General Manager of the Philippine Metro Star Express, and the General Manager of the Philippine National Railways); the water transportation sector (the General Manager of the Philippine Ports Authority, Administrator of the Maritime Industry Authority, General Manager of the Cebu Ports Authority and the Commandant of the Philippine Coast Guard).

9. The Committee was composed to formulate comprehensive plans, determine activities, and recommend policy/measures/initiatives to be undertaken by the Department of Transportation and Communications to ensure that all modes of transportation are secured from potential threats of terrorism, both domestic and international.

10. In the formulation of security measures/initiatives which shall be the basis of the national transportation security agenda covering all modes of transportation, the Committee made as its reference and guide, the APEC Leaders’ Statement on Counter-Terrorism in Shanghai, China in October 2001.

11. The different security measures/initiatives/accomplishments of the different transportation sectors with regard to transportation security are as follows: 

AIR SECTOR

12. In response to the 11 September 2001 bombing incident, the first National Aviation Security Summit was convened by the Philippine government and private entities concerned with the security of Philippine civil aviation, namely, the civil aviation authorities, the aviation security force of the national police, the airlines, and the other airport service providers.   

13.  It was observed during the Summit that the level of threat against the safety, regularity and efficiency of international civil aviation has escalated in view of the September 11 attack on the World Trade Center.  Thus, the need to adopt measures to secure  the eight (8) international airports in the Philippines, namely: Ninoy Aquino International Airport, Mactan Cebu International Airport, Davao International Airport, Zamboanga International Airport, Laoag International Airport, Puerto Princesa International Airport, General Santos International Airport, and the Diosdado Macapagal International Airport.
14. It was likewise uncovered in the Summit that there are a number of security vulnerabilities in such critical areas like passenger and baggage screening, access control, ramp security, general aviation and cargo handling, and that prevailing security systems in many national airports do not comply with appropriate standards.

15. Five (5) imperative steps were identified to counter the threat against civil aviation, enumerated as: 1) Harmonization; 2) Fine-tuning of security programs and measures; 3) Upgrading equipment and resources; 4) Human resources development; and 5) Regional and international cooperation.

16. In summary, the highlight of the Summit is the proposal to adopt seven (7) Resolutions aimed at strengthening national aviation security against terrorism and other threats to civil aviation.  Among the significant resolutions adopted pertain to the enhancement of the Ninoy Aquino International Airport (NAIA) to exceed International Civil Aviation Organization (ICAO) prescribed and recommended standards, focusing on the new global and national threat,  unification of strategy for the management and administration of Philippine civil aviation security at all levels, the undertaking of initiatives to promote exchange of intelligence information and undertaking of a joint response to terrorism and other unlawful interference to civil aviation both at the international and regional level, review and subsequent modification of the national civil aviation security program and the convening of the National Civil Aviation Security Summit once every three (3) years.

17. In implementation of the said resolution, security measures were beefed-up at the Ninioy Aquino International Airport (NAIA), namely: 1) required outgoing shift to stay/standby at the Airport Police Department Headquarters; 2) temporary suspension of visitor’s pass issuance; 3) issued modification on suspension of access pass issuance; 4) VIP and Press Parking relocated; 5) modified heightened alert status; 5) adjustment of Airport Police Department work schedule from 3 to 2 (12-hour) shifts; 6) deployment of additional posts at the NAIA JOCASP Gate, Nayong Pilipino, and the perimeter gates; 7) Checkpoint (Tanker and Crew Inspection); 8) Acquisition of Patrol Vehicles; 9) Regular and intensified patrol; 9) emphasis on police visibility; and, 10) augmentation of personnel from District Special Reaction Unit-Southern Police District.

18. As an action program/implementing program to Annex 17 of the ICAO, the Philippine National Police, Airport Security Group (PNP-ASG) implemented the Philippine National Civil Aviation Security Program in all airports nationwide, adopting measures geared towards a “total approach” against terrorism that includes domestic aviation operations and provides guidance to prevent, control and counter hijacking and terrorism.

19. The PNP-ASG likewise made various proposals in the passing by the legislative body of a law on Aviation Security Course AVSEC Law 2000, and the Dangerous Goods/Hazardous Materials Law, while at the same time issuing series of security directives and advisories intended to achieve a total approach concept in all airports nationwide to achieve aviation security.

20. The Mactan Cebu International Airport Authority (MCIAA), as part of its annual and long-term plans with regard to airport security, undertook the following programs:

a. Conduct of Basic Civil Aviation Security Seminar to airport police officers and contracted security guards;

b. Annual conduct of Airport Workers Basic Civil Aviation Security Awareness Seminar for airport store, shop and other concession operators whose businesses are located within the restricted areas of the airport terminal building and within the airside;

c. Upgrading of the airport police force division especially with regard to personnel and logistics for transportation mobility, communications equipments, firearms, night vision binoculars, stun guns, additional hiring of Airport Police Department (APD) personnel or hiring of contracted security guards;

d. Improving the airport perimeter fence and the construction of the perimeter road alongside the fence;

e. Procurement of new security equipments such as CCTVs, electronic devices, X-ray machines; and,

f. Continuous evaluation and assessment of the airside, landside, to include vehicular traffic security systems in order to detect security loopholes and make immediate corrections or implement solutions. 

WATER SECTOR

21. The Maritime Industry Authority (MARINA), as the maritime administration, had adopted measures to address these “transboundary crimes” even before the September 11, 2001 bombing incident. On 16 November 2000, the MARINA issued Flag State Administration Advisory No. 17, to implement the Maritime Safety Committee (MSC) Circular 623/ Rev. 1 on “Guidance to Shipowners and Ship Operators, Shipmasters and Crews on Preventing and Suppressing Acts of Piracy and Armed Robbery Against Ships”.  The shipowners were likewise enjoined to strictly implement in their Safety Management System (SMS), as required under the International Safety Management Code for the Safe Operation of Ships and for Pollution Prevention (ISM Code), procedures and instructions on ship security, terrorism and piracy consistent with MSC Circular 623/Rev. 1.  

22. On 02 January 2001, MARINA issued Flag State Administration Advisory No. 018, series of 2001, advising all shipping companies/shipowners/operators to adopt the following measures and undertake the following measures to ensure that all ships are secured from potential threats of terrorism, both domestic and international:

a. Exercise extra vigilance at all entry points to their premises, passengers’ terminals and vessels;

b. Check persons and/or passengers and their baggages entering the premises.  Companies should deny entry to anyone who refuses to submit to a security check;

c. Immediately inform the MARINA or the PNP Maritime Command or the PCG Operations Group of any suspicious person/activity/movement in their premises;

d. Provide a bulleting board for each of the vessels posting therein all safety-related certificates;

e. Post notices at strategic location regarding the strict enforcement of security measures;

f. Implement all other precautionary measures deemed necessary; and,

g. Submit to the MARINA measures undertaken by the company in compliance with the advisory.

23. The MARINA again issued another directive on 21 September 2001 enjoining all its maritime regional offices to issue an advisory to all shipping companies, shipowners, operators and concerned entities under their jurisdiction, directing them to take the strictest safety and security measures on board their ships and all kinds of watercraft to ensure the safety of passenger and/or cargo.

24. On a voluntary basis, and in reaction to the 11 September incident, some shipping lines have started to deploy “police marshals” onboard their ships.

25. Hand-in-hand with the MARINA, the Philippine Coast Guard (PCG), as the enforcement arm for maritime safety, undertook the following security measures with the objective of ensuring the safety of life and property at sea: 

a. As a result of the 30 December 2000 bombing incidents in Metro Manila, PCG units were alerted to take maximum precautionary measures to avoid occurrences of untoward incidents and double up security in all port areas and vital installations thereat;

b. In its supportive role in the government’s all-out war against the Abu Sayyaf Group (ASG), the PCG provides and gathers intelligence information on the ASG’s illegal activities as well as other terrorists and threat groups.  It also undertakes security measures on popular beach resorts and other tourist attractions that may likely be targets of terrorist groups.  Following the attack at Dos Palmas Beach Resort in Palawan on 27 May 2001, PCG LOI No. 14, entitled: “Iwas Abu Sayyaf” was implemented to preempt the possibility of similar establishments falling prey to terrorist depredations.  Earlier, PCG LOI “Oplan Iwas Sabog” was implemented following the bombing incident aboard a commercial vessel in Ozamis City sometime in February 2000;

c. The PCG has intensified security measures not only in all its installations but also at the pier areas in coordination with the Philippine Ports Authority (PPA).  In Manila South Harbor, PCG personnel are detailed after office hours to assist in the security management and control of Gate 1.  The ID tag system has been and is being strictly implemented to easily spot visitors and monitor their movements.  Visitors are not allowed access to exclusion areas.  District Commandants are provided by Coast Guard Staff for intelligence with updates on local and international terrorist activities as gathered and are regularly cautioned to observe necessary precautionary measures against possible terrorist attacks.  Presently, the Coast Guard is undertaking the training of canines to help detect pieces of baggage with dangerous goods;

d. Security surveys of all PCG stations, detachments and installations were conducted to evaluate their security systems particularly on the physical, personal, document and operational aspects.  Although security surveys on majority of Coast Guard units have already been conducted even before 11 September required corrective measures in some units are still pending due to lack of funds for said purpose;

e. The Coast Guard has set up a strict monitoring system to beef up security and deter terrorism aboard ships.  Ships of suspicious origin are being strictly screened before entry to ports to see to it that no dangerous materials such as bombs, ammunitions, or guns are aboard.  Lack of equipment, however, makes the effort less effective;

f. The Coast Guard is coordinating with the Masters and Mates Association of the Philippines, the Marine Engineer Officers Association of the Philippines, and other private groups to get information on some targeted vessels.  Intensified data gathering on ships and ports activities is likewise being undertaken as part of the Coast Guard’s monitoring program.  This includes efforts of units performing Port State Control or Safety Inspection of foreign commercial ships;

g. Moreover, the Philippine Coast Guard is a member of the National Intelligence Board Cluster on “Terrorist Watch” which aims to deny entry to the country of suspected terrorists. The group, led by the Executive Secretary, has as members the National Intelligence Coordinating Agency or NICA, the Bureau of Customs, the Aviation Security Group, PCG, the Bureau of Immigration and AFP intelligence units;

h. The Coast Guard operating units are enjoined to exert efforts to strengthen cooperation with mentioned agencies in order to bring about better exchange of information. The Coast Guard Intelligence Group (CG-2) reports daily to the NICA Operations Center significant developments that could have a bearing on threats to national security;

i. The Coast Guard Intelligence and Investigation Force (CGHF), CG-2’s operating arm, conducted a seminar on Document/Physical Security to instill security consciousness among trainees and newly hired civilian employees at HPCG. On the other hand, Field Station Cebu, CGHF in coordination with 2nd Explosive Ordinance Division of the Philippine Army, conducted as seminar on bomb identification aimed at familiarizing uniformed and civilian personnel of Coast Guard District Central-Eastern Visayas with bombs and how to react to bomb threats; and,

j. The PCG is keeping a close watch on the country’s ports to ward off possible terrorist threats. Being a maritime country with significant percentage of our people and trade depending on the cheapest or even the only means of transportation to certain islands, local ports would always be potential threats to terrorists.  Given the PCG’s limited resources, the responsibility of helping secure said ports is a formidable task. Nevertheless, the Coast Guard is maximizing use of available resources and personnel to meet the challenge in neutralizing known existing threats.   

26.  The Philippine Ports Authority (PPA), a government also undertook the following security measures:

a. In a Memorandum dated 12 September 2001, it ordered the inspection of bags, luggage of passengers and visitors and outbound and inbound cargoes which may be used as a cover for deadly weapons, explosives, prohibited drugs or contraband; inspection of vehicles and their trunks/compartments, specially for vehicles of strangers which will be left parked or unattended; prohibit unauthorized bancas and similar boats from docking shipside at other passenger/cargo vessels;

b. In Memorandum Order No. 24, s. of 2000, the PPA directed the background check/investigation of dockworkers, personnel and vessels’ crew; deployment of security officers and guards on board vessels; training of dockworkers, vessel’s crew to handle collateral security duties and functions; labeling, proper handling and storage of hazardous/dangerous cargoes; strict enforcement of access control in restricted areas (i.e. bridge, engine room, radio room, etc.) in ships and designated areas at warehouses and docks; 

c. IN PPA Memorandum Order No. 27-2001, in relation to Department of Finance Memorandum dated 06 October 2001, directed the preparation of operations continuity plan to assess potential terrorist threat, and alternate ports loop;

d. In response to capability building and improving police security operations, through modernization /upgrading of police/security equipment, it acquired high-powered firearms for its Port Police Department and Administrative Services Department;

e. To improve personnel competence/skills, it conducts annual firearms proficiency training for every port police personnel; and,

f. The PPA also created a harbor patrol unit.

RAIL SECTOR 

27. The Philippines offers transportation service by rail through the Light Rail Transit under the Light Rail Transit Authority; the Metro Star Express under the EDSA MRT 3 Project of the DOTC and the national railways, operated by the government through the Philippine National Railways.

28. Even before the 11 September 2001 incident, stringent security measures were already instituted, such as inspection of the trains before and during revenue service periods, inspection of the entire carriageway during revenue and non-revenue service periods, in order to be extra vigilant for suspicious items and baggages.

29. Furthermore, the strict implementation of the following security regulations was observed:

a. No ID/No Entry Policy to anyone, including employees and Maintenance Provider’s sub-contractors’ personnel.  All belongings shall be inspected before entering the system;

b. Strict baggage inspection – baggages/belongings of passengers are inspected and passengers are subjected body search before entering the paid areas and before boarding the trains;

c. All types of flammable and combustible materials, including any form of pyrothecnics, are strictly not allowed into the system;

d. As directed by the National Capital Region Police Office Chief, carrying of firearms, including all kinds of deadly weapons, without the proper documentation is not allowed inside the station premises.  Police personnel not assigned at the Metrostar Express shall not be allowed to enter the stations without presenting the proper documentation;

e. Information Dissemination 

i. Selected operations personnel undergo regular seminars and orientations regarding Explosives/Bomb Identification and Detection;

ii. All personnel are also reminded to be extra vigilant and immediately report any suspicious items and baggages inside the trains and stations;

iii. Contracted security personnel are required to undergo seminars regarding Bomb Identification and Detection, aside from the orientations being conducted by the Safety and Security Supervisors regarding existing and supplemental security guidelines;

iv. Station personnel and train drivers makes regular reminders to passengers through the public address system, to report the presence of any suspicious individuals and items to the nearest security guard or personnel; and,

v. Posting of security reminders in the stations and inside the trains.

f. Security Personnel Evaluation and Area Assessment

i. Conduct regular performance evaluation of the contracted security personnel including its equipment capability;

ii. Security guard visibility at substations located at street level and at emergency gates to cover vital equipment of the substations;

iii. Develop security contingency plans in preparation for mass actions and during the holidays;

iv. Security of all access and egress points to prevent pilferage and intrusions inside the system;

v. Security cameras are installed at vital areas within the stations and carriageway; and,

vi. Deployment of bomb sniffing dogs (K-9 team) at vital stations.

g. Inter-agency Coordination

i. A police detachment is established inside the system to increase police visibility in all stations during the revenue service periods;

ii. Random deployment of Department of Transportation and Communications (DOTC) Action Center personnel, more specifically at busy stations and during the revenue service peak periods;

iii. Compliance with Department Order No. 2001-70 regarding the creation of a Public Response Desk for an immediate action on passenger complaints and to coordinate immediately any incidents to the proper offices and external agencies;

iv. Signing of Memorandum of Agreement between DOTC and Department of Interior and Local Government (DILG) regarding the deployment of police personnel from the Regional Mobile Group of the PNP at all Metrostar Express stations.

h. Future Security Programs

i. Coordination with other railway systems (LRT and MRT Line II and the Metrostar Express);
ii. Develop security scheme for the additional stations to be constructed;
iii. Additional security surveillance cameras within the stations and inside the trains;
iv. Permanent Police Detachment should be established within the system; and,
v. More extensive training for concerned operations personnel regarding security matters.
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