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Objective of the Project

Since the attacks on 11 September 2001, a number of countries have taken additional security measures to protect their rail and mass transit systems against terrorism. Examples of initiatives being undertaken include screening technology, dogs, closed-circuit television, communications systems, patrols, passive measures, and access controls. The horrific attacks in Madrid, Spain on 11 March 2004 only highlighted to need for enhanced security for rail and mass transit systems. Much has been done throughout the world, and this document provides examples of the types of measures that can be put in place to enhance security. This serves a starting point from which APEC Member Economies can develop ideas for security enhancements prior to the specific rail security panels to be held at TPT-24.
Background on United States Initiatives

On 22 March 2004, The United States Department of Homeland Security (DHS) announced additional security initiatives that aim to further reduce vulnerabilities to transit and rail systems and make commuters and transit riders more secure. Currently, the Federal government provides leadership and technical assistance to transit and rail system owners and operators. New initiatives to be undertaken will target three specific areas: threat response support capability, public awareness and participation, and future technological innovations. The Department will engage the industry and state and local authorities to establish base-line security measures based on current industry best practices. Specific initiatives include the development of a rapid deployment Mass Transit K-9 program; a pilot program to test the feasibility of screening luggage and carry-on bags for explosives at rail stations and aboard trains; and education and awareness programs.

Mass Transit K-9 Program 
The Department of Homeland Security (DHS) will develop a rapid deployment Mass Transit K-9 program by utilizing existing Homeland Security explosive K-9 resources. These mobile DHS response teams will be prepared to assist local law enforcement teams. Building upon TSA's work in the aviation context, DHS will partner with local authorities to provide additional training and assistance for local K-9 teams. 

Transit Inspection Pilot 
The Department will implement a pilot program to test the feasibility of screening luggage and carry-on bags for explosives at rail stations and aboard trains. The initial program will be implemented at one station with commuter rail service in conjunction with Amtrak and the Federal Railroad Administration. The pilot program would not resemble an aviation-type solution to transit and rail, but rather provide the Department with a venue to test new technologies and screening concepts. 

Vulnerability Assessments

The Department of Homeland Security's Information Analysis and Infrastructure Protection division and the Transportation Security Administration (TSA) and the Department of Transportation's Federal Railroad Administration (FRA)  and Federal Transit Administration (FTA) have conducted comprehensive vulnerability assessments of rail and transit networks that operate in high-density urban areas. The risk-based assessments have provided information on where current and future security resources must be directed to reduce vulnerabilities to terrorism. As a result of these assessments, transit systems are producing robust security and emergency preparedness plans. 

Information Sharing
The Department of Homeland Security also coordinates information and threat sharing through the Surface Transportation Information Sharing and Analysis Center (ISAC) managed by the Association of American Railroads including deploying TSA personnel to the ISAC and hosting ISAC representatives at TSA's Transportation Security Coordination Center in Virginia. 

Exercises

TSA has held numerous security exercises that bring together rail carriers, federal and local first responders, and security experts. TSA has identified and is addressing gaps in antiterrorism training among rail personnel. Rail personnel have traveled to the Federal Law Enforcement Training Center to receive antiterrorism training. 

Education and Awareness
The industry and FTA have developed and implemented employee and public awareness campaigns. DHS will work with state and local rail and transit authorities and DOT to integrate existing passenger and rail education and awareness programs. Where necessary, the Department will create new programs to increase passenger, rail employee, and local law enforcement awareness through public awareness campaigns and security personnel training. A number of training templates and rider education materials are currently in development by TSA and FTA allowing the Department to leverage existing efforts to generate additional public awareness. The Department's Federal Law Enforcement Training Center will also accelerate current security training programs for transit law enforcement personnel.

Objective of TPT-23

In light of the horrific 11 March 2004 bombings in Madrid, Spain, APEC Member Economies recognize the need to develop rail and mass transit security standards for implementation. TPT-23 will serve as the starting point for discussion by presenting a paper with a variety of ideas for implementation. TPT-24 will serve as the first opportunity for Member Economies to hear and participate in a panel on rail security. 

Background Other Initiatives Worldwide

Rail Security Measures: 

· Station and operator security plans;

· Access control to non-public areas, pass systems and vehicle access control;

· Train security;

· Staff training;

· Public awareness campaigns;

· Physical security at freight yards, depots, stabling yards and maintenance depots;

· Network security plan;

· Contingency plans and exercises;

· Waste management;

· Left luggage (x-ray and hand search);

· Closed-Circuit Television (CCTV).  CCTV is used as a deterrent to monitor activity, detect suspicious action, recognize individuals, and identify suspects with 100 percent accuracy.  Cameras in all of the stations were directly accessible to the police and could be viewed when necessary.  

· Passenger communications systems.  Telephone, emergency alarms and help points consisted of the passenger communications system.  Passengers were educated in emergency recognition and were encouraged to use the communications system.   

· Bomb threat paging.  Customers with pagers who subscribed to the service were alerted through pagers and provided with directions on evacuation.  Information was also provided on areas that should be avoided altogether. 

· Patrols.  Police patrols were increased both openly and undercover.  Both rail staff and police constantly kept a lookout for suspicious objects.  
· Alert levels with predetermined security menus.  The Security Service on a confidential basis distributed written assessments of any terrorist threat to all police forces and to retail and commercial sectors.  Rail operators and commercial centers in train stations also received threat assessments.  There are four levels of alert that were identified by the system.  The highest level of alert, Level One, contained specific guidance from the police and security service to precise locations and companies.
· Special Security Plans change seasonally as train routes change to meet needs such as ski season.

· Passenger Security checks for high speed trains are similar to airport security checks.  All vendors go through security checks.

· High speed trains have two different security plans for train stations.  The first plan is for the controlled only stations that are under positive control 24/7.  The second security plan is for “mixed” stations.  At a “mixed” station the tracks and platform are segregated and sanitized 30 minutes prior to arrival of a train.

· Passive defenses: fences, cameras, access control, lighting, etc., are used in conjunction with human security.  

· Rail security is constantly checked and the entire route is fenced and secured.

· Cargo holds and voids are checked prior to departure.  Sealed security system is used.

· Conductors are protected behind double locked doors.  

· Canine explosive team checks are conducted. 

· SWAT Team practice with Security personnel.
· IDs are used with chip technology and visual ID.
Mass Transit Security Measures: 

· Prudent pessimism: there is nothing that can be done to stop terrorism and it is impossible to have zero risk. 

· Removal of trash cans;

· Closed-Circuit Television (CCTV).  CCTV is used as a deterrent to monitor activity, detect suspicious action, recognize individuals, and identify suspects with 100 percent accuracy.  Cameras in all of the stations were directly accessible to the police and could be viewed when necessary;
· Structured campaign for rail staff (including searching the stations, training, and package identification);

· Patrols.  Police patrols were increased both openly and undercover.  Both rail staff and police constantly kept a lookout for suspicious objects.  
· Securing lavatories;

· Public awareness campaigns;

· Creation of a special unit (Alpha) to follow up on worrying calls and unattended packages. 

· Database that allows them to pull up any call remotely similar to a specific bomb threat;

· Unattended baggage: HOT (hidden, obviously suspicious, and typical of environment). The goal is to have the Alpha unit respond only to the HOT items. The staff is trained to use a confirmation guide to determine whether control should be advised or the item should be examined further. 

· The goal is security on location within 10 minutes of the call.  

· Unattended baggage protocols have also been worked through.  Training has been of paramount importance in this area.  
Objective of TPT-23

1. The project was developed for TPT-23 to answer a need amongst Member Economies for further information on rail and mass transit security. 
2. TPT-24 will expand upon this with rail panels and a Special Task Force.
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