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1. APEC Leaders statement on Counter-Terrorism 21 October 2001
Justification

“Leaders are determined to enhance counter-terrorism cooperation in line with specific circumstances in their respective economies trough adherence by all economies to relevant international requirements for the security of air and maritime transportation.  Leaders call on Transport Ministers to actively take part in the discussions on enhancing airport, aircraft, and port security, achieve effective outcomes as early as possible, and assure full implementation and cooperation in this regard as well as strengthening capacity building, economies, and technical cooperation to unable member economies to put into place and enforce effective counter-terrorism measures.  Leaders are also determined to foster cooperation to limit the economic fallout from the attacks and move to restore economic confidence in the region through policies and measures to increase economic growth as well as ensure stable environment for trade, investment, travel and tourism.  Leaders also pledge to cooperate fully to ensure that international terrorism does not disrupt economies and markets, through close communication and cooperation among economic policy and financial authorities.”  

APEC Leaders’ Statement on Fighting Terrorism and Promoting Growth, Los Cabos, Mexico 26 October 2002

“APEC Leaders declare that terrorism is a direct challenge to APEC’s goals of free, open and prosperous economies and an affront to the fundamental values that APEC member share. We are united in our determination to end the threat that terrorism poses to our shared goals and committed to accelerate our progress towards the anti-terror goals and programs set forth last year in Shanghai.  Accordingly, we, the leaders of APEC, agree to the following additional joint actions to fully implement the broad commitments we made last year in Shanghai.  We endeavor to ensure that key Pacific Rim infrastructure in the areas of trade, finance and information systems are protected by promoting ship and port security plans by July 2004 and installation of automatic identification systems on certain ships by December 2004.”
“Reaffirming the APEC Leader Statement on Counter-Terrorism adopted in Shanghai, 21 October 2001 in light of the terrorist attack on 11 September 2001 and acknowledging the need to immediately combat all means, threats to international peace, security and economic sustainability of the region caused by terrorist acts APEC Leaders hereby call for strengthened international cooperation to support the region’s efforts to eliminate terrorism and restore economic confidence in the region.”

Second APEC STAR Conference. Viña del Mar, Chile 5-6 March 2004

“It was deemed that it is in economies’ own interest to see that their neighbors
and trading partners also proceed to meet the ISPS Code requirements. After the Code enters into force, International Maritime Organization members will be required to deny entry to ships coming from or which have transited ports that do not comply with the ISPS code. The Working Group concluded that the time to act is now and definite actions for the Code’s implementation are needed in the APEC Region. The experiences of

panel members’ economies in implementing the Code may prove useful for other

economies in the APEC region.”

2. Mission Statement
Under the direction of the Transportation Working Group (TPT) and the Transportation Security Experts Group (TSEG), the APEC ISPS Code Implementation Assistance Program seeks to establish a process and framework within which APEC member Economies can assist each other in becoming ISPS Code compliant.  Through self assessments and assist visits the APEC ISPS Code Implementation Program seeks to focus on specific needs of individual APEC Economies, address those needs, and determine a way forward.  While assisting APEC Member Economies the APEC ISPS Code Implementation Assistance program will document capacity building needs throughout the APEC Region.

3. Background and history of the APEC ISPS Implementation Assistance Proposal

In response to the attacks of 9/11 and given that 95% of the World’s trade moves by ship, the International Maritime Organization (IMO) aims to secure the shipping industry by implementing the International Ship and Port Facility Security (ISPS) Code.  The purpose of the Code is to establish an international framework involving cooperation between contracting governments, agencies, local administration and the shipping and port industries to detect security threats and take preventive measures against security incidents affecting ships or port facilities used in international trade.  Given that APEC economies account for over 50% of the world’s trade, and 21 of the world’s 30 top container seaports, there is an urgent need to ensure that APEC countries will be compliant. 

In response this urgent need throughout APEC Economies and to fulfill the commitments made regarding ISPS implementation and Maritime Security at STAR I, the APEC High Level Meeting on Maritime Security, STAR II, and the APEC Ministerial and Leaders Meetings in Bangkok, the United States chaired the APEC TPT 23 ISPS Code Implementation Workshop.  IMO’s ISPS Code enters into force July 2004. The TPT 23 was praised as a highly successful, pragmatic, “how to,” Implementation Workshop.  However, TPT 23 brought to light the immense challenges that lie ahead for all APEC Economies with regard to ISPS Implementation.  In order to meet those challenges, the fifteen (15) APEC Economies participating in the TPT 23 agreed that they needed a more substantive long-term solution to assist member economies with these worldwide security requirements.  Additionally, the APEC Participants at TPT 23 understood that the ISPS Implementation date of 1 July 2004 was a start date and suggested a program that would reach beyond the 1 July 2004 date to ensure continued improvement and compliance among APEC Economies in regard to the new ISPS requirements.   

In response to this urgent need Singapore, Australian, Japan, Canada, and the United States, proposed that APEC  fund an ISPS Code Implementation Task Force.  This project aims to assist APEC economies with implementation of the IMO’s ISPS Code. The priority is to ensure the member economies’ have the required skills and knowledge to implement and monitor compliance with the ISPS Code. The training will consist of a team of maritime security experts that will work with economies to implement the actions required to be ISPS Code compliant. Teams will travel to the interested economies in order to train / advise the appropriate government officials. A series of secondments or understudy opportunities can be arranged as part of this effort so that interested member economies can give an individual the opportunity to see ISPS implementation first hand. This project will not be constrained by the 1 July 2004 ISPS implementation date. In some cases this effort will augment existing regional and international efforts that are ongoing, but in all cases the pragmatic and tailored approach proposed for APEC Members will remain unique.  IMO is aware of this effort and fully supports it The IMO see the proposed 

APEC effort as one that augments their efforts to teach the world about the ISPS Code with the needed follow on pragmatic assistance required by many economies.

Singapore and the United States, noting the tremendous economic and security implications of ISPS Code compliance, urge Senior Officials to:

-Support the urgent request for TILF funding for the travel of ISPS Code Assistance Teams, and

-Agree that ship and port security efforts should be a major deliverable for Leader in 2004.

4. APEC ISPS Implementation Assistance Program Process

· Coordinate dates with the Economy requesting assistance and the

Economies willing and able to assist.

· Send that Economy the "APEC Self-Assessment Program

· The Economy requesting Assistance completes the self-assessment

and returns it.

· Contact IMO, other APEC Economies, and/or other organizations that may have already assists the requesting Economy and discuss their insights.

· Working with the requesting Economy we develop a "Tailored Training Program” to meet the requesting Economy’s specific needs.  The APEC ISPS Team will 

focus on the issues the requesting Economy is having the most trouble with therefore saving time, money, and resources.

· The goal is to address the requesting economies specific challenges and leave that Economy with a plan to become ISPS Compliant.

5. CHECKLISTS

5.1 Pre-Assessment Checklist

5.2 Checklist One Outline

5.3 Checklist Two Outline

5.1 Pre-Assessment Checklist
Legislative/Regulatory Process

1. What regulatory process did the Contracting Government follow when establishing their implementation of the ISPS Code?

2. What is the process necessary to amend or revise the Contracting Government’s implementation of the ISPS Code, including the estimated time for such approvals or ratifications?

3. What minimum period has the Contracting Government established to review their ISPS implementation legislation?

Country Guidance

1. Was the ISPS Code used as the framework for the creation of the country guidance document?

2. Has the Contracting Government distributed their country guidance document to the port facilities within their jurisdiction?

3. When was the country guidance document made publicly available to the port facilities?

4. Has the Contracting Government established procedures to address compliance within their jurisdiction? 

5. Who has the Contracting Government named as the Designated Authority(ies)?

6. What is the minimum number of vessels engaged in international voyages that must annually interface with a port facility in order to have the Contracting Government require that the port facility be ISPS compliant?)

7. What is the Contracting Government’s definition of a “port facility”? 

Security Assessments

1. Has the Contracting Government established measures to ensure the completion and approval of the PFSA and of any subsequent amendments to a previously approved assessment? 

2. Does the Contracting Government properly review, approve, and update submitted assessments?  (A 15.2.1)

3. Do the people carrying out the assessments have the appropriate skills to evaluate the security of the port facility and ships in accordance with Section 15 Part A of the ISPS?  

4. Has the Contracting Government or RSO performed a valid PFSA for all port facilities within their territory?

5. Has the Contracting Government performed a risk assessment for ship/port or ship/ship interfaces, in order to determine the threat posed to persons, property, or the environment? 

6. Does the PFSA identify and evaluate the criticality of facility assets and infrastructure? 

7. Does the PFSA identify possible threats to port facility assets and infrastructure and assess their likelihood of occurrence?  

8. Does the PFSA identify, select, and prioritize countermeasures and procedural changes, including analysis of their effectiveness in reducing vulnerability?  

9. Does the PFSA identify weaknesses—including human factors—in the infrastructure, policies, and procedures?  

10. Are there provisions to update or change each port facility’s PFSA should threats change or evolve?  

11. If the Contracting Government has allowed a PFSA to cover more than one port facility, has the Contracting Government communicated this fact to the IMO?  

Security Plans

1. What procedures has the Contracting Government established to test the effectiveness of the SSPs or the PFSPs, or the amendments to such plans? 

2. Has the Contracting Government determined which port facilities located within their territory are required to designate a PFSO who will be responsible for the preparation of the PFSP? 

Security Levels

1. Has the Contracting Government established the appropriate criteria necessary to set each of the three security levels for their ships or port facilities? 

2. What guidance does the Contracting Government provide for each security level on protection from security incidents? 

3. Has the Contracting Government made provisions to disseminate instructions and provide security related information to ships and port facilities that may be affected by security level 3? 

Declaration of Security

1. Has the Contracting Government created appropriate criterion for determining when a Declaration of Security is required? 

2. What minimum period has the Contracting Government established for the retention of Declarations of Security by the port facilities located within their territory?

3. What minimum period has the Contracting Government established for the retention of Declarations of Security by ships entitled to fly their flag? 

Delegation of Tasks and Duties

1. Does the Contracting Government have a methodology established to ensure those responsibilities outlined in Section 4 of the ISPS are met?

2. What duties and tasks are Contracting Government personnel going to perform?

Recognized Security Organizations 

1. What requirements has the Contracting Government established to qualify as a RSO?

2. What duties or tasks has the Contracting Government delegated to RSOs?

3. Who has the Contracting Government designated as RSOs within their territory?
4. What controls are established governing the execution of the RSO’s responsibilities?

5.2 Checklist Outline

 Security Level 1

1.1 Ensuring the performance of all port facility security duties 

.1
Part A

.1   
Does the port facility’s means of ensuring the performance of all security duties meet the requirements set forth by the Contracting Government?  

A. Yes

B. No

.2 
Has the port facility established measures to prevent weapons or any other dangerous substances and devices intended for use against persons, ships, or the port, from entering the facility?  

A. Yes, measures governing dangerous items were established and documented in the PFSP at the time of survey

B. Yes, measures governing dangerous items were established, but were not documented in the PFSP at the time of the survey

C. No, measures governing dangerous items were not established at the time of the survey, but were documented in the PFSP

D. No, measures governing dangerous items were neither established nor documented in the PFSP at the time of the survey

.3
          Has the port facility established evacuation procedures in case of security threats or breaches of security?  

A. Yes, measures governing evacuation procedures were established and documented in the PFSP at the time of survey

B. Yes, measures governing evacuation procedures were established, but were not documented in the PFSP at the time of the survey

C. No, measures governing evacuation procedures were not established at the time of the survey, but were documented in the PFSP

D.
No, measures governing evacuation procedures were neither established nor documented in the PFSP at the time of the survey


.4
    Has the port facility established procedures for response to an activation of a ship security alert system?

A. Yes, measures governing response procedures were established and documented in the PFSP at the time of survey

B. Yes, measures governing response procedures were established, but were not documented in the PFSP at the time of the survey

C. No, measures governing response procedures were not established at the time of the survey, but were documented in the PFSP

D.
No, measures governing response procedures were neither established nor documented in the PFSP at the time of the survey

.2
Part B
.1
        Organization of Port Facility Security Duties 

.1   
Has the port facility established the role and structure of the security organization? 

A. Yes, the role and structure were established and documented in the PFSP at the time of survey

B. Yes, the role and procedures were established, but were not documented in the PFSP at the time of the survey

C. No, the role and procedures were not established at the time of the survey, but were documented in the PFSP

D. No, the role and procedures were neither established nor documented in the PFSP at the time of the survey

.2  
Has the port facility established the duties for personnel with security roles?  

A. Yes, the duties for personnel were established and documented in the PFSP at the time of survey

B. Yes, the duties for personnel were established, but not documented in the PFSP at the time of the survey

C. No, the duties for personnel were not established at the time of the survey, but were documented in the PFSP

D. No, the duties for personnel were neither established nor documented in the PFSP at the time of the survey

.3
Has the port facility established the scope of responsibility for personnel with security roles?  

A. Yes, the scope of responsibility for personnel was established and documented in the PFSP at the time of survey

B. Yes, the scope of responsibility for personnel was established, but not documented in the PFSP at the time of the survey

C. No, the scope of responsibility for personnel was not established at the time of the survey, but were documented in the PFSP

D. No, the scope of responsibility for personnel was neither established nor documented in the PFSP at the time of the survey

.4
Has the port facility established the training requirements for personnel with security roles?  

A. Yes, the training requirements for personnel were established and documented in the PFSP at the time of survey

B. Yes, the training requirements for personnel were established, but not documented in the PFSP at the time of the survey

C. No, the training requirements for personnel were not established at the time of the survey, but were documented in the PFSP

D. No, the training requirements for personnel were neither established nor documented in the PFSP at the time of the survey

.5  Has the port facility established the performance measures needed to assess the individual effectiveness of personnel with security roles?  

A. Yes, performance measures for personnel were established and documented in the PFSP at the time of survey

B. Yes, performance measures for personnel were established, but not documented in the PFSP at the time of the survey

C. No, performance measures for personnel were not established at the time of the survey, but were documented in the PFSP

D. No, performance measures for personnel were neither established nor documented in the PFSP at the time of the survey  

.6  Has the port facility established their security organization’s link with other national or local authorities with security responsibilities?  

A. Yes, cooperative links have been established and documented in the PFSP at the time of survey

B. Yes, cooperative links have been established, but not documented in the PFSP at the time of the survey

C. No, cooperative links were not established at the time of the survey, but were documented in the PFSP

D. No, cooperative links were neither established nor documented in the PFSP at the time of the survey

.7 Has the port facility established communication systems that allow for effective and continuous communication between security personnel, ships in port, and, when appropriate, national or local authorities with security responsibilities?  

A. Yes, communication systems have been established and documented in the PFSP at the time of survey

B. Yes, communication systems have been established, but not documented in the PFSP at the time of the survey

C. No, communication systems were not established at the time of the survey, but were documented in the PFSP

D. No, communication systems were neither established nor documented in the PFSP at the time of the survey

.8
Has the port facility established procedures and practices to protect security-sensitive information held in paper or electronic format?  

A. Yes, information protection procedures have been established and documented in the PFSP at the time of survey

B. Yes, information protection procedures have been established, but not documented in the PFSP at the time of the survey

C. No, information protection procedures were not established at the time of the survey, but were documented in the PFSP

D. No, information protection procedures were neither established nor documented in the PFSP at the time of the survey

.9
Has the port facility established procedures to assess the continuing effectiveness of security measures and procedures?  

A. Yes, assessment procedures have been established and documented in the PFSP at the time of survey

B. Yes, assessment procedures have been established, but not documented in the PFSP at the time of the survey

C. No, assessment procedures were not established at the time of the survey, but were documented in the PFSP

D. No, assessment procedures were neither established nor documented in the PFSP at the time of the survey

.10 Has the port facility established procedures to assess security equipment, to include identification of, and response to, equipment failure or malfunction?  

A. Yes, assessment procedures have been established and documented in the PFSP at the time of survey

B. Yes, assessment procedures have been established, but not documented in the PFSP at the time of the survey

C. No, assessment procedures were not established at the time of the survey, but were documented in the PFSP

D. No, assessment procedures were neither established nor documented in the PFSP at the time of the survey

.11 Has the port facility established procedures governing submission and assessment of reports relating to possible breaches of security or security concerns?  

A. Yes, submission and assessment procedures have been established and documented in the PFSP at the time of survey

B. Yes, submission and assessment procedures have been established, but not documented in the PFSP at the time of the survey

C. No, submission and assessment procedures were not established at the time of the survey, but were documented in the PFSP

D. No, submission and assessment procedures were neither established nor documented in the PFSP at the time of the survey

.12 Has the port facility established procedures to maintain and update records of dangerous goods and hazardous substances, including their location within the port facility?  

A. Yes, procedures have been established and documented in the PFSP at the time of survey

B. Yes, procedures have been established, but not documented in the PFSP at the time of the survey

C. No, procedures were not established at the time of the survey, but were documented in the PFSP

D. No, procedures were neither established nor documented in the PFSP at the time of the survey

.13Has the port facility established a means of alerting and obtaining the services of waterside patrols and search teams, to include bomb and underwater specialists?  

A. Yes, procedures have been established and documented in the PFSP at the time of survey

B. Yes, procedures have been established, but not documented in the PFSP at the time of the survey

C. No, procedures were not established at the time of the survey, but were documented in the PFSP

D. No, procedures were neither established nor documented in the PFSP at the time of the survey

.14
Has the port facility established procedures for assisting, when requested, ship security officers in confirming the identity of those seeking to board the ship?  

A. Yes, identity confirmation procedures have been established and documented in the PFSP at the time of survey 

B. Yes, identity confirmation procedures have been established, but not documented in the PFSP at the time of the survey

C. No, identity confirmation procedures were not established at the time of the survey, but were documented in the PFSP

D. No, identity confirmation procedures were neither established nor documented in the PFSP at the time of the survey

.15
Has the port facility established the procedures for facilitating shore leave for ship’s personnel or personnel?  

A. Yes, personnel management procedures have been established and documented in the PFSP at the time of survey

B. Yes, personnel management procedures have been established, but not documented in the PFSP at the time of the survey

C. No, personnel management procedures were not established at the time of the survey, but were documented in the PFSP

D. No, personnel management procedures were neither established nor documented in the PFSP at the time of the survey

.16
Has the port facility established the procedures for facilitating visitor access to the ship, to include representatives of seafarers’ welfare and labor organizations?  

A. Yes, ship visitor access procedures have been established and documented in the PFSP at the time of survey

B. Yes, ship visitor access procedures have been established, but not documented in the PFSP at the time of the survey

C. No, ship visitor access procedures were not established at the time of the survey, but were documented in the PFSP

D.  No, ship visitor access procedures were neither established nor documented in the PFSP at the time of the survey


1.2 Controlling access to the port facility 
.1
Part A

.1 
Does the port facility’s means of controlling access to the port facility meet the requirements set forth by the Contracting Government?

A. Yes

B. No

.2
Part B

.1
Establish Facility Security Measures 

.1  Have security measures been established for all means of access to the port facility, as identified by the PFSA? 

A. Yes, security measures have been established for all access points identified in the PFSA, and were documented in the PFSP at the time of survey

B. Yes, security measures have been established for all access points identified in the PFSA, but were not documented in the PFSP at the time of survey

C. No, security measures have not been established for all access points identified in the PFSA at the time of survey, but provisions for such measures were documented in the PFSP

D. No, security measures for all access points identified in the PFSA were neither employed nor documented in the PFSP at the time of survey 

.2
Has the port facility identified the appropriate location(s) for access restrictions or prohibitions to be applied at all access points identified in the PFSP? 

A. Yes, all access points identified in the PFSA had a designated location(s) for access restrictions and prohibitions at all security levels, and were documented in the PFSP at the time of survey

B. Yes, all access points identified in the PFSA had a designated location(s) for access restrictions and prohibitions at all security levels, but they were not documented in the PFSP at the time of survey

C. No, all access points identified in the PFSA did not have a designated location(s) for access restrictions and prohibitions at all security levels at the time of survey, but measures were documented in the PFSP 

D. No, all access points identified in the PFSA had neither a designated location(s) for access restrictions nor prohibitions at all security levels, and measures were not documented in the PFSP at the time of survey 

.3    Does the port facility specify the type of restrictions or prohibitions to be applied at all access points identified in the PFSP? 

A. Yes, all access points identified in the PFSA had specific restrictions or prohibitions, and were documented in the PFSP at the time of survey

B. Yes, all access points identified in the PFSA had specific restrictions or prohibitions, but they were not documented in the PFSP at the time of survey

C. 
No, all access points identified in the PFSA did not have restrictions or prohibitions at the time of survey, but measures were documented in the PFSP 

D. 
No, all access points identified in the PFSA had neither restrictions nor prohibitions, and measures were not documented in the PFSP at the time of survey 

.4   Does the port facility specify the means of enforcement for the specified restrictions or prohibitions applied at all access points identified in the PFSP? 

A. Yes, all access points identified in the PFSA had means of enforcement for the specific restrictions or prohibitions, and were documented in the PFSP at the time of survey

B. Yes, all access points identified in the PFSA had means of enforcement for the specific restrictions or prohibitions, but they were not documented in the PFSP at the time of survey

C. 
No, all access points identified in the PFSA did not have means for enforcement for the specific restrictions or prohibitions at the time of survey, but measures were documented in the PFSP 

D. 
No, all access points identified in the PFSA had neither the means of enforcement for the specific restrictions nor prohibitions for all security levels, and were not documented in the PFSP at the time of survey 

.2
Establish Security Measures for Individuals 

.1  Does the port facility specify the means of identification required to access the port facility? 

A. Yes, specific means of identification were required to access the port facility, and were documented in the PFSP at the time of survey

B. Yes, specific means of identification were required to access the port facility, but they were not documented in the PFSP at the time of survey

C.  No, specific means of identification were not required to access the port facility at the time of survey, but measures were documented in the PFSP 

D.  No, specific means of identification were neither required to access the port facility nor documented in the PFSP at the time of survey 

.2  Does the PFSP specify the means of identification required to remain unchallenged within the port facility? 

A. Yes, specific means of identification were required to remain unchallenged within the port facility, and were documented in the PFSP at the time of survey

B. Yes, specific means of identification were required to remain unchallenged within the port facility, but they were not documented in the PFSP at the time of survey

C.  No, specific means of identification were not required to remain unchallenged within the port facility at the time of survey, but measures were documented in the PFSP 

D.  No, specific means of identification were neither required to remain unchallenged within the port facility nor were they documented in the PFSP at the time of survey 

.3 
Does the port facility have the means to differentiate the identification of permanent, temporary, and visiting individuals? 

A. 
Yes, specific means of identification differentiation were utilized at the port facility, and were documented in the PFSP at the time of survey

B. 
Yes, specific means of identification differentiation were utilized at the port facility, but they were not documented in the PFSP at the time of survey

C. 
No, specific means of identification differentiation were not utilized at the port facility at the time of survey, but measures were documented in the PFSP 

D. 
No, specific means of identification differentiation were neither utilized at the port facility nor documented in the PFSP at the time of survey

.4 
Does the port facility have the means to verify the identity and legitimacy of passenger travel itineraries? 

A. Yes, procedures were utilized to screen boarding passes, tickets, or other equivalent means to verify the legitimacy of passengers, and were documented in the PFSP at the time of survey

B. Yes, procedures were utilized to screen boarding passes, tickets, or other equivalent means to verify the legitimacy of passengers, but they are not documented in the PFSP at the time of survey

C. No, procedures were not utilized to screen boarding passes, tickets, or other equivalent means to verify the legitimacy of passengers at the time of survey, but measures were documented in the PFSP 

D. No, procedures were not utilized to screen boarding passes, tickets, or other equivalent means to verify the legitimacy of passengers, and they were not documented in the PFSP at the time of survey

.5
Does the port facility have the means to ensure that passengers do not have unescorted access to restricted areas?

A. Yes, specific procedures or means of containment were employed to prevent passengers from accessing restricted areas, and were documented in the PFSP at the time of survey

B. Yes, specific procedures or means of containment were employed to prevent passengers from accessing restricted areas, but they were not documented in the PFSP at the time of survey

C. No, specific procedures or means of containment were not employed to prevent passengers from accessing restricted areas, but measures were documented in the PFSP at the time of survey

D. No, specific procedures or means of containment were neither employed to prevent passengers from accessing restricted areas nor documented in the PFSP at the time of survey

.6
Has the port facility established provisions to ensure that the identification systems are regularly updated? 

A. Yes, specific procedures were established for scheduled identification system updates, and were documented in the PFSP at the time of survey

B. Yes, specific procedures were established for scheduled identification system updates, but they were not documented in the PFSP at the time of survey

C. No, specific procedures were not established for scheduled identification system updates, but measures were documented in the PFSP at the time of survey

D. No, specific procedures were neither established for scheduled identification system updates nor documented in the PFSP at the time of survey

.7
Has the port facility assigned disciplinary actions for procedural abuse? 

A. Yes, specific disciplinary actions were established for procedural abuse, and were documented in the PFSP at the time of survey

B. Yes, specific disciplinary actions were established for procedural abuse, but they were not documented in the PFSP at the time of survey

C. No, specific disciplinary actions were not established for procedural abuse at the time of survey, but measures were documented in the PFSP 

D. No, specific disciplinary actions were neither established for procedural abuse nor documented in the PFSP at the time of survey

.8
Has the port facility created procedures to deny access and report all individuals who are unwilling or unable to establish their identity or purpose for visit to the PFSO and to the national or local authorities? 

A. Yes, specific procedures were utilized to deny access and report the incident to the proper authorities, and were documented in the PFSP at the time of survey

B. Yes, specific procedures were utilized to deny access and report the incident to the proper authorities, but they were not documented in the PFSP at the time of survey

C. No, specific disciplinary actions were not established for procedural abuse at the time of survey, but measures were documented in the PFSP 

D. No, specific disciplinary actions were neither established for procedural abuse nor documented in the PFSP at the time of survey

.2
Inspection Locations 

.1
Has the port facility identified a covered location(s) for inspection of persons, personal effects, and vehicles? 

A.  Yes, a specific covered location(s) has been designated as an inspection area(s), and was documented in the PFSP at the time of survey

B. Yes, a specific covered location(s) has been designated as an inspection area(s), but was not documented in the PFSP at the time of survey

C. No, a specific location(s) has been designated as an inspection area(s) at the time of survey, but was not covered to facilitate continuous operations; measures were documented in the PFSP

D. No, a specific covered location(s) has been neither designated as an inspection area(s) nor documented in the PFSP at the time of survey

.2
Does the port facility have procedures established to immediately transfer persons, personal effects, or vehicles subjected to search to the restricted holding, embarkation, or vehicle loading area? 

A. Yes, effective procedures were followed to immediately transfer of all persons and items subjected to search to their appropriate destination, and were documented in the PFSP at the time of survey

B. Yes, effective procedures were followed to immediately transfer of all persons and items subjected to search to their appropriate destination, but they were not documented in the PFSP at the time of survey

C. No, procedures did not allow for the immediately transfer of all persons and items subjected to search to their appropriate destination at the time of survey, but measures were documented in the PFSP at the time of survey

D. No, procedures neither allowed for the immediately transfer of all persons and items subjected to search to their appropriate destination nor were they documented in the PFSP at the time of survey

.3
Has the port facility established separate locations for checked and unchecked persons and their effects? 

A. Yes, separate locations were established for checked and unchecked persons and their effects, and were documented in the PFSP at the time of survey

B. Yes, separate locations were established for checked and unchecked persons and their effects, but they were not documented in the PFSP at the time of survey

C. No, separate locations were not established for checked and unchecked persons and their effects, but measures were documented in the PFSP at the time of survey

D. No, separate locations were neither established for checked and unchecked persons and their effects nor were the locations documented in the PFSP at the time of survey

.4
Has the port facility established separate locations for embarking and disembarking passengers, ship’s personnel, and their effects to ensure that unchecked personnel do not come in contact with checked persons? 

A. Yes, measures were employed to separate all checked and unchecked persons and their effects, and were documented in the PFSP at the time of survey

B. No, measures were employed to separate checked and unchecked passengers, but separation did not exist for the ship’s personnel at the time of survey; measures were documented in the PFSP

C. No, measures were employed to separate checked and unchecked passengers, but separation did not exist for the ship’s personnel at the time of survey; measures were not documented in the PFSP

D. No, measures were not employed to separate either checked or unchecked individuals and their effects, and measures were not documented in the PFSP at the time of survey

.5
Does the PFSP establish the frequency of application of all access controls? 

A. Yes, the port facility had procedures to administer the frequency of access controls, and they were documented in the PFSP at the time of survey

B. Yes, the port facility had procedures to administer the frequency of access controls, but they were not documented in the PFSP at the time of survey

C. No, the port facility had not established procedures to administer the frequency of access controls at the time of survey, but measures were documented in the PFSP 

D. No, the port facility had neither established procedures to administer the frequency of access controls nor documented the procedures in the PFSP at the time of survey

.6
Does the PFSP establish the frequency of application of all access controls? 

A. Yes, the port facility had procedures to administer the frequency of access controls, and were documented in the PFSP at the time of survey

B. Yes, the port facility had procedures to administer the frequency of access controls, but they were not documented in the PFSP at the time of survey

C. No, the port facility had not established procedures to administer the frequency of access controls at the time of survey, but measures were documented in the PFSP 

D. No, the port facility had neither established procedures to administer the frequency of access controls nor documented the procedures in the PFSP at the time of survey

.4
Establish Control Points 

.1  Are control points established in the PFSP to bound restricted areas by fencing or other barriers to a standard which is approved by the Contracting Government? 

A. Yes

B. No

.2  
Are control points established in the PFSP to identify all access points not in regular use, which should be permanently closed and locked? 

A. Yes

B. No

1.3 Monitoring of the port facility, including anchoring and berthing area(s) 

.1
Part A

.1 
Does the facility’s means of monitoring the port facility, including berthing and anchorage area(s) meet the requirements set forth by the Contracting Government?

A. Yes

B.    No

.2
Part B

.1
Scope of Security Monitoring 

.1 
Does the port facility security organization have the capability to continuously monitor the port facility and its nearby approaches, on land and water? 

A. Yes, the port facility security organization made adequate provisions to continuously monitor the entire port area, and measures were documented in the PFSP at the time of survey

B. Yes, the port facility security organization made adequate provisions to continuously monitor the entire port area, but measures were not documented in the PFSP at the time of survey

C. No, the port facility security organization had not made adequate provisions to continuously monitor the entire port area at the time of survey, but measures were documented in the PFSP

D. No, the port facility security organization had made neither adequate provisions to continuously monitor the entire port area nor documented those provisions in the PFSP at the time of survey 

.2  
Which of the following means are employed to monitor the port facility and nearby approaches? 

A. Security guards

B. Security vehicles

C. Radio system

D. Telephone system

E. Computer system (E-mail or equivalent messaging capability)

F. Watercraft

G. Automatic intrusion-detection devices

H. Surveillance equipment

I. Other non-mechanical means

J. Other mechanical means

.3  
If automatic intrusion-detection devices are employed, do they activate an audible and/or visual alarm(s) at a location(s) that is continuously monitored? 

A. Yes, all automatic intrusion-detection devices had audible and visual alarms that were received at continuously monitored location(s) at the time of survey

B. Yes, all automatic intrusion-detection devices had audible alarm(s) that were received at continuously monitored location(s)

C. No, all automatic intrusion-detection devices did not have audible alarms at the time of survey, but they were received at continuously monitored location(s)

D. No, all automatic intrusion-detection devices had audible and visual alarms, but they were not received at continuously monitored location(s) at the time of survey

E. No, all automatic intrusion-detection devices had neither audible alarm(s) nor a receiving location that was continuously manned 

F. No automatic intrusion-detection devises were employed at the port facility at the time of survey

.4 
Does the PFSP establish procedures and equipment needed at each security level? 

A. Yes

B. No

.5  
Does the PFSP establish procedures and equipment necessary to ensure that monitoring equipment will be able to perform continuously, including the possible effects of weather or power disruptions? 

A. Yes

B. No

.2
Illumination at Port Facility 

.1  Does the port facility have adequate illumination, without shadowed areas, to allow for detection of unauthorized personnel?

A. Yes

B. No

.2   Which recognized industry or government standard was the port facility required to meet? 

A. National illumination standard 

B. Contracting Government’s ISPS illumination standard

C.  Industry illumination standard 

.3  Are all access points to the port facility adequately illuminated from sunset to sunrise and during periods of limited visibility? 

A. Yes

B. No

.4  
Is the port facility perimeter adequately illuminated from sunset to sunrise and during periods of limited visibility?

A. Yes

B. No

.5 
Are the perimeters surrounding restricted areas within the port facility adequately illuminated from sunset to sunrise and during periods of limited visibility? 

A. Yes

B. No

1.4 
Monitoring of restricted areas 
.1
Part A


.1   Does the port facility's means of limiting and monitoring access to restricted areas meet the requirements set forth by the Contracting Government?  

A. Yes

B. No

.2
Part B

.1
Establishment of Restricted Areas 

.1 
Are restricted areas identified within the port facility?  

A. Yes, restricted areas were identified and documented in the PFSP at the time of survey

B. Yes, restricted areas were identified, but were not documented in the PFSP at the time of survey

C. No, restricted areas were not identified at the time of survey, but were documented in the PFSP

D. No, restricted areas were neither identified nor documented in the PFSP at the time of survey

.2 
Which of the following elements are identified for restricted areas in the PFSP?  

A. Extent of area

B. Times of application

C. Security measures to control access to areas

D. Security measures to control activities within areas

E. Measures to ensure restricted areas are swept before and after establishment


.3
Has the port facility established specific criteria defining the “need-to-know” status for security-sensitive information, which may include individuals, organizations, or the general public?  

A. Yes, the “need-to-know” status was defined and documented in the PFSP at the time of survey

B. Yes, the “need-to-know” status was defined, but were not documented in the PFSP at the time of survey

C. No, the “need-to-know” status was not defined at the time of survey, but were documented in the PFSP

D. No, the “need-to-know” status was neither defined nor documented in the PFSP at the time of survey

.2
Security Measures 

.1   Are measures established to control access by individuals to restricted areas?   

A. Yes, measures were established to control access by individuals and were documented in the PFSP at the time of survey

B. Yes, measures were established to control access by individuals, but they were not documented in the PFSP at the time of survey

C. No, measures were not established to control access by individuals at the time of survey, but they were documented in the PFSP

D. No, measures were neither established nor documented in the PFSP at the time of survey

.2   Are measures established to control the entry, parking, loading, and unloading of vehicles?  

A. Yes, measures were established to control vehicle access and traffic and were documented in the PFSP at the time of survey

B. Yes, measures were established to control vehicle access and traffic, but they were not documented in the PFSP at the time of survey

C. No, measures were not established to control vehicle access and traffic at the time of survey, but they were documented in the PFSP

D. No, measures were neither established nor documented in the PFSP at the time of survey

.3   Are measures established to control movement and storage of cargo and ship’s stores?  

A. Yes, measures were established to control movement and storage of cargo and ship’s stores, and were documented in the PFSP at the time of survey

B. Yes, measures were established to control movement and storage of cargo and ship’s stores, but they were not documented in the PFSP at the time of survey

C. No, measures were not established to control movement and storage of cargo and ship’s stores at the time of survey, but they were documented in the PFSP

D. No, measures were neither established nor documented in the PFSP at the time of survey

.4   Are measures established to control unaccompanied baggage or personal effects?  

A. Yes, measures were established to control unaccompanied baggage or personal effects, and were documented in the PFSP at the time of survey

B. Yes, measures were established to control unaccompanied baggage or personal effects, but they were not documented in the PFSP at the time of survey

C. No, measures were not established to control unaccompanied baggage or personal effects at the time of survey, but they were documented in the PFSP

D. No, measures were neither established nor documented in the PFSP at the time of survey

.5   Are restricted areas clearly marked, indicating that access to the area is restricted and that unauthorized presence constitutes a breach of security?  

A. Yes, restricted areas were clearly marked as such, and measures governing unauthorized presence of personnel were documented in the PFSP at the time of survey

B. Yes, restricted areas were clearly marked as such, but measures governing unauthorized presence of personnel were not documented in the PFSP at the time of survey

C. No, restricted areas were not clearly marked as such at the time of survey, but measures governing unauthorized presence of personnel were documented in the PFSP

D. No, restricted areas were not clearly marked and measures governing unauthorized presence of personnel were not documented in the PFSP at the time of survey

.6   If automatic intrusion-detection devices are installed, do they alert a control center capable of responding to the alarm?  

A. Yes, intrusion-detection devices were installed and able to alert a control center at the time of survey

B. No, intrusion-detection devices were installed but they were not able to alert a control center at the time of survey

C. No, intrusion-detection devices were not installed at the time of survey

.7Which of the following security measures are utilized to control access to restricted areas?  


A.  
Permanent or temporary barriers to surround restricted area (standard set by Contracting Government)

B.
Access points controlled by security guards when in use

C.
Access points that can be locked or barred when not in use

D. Use of passes to indicate a person’s authorization for access

E. Marking of vehicles that are allowed access

F. Use of guards and patrols

G. Use of automatic intrusion-detection devices or surveillance equipment and systems

H. Control of vessel movement in vicinity of ships using port facility

1.5
SUPERVISING the Handling of Cargo 

.1
Part A
.1 Does the port facility’s means of supervising the handling of cargo meet the requirements set forth by the Contracting Government?

A. Yes

B. No

.2
Part B
.1 Prevent Tampering 

.1   Are measures employed to routinely monitor the integrity of cargo stored in the port facility? 

A.  Yes, personnel monitor cargo storage areas, and procedures were documented in the PFSP at the time of survey

B.   Yes, technology was employed to monitor the cargo storage area, and procedures were documented in the PFSP

C. Yes, procedures were employed, but were not documented in the PFSP at the time of survey

D. No, procedures were not employed at the time of survey, but provisions for such measures were documented in the PFSP

E. No, procedures were neither employed nor documented in the PFSP at the time of survey

.2   Are measures employed to routinely monitor cargo transport units prior to cargo loading operations? 

A.  Yes, personnel monitor mobile units at the port entry location(s) and in the yard, and procedures were documented in the PFSP at the time of survey

B. Yes, technology was employed to monitor cargo transport units at the port entry location(s) and in the yard, and procedures were documented in the PFSP

C. Yes, procedures were employed, but were not documented in the PFSP at the time of survey

D. No, procedures were not employed at the time of survey, but provisions for such measures were documented in the PFSP

E. No, procedures were neither employed nor documented in the PFSP at the time of the survey

.3    Are measures employed to routinely monitor cargo transport units during loading operations? 

A.  Yes, personnel monitor mobile units as they transferred cargo in the yard, and procedures were documented in the PFSP at the time of survey

B.  Yes, technology was employed to monitor mobile units as they transferred cargo in the yard, and procedures were documented in the PFSP

C. Yes, procedures are employed, but were not documented in the PFSP

D. No, procedures were not employed at the time of survey, but provisions for such measures were documented in the PFSP

E. No, procedures were neither employed nor documented in the PFSP at the time of survey

.4   Which of the following means are employed to conduct cargo inspection?

A. Visual inspection

B. Physical inspection

C. Scanning or detection equipment

D. Other mechanical means

E. Dogs

.2
Preventing the Acceptance of Unauthorized Cargo 

.1   Are cargo delivery orders or equivalent cargo documentation verified   before acceptance? 

A. Yes, documentation is cross-referenced allowing only cargo due for export or import into the facility, and measures were documented in the PFSP at the time of survey

B. Yes, procedures were employed, but measures were not documented in the PFSP at the time of survey

C. No, procedures were not employed at the time of survey, but measures were documented in the PFSP

D. No, procedures were neither employed or documented in the PFSP at the time of survey

.2   
Are procedures utilized to randomly or selectively search vehicles at facility access points? 

A. Yes, personnel followed protocol for selecting and inspecting vehicles, which were documented in the PFSP at the time of survey

B. Yes, personnel followed protocol for vehicle selection, but no training is provided to conduct proper vehicle inspections at the time of survey, which was documented in the PFSP

C. No, procedures were not employed at the time of survey, but measures were documented in the PFSP

D. No, procedures were neither employed nor documented in the PFSP at the time of survey

.3
Inventory Control 

.1   Are inventory control procedures employed at facility access points? 

A. Yes, personnel at access points conducted inventory control procedures, and measures were documented in the PFSP at the time of survey

B. Yes, technology was employed to inventory cargo at access points, and measures were documented in the PFSP 

C. No, procedures were not employed at the time of survey, but measures were documented in the PFSP

D.  No, procedures were neither employed nor documented in the PFSP at the time of survey

.2  
Are means of identification used to determine whether cargo inside the port facility awaiting loading has been either checked and accepted or temporarily stored in a restricted area? 

A.  Yes, paper-tracking procedures were employed within the facility, and were documented in the PFSP at the time of survey

B. Yes, technology was employed within the facility, and measures were documented in the PFSP 

C. 
No, procedures were not employed at the time of survey, but measures were documented in the PFSP

D. 
No, procedures were neither employed nor documented in the PFSP at the time of survey

1.6  
Supervising the handling of ship's stores 

.1
Part A
.1   Does the port facility's means of supervising the handling of ship's stores meet the requirements set forth by the Contracting Government?  

A.  
Yes

B.  
No

.1
Part B
.1
Ship’s Stores Security Measures 

.1   
Are ship's stores inspected to ensure package integrity? 

A. Yes, personnel performed visual or physical inspections of all ship’s stores to ensure seals and packages were intact, and procedures were documented in the PFSP at the time of survey

B. Yes, personnel performed random visual or physical inspections of ship’s stores to ensure seals and packages were intact, and procedures were documented in PFSP

C. No, personnel did not inspect ship’s stores for package integrity at the time of survey, but procedures were documented in the PFSP

D. No, personnel did not inspect ship’s stores, and no procedures were documented in the PFSP at the time of survey

.2   
Are procedures followed to ensure that no ship’s stores are accepted into the port facility without inspection?  

A. Yes, ship’s stores inspection procedures were followed, and were documented in the PFSP at the time of survey

B. Yes, ship’s stores inspection procedures were followed, but measures were not documented in the PFSP at the time of inspection

C. No, ship’s stores inspection procedures were not followed at the time of survey, but measures were documented in the PFSP

D. No, ship’s stores inspection procedures were neither followed nor documented in the PFSP

.3  
Which of the following means are employed to inspect ship’s stores? 

A. Visual inspection

B. Physical inspection

C. Scanning or detection equipment

D. Other mechanical means

E. Dogs

.4  Are procedures followed to prevent the tampering of ship's stores?  

A. Yes, acceptance and delivery procedures were followed by the port facility, and measures were documented in the PFSP at the time of survey

B. Yes, acceptance and delivery procedures were followed by the port facility, but measures were not documented in the PFSP at the time of survey

C. No, acceptance and delivery procedures were not followed by the port facility at the time of survey, but measures were documented in the PFSP

D. No, acceptance and delivery procedures were neither followed by the port facility nor documented in the PFSP

.5  
Are ship's stores deliveries preceded with an advanced notification of load composition, driver’s information, and vehicle registration?  

A. Yes, advanced notification was received prior to ship’s stores acceptance, and measures were documented in the PFSP at the time of survey

B. Yes, advanced notification was received prior to ship’s stores acceptance, but measures were not documented in the PFSP at the time of survey

C. No, advanced notification was not received prior to ship’s stores acceptance at the time of survey, but measures were documented in the PFSP

D. No, advanced notification was neither received prior to ship’s stores acceptance nor documented in the PFSP at the time of survey


.6   
Are unscheduled deliveries of ship's stores declined access to the port facility?  

A. Yes, unscheduled deliveries of ship's stores were declined, and measures were documented in the PFSP at the time of survey

B. Yes, unscheduled deliveries of ship’s stores were declined, but measures were not documented in the PFSP at the time of survey

C. Yes, measures were documented but not observed during survey

D. No, unscheduled deliveries of ship’s stores were accepted at the time of survey, but measures were documented in the PFSP

E. No, unscheduled deliveries of ship's stores were neither declined nor documented in the PFSP at the time of survey

.7   Are ship’s stores deliveries validated with a corresponding manifest and order documentation?  

A. Yes, deliveries were validated with a manifest and order documentation, and measures were documented in the PFSP at the time of survey

B. Yes, deliveries were validated with a manifest and order documentation, but measures were not documented in the PFSP at the time of survey  

C. No, deliveries were not validated with a manifest or order documentation at the time of survey, but measures were documented in the PFSP

D. No, deliveries were neither validated with a manifest nor order documentation, and measures were not documented in the PFSP at the time of survey

.8 
Are inspections of ship’s stores delivery vehicles performed prior to entry into the port facility? 

A. Yes, ship's stores delivery vehicles were inspected prior to entry into the port facility, and measures were documented in the PFSP at the time of survey

B. Yes, ship's stores delivery vehicles were inspected prior to entry into the port facility, but measures were not documented in the PFSP at the time of survey

C. No, ship’s stores delivery vehicles were not inspected prior to entry into the port facility at the time of survey, but measures were documented in the PFSP

D. No, ship’s stores delivery vehicles were neither inspected prior to entry into the port facility nor were measures documented in the PFSP at the time of survey

.9 
Are escorts provided for ship’s stores delivery vehicles within the port facility?  

A. Yes, ship’s stores delivery vehicles were escorted within the port facility, and measures were documented in the PFSP at the time of survey

B. Yes, ship’s stores delivery vehicles were escorted within the port facility, but measures were not documented in the PFSP at the time of survey

C. Yes, measures were documented but not observed during survey

D. No, ship’s stores delivery vehicles were not escorted within the port facility at the time of survey, but measures were documented in the PFSP

E. No, ship’s stores delivery vehicles were neither escorted within the port facility nor were measures documented in the PFSP at the time of survey

1.7
  Ensuring the security communication is readily available 
.1
Part A

.1   Does Do the port facility's communication equipment and procedures meet the requirements set forth by the Contracting Government?  

A.  Yes

B.  
No
 


.2
Part B

.1
Effectiveness of Communication Equipment and Procedures  

.1
Is the port facility equipped with auxiliary communication systems for both internal and external communications that are readily available regardless of security level, weather conditions or power disruptions?

A.
Yes, communication equipment and procedures provided timely and redundant communication, and measures were documented in the PFSP at the time of survey

B.
Yes, communication equipment and procedures provided timely and redundant communication, but measures were not documented in the PFSP at the time of survey

C.
No, communication equipment and procedures did not provide timely and redundant communication at the time of survey, but measures were documented in the PFSP

D.
No, communication equipment and procedures provided neither timely nor redundant communication at the time of survey, and measures were not documented in the PFSP at the time of survey

.2
Are security personnel trained on communication equipment to ensure proficiency?

A. Yes, security personnel were trained to operate communication equipment and measures were documented in the PFSP at the time of survey

B. Yes, security personnel were trained to operate communication equipment, but measures were not documented in the PFSP at the time of survey 

C. No, security personnel were not trained to operate communication equipment at the time of survey, but measures were documented in the PFSP

D. No, security personnel were neither trained to operate communication equipment, nor were measures documented in the PFSP

.3
Are telephone numbers for key personnel accurate and routinely validated?

A. Yes, phone numbers for key personnel were accurate, and validation measures were documented in the PFSP at the time of survey

B. Yes, phone numbers for key personnel were accurate, but validation measures were not documented in the PFSP at the time of survey

C. Phone numbers for key personnel were not verified at the time of survey, but validation measures were documented in the PFSP

D. No, phone numbers for key personnel was not accurate at the time of survey, but validation measures were documented in the PFSP

E. No, phone numbers for key personnel were not accurate, and validation measures were not documented in the PFSP at the time of survey

.4
Are procedures in place to ensure that port facility security systems and equipment are in good working order in accordance with the manufacturers’ recommendations for inspection, testing, and calibration?

A. Yes, communication equipment was serviced by trained personnel, and maintenance measures were documented in the PFSP at the time of survey

B. Yes, communication equipment was serviced by trained personnel, but maintenance measures were not documented in the PFSP at the time of survey 

C. No, communication equipment was not serviced by trained personnel at the time of the survey, but maintenance measures were documented in the PFSP

D. No, communication equipment was not serviced by trained personnel, and maintenance measures were not documented in the PFSP at the time of survey 

.5 
Has the port facility established procedures and means for the PFSO to effectively notify facility personnel of changes in security conditions at the facility or with a vessel interfacing with the facility?

A. Yes, the PFSO had effective procedures and means of disseminating security level information, and measures were documented in the PFSP at the time of survey

B. Yes, the PFSO had effective procedures and means of disseminating security level information, but measures were not documented in the PFSP at the time of survey 

C. The PFSO’s procedures for disseminating security level information were not verified at the time of survey, but measures were documented in the PFSP

D. No, the PFSO did not have effective procedures and means of disseminating security level information at the time of survey, but measures were documented in the PFS

E. No, the PFSO had neither effective procedures nor means of disseminating security level information, and measures were not documented in the PFSP at the time of survey

.3
Protection of Communication Equipment and Facilities

.1
Are security procedures established to protect radio, telecommunication equipment and infrastructure, and computer systems?

A. Yes, procedures were established to protect systems, and measures were documented in the PFSP at the time of survey

B. Yes, procedures were established to protect systems, but measures were not documented in the PFSP at the time of survey

C. No, procedures were not established to protect systems at the time of survey, but measures were documented in the PFSP

D. No, procedures to protect systems were neither established nor were measures documented in the PFSP at the time of survey

.2
Are entry control procedures established to restrict access of communication facilities and infrastructure?

A.  Yes, entry control procedures were established, and measures were documented in the PFSP at the time of survey

B.  Yes, entry control procedures were established, but measures were not documented in the PFSP at the time of survey

C.  No, entry control procedures were not established at the time of survey, but measures were documented in the PFSP

D.  No, entry control procedures were neither established nor were measures documented in the PFSP at the time of survey


5. 3  Checklist Outline

Security Level 2

1.1
ENSURING the performance of all port facility security duties 
.1
Part A

.1   Does the port facility’s means of ensuring the performance of all security duties meet the requirements set forth by the Contracting Government for security level 2?  

C. Yes

D. No

1.4 Controlling access to the port facility 
.1
Part A
.1   
Does the port facility's means of increasing access control security measures meet the requirements set forth by the Contracting Government for security level 2?  

A. Yes

B. No

.2
Part B

.1
Establish Increased Security Measures 

.1  
Has the port facility established measures to assign additional personnel to guard access points and perimeter barriers at security level 2? 

E. Yes, measures to increase security personnel were documented in the PFSP at the time of survey

F. Yes, the PFSP was reported to have established measures to increase security personnel at the time of survey

G. No, measures to increase security personnel manning were not established at the time of survey

H. The port facility declined answering questions regarding additional security personnel at the time of survey

.2  
Has the port facility established measures to limit the number of facility access points at security level 2? 

A. Yes, measures to limit the number of facility access points were documented in the PFSP at the time of survey 

B. Yes, the PFSP was reported to have established measures to limit the number of facility access points at the time of survey

C. No, measures to limit the number of facility access points were not established at the time of survey

D. The port facility declined answering questions regarding limiting the number of facility access points at the time of survey

.3 
Has the port facility established measures to impede movement through facility access points at security level 2?

A. Yes, measures to impede movement through facility access points were documented in the PFSP at the time of survey

B.  Yes, the PFSP was reported to have established measures to impede movement through facility access points at the time of survey

C. No, measures to impede movement through facility access points were not established at the time of survey

D. The port facility declined answering questions regarding impeding movement through security access points at the time of survey

.4 
Has the port facility established measures to increase the frequency of searches for persons, personal effects, and vehicles at security level 2? 

A. Yes, measures to increase the frequency of searches were documented in the PFSP at the time of survey 

B. Yes, the PFSP was reported to have established measures to increase the frequency of searches at the time of survey

C. No, measures to increase the frequency of searches were not established at the time of survey

D. The port facility declined answering questions regarding increasing the frequency of searches at the time of survey

.5 
Has the port facility established measures to deny access to visitors who are unable to provide verifiable justification for seeking access to the port facility at security level 2? 

A. Yes, measures to deny unverifiable visitors access to the port facility were documented in the PFSP at the time of survey

B.  Yes, the PFSP was reported to have established measures to deny unverifiable visitors access to the port facility at the time of survey

C. No, measures to deny unverifiable visitors access to the port facility were not established at the time of survey

D. The port facility declined answering questions regarding denying unverifiable visitors access to the port facility at the time of survey

.6 
Has the port facility established measures to use patrol vessels to enhance waterside security at security level 2? 

A. Yes, measures to utilize patrol vessels were documented in the PFSP at the time of survey 

B. Yes, the PFSP was reported to have established measures to utilize patrol vessels at the time of survey

C. No, measures to utilize patrol vessels were not established at the time of survey

D. The port facility declined answering questions regarding utilizing patrol vessels at the time of survey

1.5 Monitoring of the port facility, including anchoring and berthing AREA(s) 

.1
Part A

.1   
Does the port facility's means of enhancing their monitoring and surveillance capabilities meet the requirements set forth by the Contracting Government for security level 2?  

A. Yes

B. No

.2
Part B

.1
 Establish Increased Security Measures  

.1 
Has the port facility established measures to increase the intensity and coverage of lighting and surveillance equipment at security level 2? 

A. Yes, measures to increase the intensity and coverage of lighting and surveillance equipment were documented in the PFSP at the time of survey 

B. Yes, the PFSP was reported to have established measures to increase the intensity and coverage of lighting and surveillance equipment at the time of survey

C. No, measures to increase the intensity and coverage of lighting and surveillance equipment were not established at the time of survey

D. The port facility declined answering questions regarding increasing the intensity and coverage of lighting and surveillance equipment at the time of survey

. 2 
Has the port facility established measures to increase the frequency of foot, vehicle, or waterborne patrols at security level 2? 

A. Yes, measures to increase the frequency of patrolling were documented in the PFSP at the time of survey

B.  Yes, the PFSP was reported to have established measures to increase the frequency of patrolling at the time of survey

C. No, measures to increase the frequency of patrolling were not established at the time of survey

D. The port facility declined answering questions regarding increasing the frequency of patrolling at the time of survey

. 3 
Has the port facility established procedures to assign additional security personnel to monitor and patrol the facility at security level 2? 

A. Yes, procedures to assign additional security personnel to monitor and patrol the facility were documented in the PFSP at the time of survey 

B. Yes, the PFSP was reported to have established procedures to assign additional security personnel to monitor and patrol the facility at the time of survey

C. No, procedures to assign additional security personnel to monitor and patrol the facility were not established at the time of survey
D. The port facility declined answering questions regarding assigning additional security personnel to monitor and patrol the facility at the time of survey
1.4 
Monitoring of restricted areas  
.1
Part A


.1   
Does the port facility's means of limiting and monitoring access to restricted areas meet the requirements set forth by the Contracting Government for security level 2?  

C. Yes

D. No

.2
Part B

.1
Control of Restricted Areas 

.1
Has the port facility established measures to enhance the frequency and intensity of the monitoring of restricted areas at security level 2?  

E. Yes, measures to enhance the monitoring of restricted areas were documented in the PFSP at the time of survey 

F. Yes, the PFSP was reported to have established measures to enhance the monitoring of restricted areas at the time of survey

G. No, measures to enhance the monitoring of restricted areas were not established at the time of survey

H. The port facility declined answering questions regarding frequency and intensity of monitoring at the time of survey

.2
Has the port facility established measures to enhance access controls for restricted areas at security level 2?  

A. Yes, measures to enhance the monitoring of restricted areas were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to enhance the monitoring of restricted areas at the time of survey

C. No, measures to enhance the monitoring of restricted areas during periods were not established at the time of survey

D.
The port facility declined answering questions regarding frequency and intensity of monitoring at the time of survey

.2
Additional Security Measures 

.1   Has the port facility established measures to enhance the effectiveness of the barriers or fencing surrounding restricted areas, including the use of patrols or automatic intrusion-detection devices? 

A. Yes, measures to enhance the effectiveness of barriers were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to enhance the effectiveness of barriers at the time of survey

C. No, measures to enhance the effectiveness of barriers were not established at the time of survey

D. The port facility declined answering questions regarding the effectiveness of barriers at the time of survey

.2  Has the port facility established measures to reduce the number of access points to restricted areas?  

A. Yes, measures to reduce the number of access points to restricted areas were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to reduce the number of access points to restricted areas at the time of survey

C. No, measures to reduce the number of access points to restricted areas during periods were not established at the time of survey

D.
The port facility declined answering questions regarding reducing the number of access points to restricted areas at the time of survey

.3  Has the port facility established measures to enhance controls applied at access points to restricted areas at security level 2?  

A. Yes, measures to enhance controls applied at access points to restricted areas were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to enhance controls applied at access points to restricted areas at the time of survey

C. No, measures to enhance controls applied at access points to restricted areas were not established at the time of survey

D.
The port facility declined answering questions regarding enhanced controls at access points at the time of survey

.4  Has the port facility established measures to enhance the restrictions on parking lots adjacent to berthed ships at security level 2?  

A. Yes, measures to enhance the restrictions on parking lots adjacent to berthed ships were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to enhance the restrictions on parking lots adjacent to berthed ships at the time of survey

C. No, measures to enhance the restrictions on parking lots adjacent to berthed ships were not established at the time of survey

D.
The port facility declined answering questions regarding restrictions on parking lots adjacent to berthing areas at the time of survey

.5  Has the port facility established measures to further restrict access to, and movement within restricted areas at security level 2?  

A. Yes, measures to further restrict access to, and movement within restricted areas were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to further restrict access to, and movement within restricted areas at the time of survey

C. No, measures to further restrict access to, and movement within restricted areas were not established at the time of survey

D.
The port facility declined answering questions regarding further access restrictions for restricted areas at the time of survey

.6  Has the port facility established measures to continuously monitor surveillance equipment and record gathered information at security level 2?  

A. Yes, measures to continuously monitor surveillance equipment were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to continuously monitor surveillance equipment at the time of survey

C. No, measures to enhance continuously monitor surveillance equipment were not established at the time of survey

D.
The port facility declined answering questions regarding the monitoring of surveillance equipment at the time of survey

.7  Has the port facility established measures to enhance the number and frequency of patrols, to include waterside patrols, undertaken on the boundaries of the restricted areas and within the areas at security level 2?  

A. Yes, measures to enhance the patrolling of restricted areas and were documented in the PFSP

B. Yes, the PFSP was reported to have established measures to enhance the patrolling of restricted areas at the time of survey

C. No, measures to enhance the patrolling of restricted areas were not established at the time of survey

D.
The port facility declined answering questions regarding frequency of patrolling at the time of survey

.8  Has the port facility established measures limiting access to spaces adjacent to restricted areas at security level 2?  

A. Yes, measures to limit access to spaces adjacent to restricted areas were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to limit access to spaces adjacent to restricted areas at the time of survey

C. No, measures to limit access to spaces adjacent to restricted areas were not established at the time of survey

D.
The port facility declined answering questions regarding access restrictions for spaces adjacent to restricted areas at the time of survey

.9  Has the port facility established measures to enforce access restrictions for unauthorized craft on waters adjacent to ships using the port facility at security level 2?  

A. Yes, measures to enforce access restrictions on waters adjacent to ships using the facility were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to enforce access restrictions on waters adjacent to ships using the facility at the time of survey

C. No, measures to enforce access restrictions on waters adjacent to ships using the facility were not established at the time of survey

D.
The port facility declined answering questions regarding the enforcement of access restrictions waters adjacent to ships using the facility at the time of survey

1.5

SUPERVISING the Handling of Cargo 

.1
Part A
.1   Does the port facility's means of enhancing control during cargo handling operations meet the requirements set forth by the Contracting Government for security level 2?  

A. Yes

B. No

.2
Part B
.1
Establish Increased Security Measures  

. 1 
Has the port facility established measures to enhance the detail in which cargo, cargo transport units, and cargo storage areas within the port facility are checked at security level 2? 

A. Yes, measures to enhance the detail in which cargo, cargo transport units, and cargo storage areas are checked were documented in the PFSP at the time of survey 

B. Yes, the PFSP was reported to have established measures to enhance the detail in which cargo, cargo transport units, and cargo storage areas are checked at the time of survey

C. No, measures to enhance the detail in which cargo, cargo transport units, and cargo storage areas are checked were not established at the time of survey

D. The port facility declined answering questions regarding enhancing the detail in which cargo, cargo transport units, and cargo storage areas at the time of survey

. 2 
Has the port facility established measures to intensify checks to ensure that only documented cargo enters the facility, and if necessary, is stored only on a temporary basis at security level 2? 

A. Yes, measures to intensify cargo documentation and storage checks were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to intensify cargo documentation and storage checks at the time of survey

C. No, measures to intensify cargo documentation and storage checks were not established at the time of survey

D. The port facility declined answering questions regarding intensifying cargo documentation and storage checks at the time of survey

. 3 
Has the port facility established measures to intensify vehicle searches at security level 2? 

A. Yes, measures to intensify vehicle searches were documented in the PFSP at the time of survey 

B. Yes, the PFSP was reported to have established measures to intensify vehicle searches at the time of survey

C. No, measures to intensify vehicle searches were not established at the time of survey

D. The port facility declined answering questions regarding intensifying vehicle searches at the time of survey

. 4 
Has the port facility established measures to increase the frequency and detail of examining cargo seals and other tamper prevention methods at security level 2? 

A. Yes, measures to increase the frequency and detail of cargo tampering examination at the time of survey 

B. Yes, the PFSP was reported to have established measures to increase the frequency and detail of cargo tampering examination at the time of survey

C. No, measures to increase the frequency and detail of cargo tampering examination at the time of survey
D. The port facility declined answering questions regarding increasing the frequency and detail of cargo tampering examination at the time of survey
1.6
Supervising the handling of ship's stores 

.1
Part A

.1   Does the port facility's means of supervising the handling of ship's stores meet the requirements set forth by the Contracting Government for security level 2?  

A. Yes

B. No

.2
Part B

.1
Enhanced Control for the Delivery of Ship’s Stores 

.1   
Has the port facility established to facilitate the detailed inspection of ship’s stores at security level 2? 

A. Yes, measures to facilitate the detailed inspection of ship’s stores were documented in the PFSP

B. Yes, the PFSP was reported to have established measures to facilitate the detailed inspection of ship’s stores at the time of survey

C. No, measures to facilitate the detailed inspection of ship’s stores were not established at the time of survey

D. The port facility declined answering questions regarding the detailed inspection of ship’s stores at the time of survey

.2
Has the port facility established measures to facilitate the detailed search of ship’s stores delivery vehicles at security level 2?  

A. Yes, measures to facilitate the detailed search of delivery vehicles were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to facilitate the detailed inspection of ship’s stores at the time of survey

C. No, measures to facilitate the detailed inspection of ship’s stores were not established at the time of survey

D. The port facility declined answering questions regarding the detailed inspection of ship’s stores at the time of survey

.3
Has the port facility established measures to enhance coordination with ship personnel to ensure ship’s stores shipment orders are validated with a delivery notice prior to entry into the port facility at security level 2?  

A. Yes, measures to enhance coordination with ship personnel for shipment validation were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to enhance coordination with ship personnel for shipment validation at the time of survey

C. No, measures to enhance coordination with ship personnel for shipment validation were not established at the time of survey

D. The port facility declined answering questions regarding enhancing coordination with ship personnel for shipment validation at the time of survey

.4
Has the port facility established measures to enhance escort procedures for ship’s stores delivery vehicles within the restricted areas of the port facility at security level 2? 

A. Yes, measures to enhance escort procedures for vehicles within restricted areas were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to enhance escort procedures for vehicles within the restricted areas at the time of survey

C. No, measures to enhance escort procedures for vehicles within the restricted areas were not established at the time of survey

D. The port facility declined answering questions regarding escort procedures for vehicles within the restricted areas at the time of survey

.2
Detailed Checking of Ship’s Stores 

.1
Does the port facility increase the frequency and detail of ship’s stores delivery vehicle searches at security level 2?  

A. Yes, measures to increase the frequency and detail of delivery vehicle searches were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to increase the frequency and detail of delivery vehicle searches at the time of survey

C. No, measures to increase the frequency and detail of delivery vehicles searches were not established at the time of survey

D.
The port facility declined answering questions regarding increasing the frequency and detail of delivery vehicles searches at the time of survey


.2
Does the port facility increase the use of scanning/detection equipment, mechanical devices, or dogs at security level 2?  

A. Yes, measures to increase the use of scanning/detection equipment, mechanical devices, or dogs were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to increase the use of scanning/detection equipment, mechanical devices, or dogs at the time of survey

C. No, measures to increase the use of scanning/detection equipment, mechanical devices, or dogs were not established at the time of survey

D. The port facility declined answering questions regarding increasing the use of scanning/detection equipment, mechanical devices, or dogs at the time of survey

.3
Does the port facility restrict or prohibit the entry of ship’s stores that will not leave the port facility within a specified period at security level 2?


A. Yes, measures to restrict or prohibit the entry of stores that will not leave the port facility within a specified period were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to restrict or prohibit the entry of stores at the time of survey

C. No, measures to restrict or prohibit the entry of stores were not established at the time of survey

D. The port facility declined answering questions regarding restricting or prohibiting the entry of stores at the time of survey

1.7
  
Ensuring the security communication is readily available 

.1
Do the port facility's communication equipment and procedures meet the requirements set forth by the Contracting Government for security level 2? 
A.  Yes

B.  
No
 




.2
Enhancement of Communication Security and Systems  

.1
Does the port facility have procedures established to enhance communication systems for both internal and external communication while at security level 2?

A. Yes, measures to enhance communication systems were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to enhance communication systems at the time of survey

C. No, measures to enhance communication systems were not established at the time of survey

D. The port facility declined answering questions regarding communication enhancement at the time of survey

.2
Does the port facility have procedures established for the PFSO to effectively notify facility personnel of changes in security conditions and all vessels interfacing with the facility at security level 2?

A. Yes, measures to facilitate communication of security level changes to personnel and vessels were documented in the PFSP at the time of survey

B. Yes, the PFSP was reported to have established measures to facilitate communication of security level changes to personnel and vessels at the time of survey

C. No, measures to facilitate communication of security level changes to personnel and vessels were not established at the time of survey
D. The port facility declined answering questions regarding facilitating communication of security level changes to personnel and vessels at the time of survey
.3
Does the port facility have procedures established for coordinating security measures with arriving ships operating under a different security level than the facility? 

A. Yes, measures to coordinate security measures with arriving ships operating under a different security level than the facility were documented in the PFSP at the time of survey

B.  Yes, the PFSP was reported to have established measures to coordinate security measures with arriving ships operating under a different security level than the facility at the time of survey
C. No, measures to coordinate security measures with arriving ships operating under a different security level than the facility were not established at the time of survey

D. The port facility declined answering questions regarding coordination of security measures with arriving ships at the time of survey
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