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1. Introduction

11  Theimportance of Safety Management Systems (SMS) in ensuring aviation safety is
increesingly being recognised by regulatory authorities and the aviaion indudtry.

1.2  Within the sefety environment SM'S presents regulators and industry with an gpproach
to the prioritisation of resources towards safety concerns that hold the greatest risk potentid,
and towards activities likely to produce the biggest return on resources invested. Benefits of
such an gpproach include:

(& Reduced incident and accident rates,

(b) Grester operaing efficiencies with resultant benefits for movement of
passengers and cargo;

() Tangible economic savings arising from dl concerned knowing the operationd
safety risks and preventing incidents.

1.3  Thispaper explans the goproach taken by the Civil Aviaion Authority (CAA) of
New Zedland to safety and security regulation and the focus of this gpproach on effective
management systems. It then considers the role of management systemsin the aviation
security environment and identifies the benefits of a Security Management Sysem (SEMS)
based gpproach to security regulation and the operationd ddlivery of security controls. It dso
highlights the benefits that such an gpproach can provide in supporting the ongoing
development and maintenance of a secure and effective aviation trangport system and in
meseting the Internationa Civil Aviaion Organisation (ICAQ) requirements of Annex 17-
Security, to the International Convention on Civil Avigtion.

2. New Zealand approach to safety and security management

21  Within New Zedand, aviation safety and security regulatory requirements are
conddered holidicdly within an overd| safety framework adminigered by CAA. Thisis
consigtent with Standard 2.1 of Annex 17- Security, which provides that ICAO Contracting
Statesshd| have astheir primary objective the safety of passengers, crew, ground personnel
and the generd public in dl matters related to safeguarding againg acts of unlawful
interference with aivil aviaion.

22 Intheealy 1990 sNew Zedand was one of the first countries to implement a safety
and security regulatory approach based on effective management syssems. Many countries
subsequently adopted the Qudity Management approach employed a that time. CAA isin
the process of reviewing international best practices for managing safety and security
regulaions, and New Zedand' sinternationa obligationsto ensureit is not only meeting but,
where appropriate, exceeding minimum standards to enhance safety and security. Thisis
happening a atime when the world isincreasingly focussed on SMSin the sefety
environment.

2.3  New Zedand scurrent regulatory regimeis based on aclear divison of safety and
security respongbility between the regulator and participantsin the civil aviation system, with
the emphadis on the CAA having a systems oversight role, rather than a purdy ingpection
based regulatory role. These principles are reflected in the Civil Aviation Act 1990 (the Act),
with Civil Aviation Rules (the Rules) providing regulatory detail in specific areas. A key



principle in New Zedand civil aviation legidation is the acknowledgement thet effective
management respongbility should rest with those exercisng privileges within the aviation
system - the * aviation document holders’. In a security context thisindudes arlines,
aerodromes, and security service providers (screening authorities).

24 In order to effectively monitor this respongihility, the Act and Rules expresdy provide
for aviation organisations to have an gppropriate management system as a prerequisite for
entry to the aviation system. From the outset of the enabling legidation in 1990, the Rules
have required such management systems for the certification of organisations conducting
safety and security activities. In New Zedland this was achieved through the concept of
interna quality assurance (based on SO 9000 principles) being promoted amongst
organisations as atool for managing safety and security as an integrd part of their business.
CAA aso holds SO 9001:2000 certification as an organisation.

25  Theexiding internd quality assurance process specified in the Rules for the aviation
system, while not preventing the exercise of a comprehengve SMS by indudtry participants,

do nat address al SM'S components a aregulatory level. Using an 1SO 9001:2000 Quality
Management system is not necessarily directly gpplicablein dl casesfor SVIS. The Act does
not specify the type of management system to be used but does ate the purpose and effect of
such asysem. Thisdlows the CAA to move from an 1SO 9000 based Qudity Management
system to SMS easily. However, CAA acknowledges that a number of certificated
organisationsin New Zedand are actively moving towards SM'S of their own accord having
recognised the safety and efficiency benefits themsalves.

2.6  CAA recognizesthat maximum benefit of SMS implementation will be gained
through the associated development of a State safety programme setting safety targets and
desired outcomes, with industry organisations developing SM S to achieve those godls.

3. Management Systems in the Security Environment

31  When conddering the gopropriateness of comprehensve organisationd management
syslemsin an aviation security environment it isfirgly necessary to acknowledge some
fundamenta differences that exist when consdering safety and security risks and the manner
in which they are mitigated.

32 Inanaviation safety environment arange of pardle and independent measures, eech
providing some degree of redundancy, work together to ensure safety. These measures
include but are not limited to:

(& Standard Operating Procedures, checkligts, read-backs, and crosscheck and
mutua monitoring;

(b) Crew Rik Management;
() LineOperdiond Safety Audits,
(d) Ingtrument scan and derts and warnings,

() Traning;



(f) Back-up systems,

(9) Automation;

(h) Redundant hardware and software;

(i) Manud reverson modes;

() Preflight and in-flight weather forecadts;

3.3  These measures, and the sysemstha support them, are focussed on threeats to safety
that are naither ddiberate nor the result of intdligence and planning on the part of potentidly
determined attackers.

3.4 Within a security environment condderdtion is given to thrests to thet are oftenill-
defined, congantly evolving and the result of deliberate and intentiond actions. In addition
specific security thrests must be considered unpredictable and likdly to be indiscriminate in
nature. For example, while intdligence and law enforcement agencies involved in preventing
terrorigt activity may uncover information suggesting pending attacks, it is necessary and
prudent to assume they may not be able to identify and stop dl possble threais dl of the time.

35  Inaddition many aspects of the preventative security systems established in response
to these threats lack the layers of redundancy that feature in a safety environment - for
example the detection of explosives conceded on an intending traveller who isintent on
committing an act of unlawful interference. At present such detection relies on passenger
screening activity at the screening point to prevent the catastrophic consequences of asuicide
bomber conceding explosives on ther person and detonating these in-flight.

36 Itisdsoafundamentd principa of aviation security that control measures must be
cgpable of being strengthened quickly at any time as aresult of increased levels of security
risk. Thisis consistent with current Standard 3.1.4 of Annex — Security, which provides that
each Contracting State shdl keep under condant review the levd of threet to civil aviation
operations within itsterritory and adjust relevant dements of its nationd civil aviaion
security programme accordingly.

3.7  Hndly, sscurity measures, by virtue of ther nature, are usudly highly visbleand
intrusive and often conflict with passenger and air cargo facilitation needs that require ready
accessto facilities and services to expedite the process of ar trangportation. Thisis not the
case with the vast mgority of controlsin a safety environment.

3.8  Thesefactors require recognition and assessment when specific preventative security
controls and associated regulatory standards are consdered and devel oped.

39  Acknowledging these differences arange of common factors exist acrossthe aviation
safety and security environments when the need for effective and efficient implementation
and ongoing maintenance of security controls is consdered. These include but are not
limited to the need for:

(& Organisationd senior management cammitment;

(b) Crestion of a department organisationd structure that supports the ddivery of
required outcomes;

(c) Promation of an appropriate organisationd culture;



(d) Traning of personnd with specific repongbilities;
(e) Awarenesstraining for al employees,

(f) Regular evauation of personnd;

(g) Effective day to day operations;

(h) Incident and accident investigetive reporting;

(i) Continuous correction and improvement from the outcome of incident and
accident investigation reports;

() Emergency response procedures,

(k) Regular audits and protocols for correction and/or prevention of any identified
deficiencies to support outcomes of continuous improvement.

310 Inaddition the need, within asecurity environment, for threat and risk assessment and
management and common understanding of these subjects and current, emerging and
potentid thregts by economies, regulators and indudtry, is consistent with the need for
effective hazard analyd's and risk management in a safety environment.

311 Common across many, if not dl, of the areas identified above is the need to consder
human factors across both the safety and security environments and gpply fundamenta
knowledge of human and organisationd performance in both cases to enhance the ddivery
and maintenance of desired outputs.

312 Recognisng these factors, the need exigs for an integrated systems managed approach
within various organisations, a both regulatory and industry leve, that have respongihilities
relating to the ddivery of safety and security outcomes. Such an gpproach has the ahility to
offer arange of benefitsinduding:

(& Integration of exiding organisationd Qudity Management sysemsinto a
comprehensve and digned organisationd Structure that ensures amore
cohesive and standardized gpproach to how security processes should be
implemented with overal better and more uniform standards of service
ddivery;

(b) Introduction into existing processes, a both regulatory authority and industry
leve, of effective security risk assessment and management activity that can
contribute to making security processes pro-active and targeteol1 and therefore
potentialy more efficient and effective without unduly impacting on export
trade and passenger movements,

(c) Increased emphasis on alayered gpproach to the treestment of security threats
that can reduce the need for reliance on Sngular messures, provide for
redundancy within security systems and resulting greeter levels of control and
assurance.

313 These bendfits, if redised, will support the ongoing devel opment and maintenance of
a secure and effective aviation transport system.

! Thisis consistent with the need for effective hazard analysis and risk management within a safety environment.



314 CAA isawarethat the Internationd Air Trangport Association (IATA) has been
developing the concept of Security Management Systems (SEMS) specificdly for air

operators based on the need for its member arlines to comply with regulatory requirements
flowing from Annex 17 — Security, CAA conddersthis asalogical development and

extenson of the increasingly recognised need for SMSin the sefety environment.

Furthermore CAA has examined the results of the IATA work on SEMS to date and congders
that an airline adopting a SEM S gpproach to security in the New Zedand regulatory
environment would more than adequately demondtrate compliance with existing New

Zedand security requirements.

315 CAA ds0 conddersthat a SEMS based gpproach is not only gpplicable to participants
in New Zedand' saviaion sysem but dso potentidly with regard to its activities, functions
and interna processesin itsrole as a security regulator. CAA isintending to carry out more
work with reference to the role of SMIS and SEM S in particular and how they can be most
beneficidly utlisad in the New Zedand regulatory environment.

316 CAA recognisesthat a“ one sizefitsdl” gpproach will not be gopropriate and that any
economies that may choose to adopt a SEM S based approach to aviaion security a any stage
in the future will need to do so with cognisance to their nationd policies and legidation.

4. Linkages to ICAO Requirements

41  Amendment 11 to ICAO Annex 17- Security, becomes effective on 01 July 2006. This
amendment contains measures to ensure that the Annex remains congstent with the leve of
globd thregt. Theseinclude:

(@ Therenforcement of Qudlity Control provisons,

(b) Risk assessment concepts-Reinforcing the need for utilisation of risk assessment
processes by Contracting States in appropriate ingances when determining
regulaory requirements.

42  CAA condderstha a comprehendve sysems managed gpproach to security
reguletion, as offered by SEMS, will enable New Zedland to more effectively maintain
compliance with the provisons of Annex 17 bath now and in the future. This recognises the
bendfits inherent in integrating risk assessment and regulatory qudity control programmes
together within a comprehensive and digned organisational sructure thet ensures amore
cohesve, sandardised and layered approach.

43 By way of specific example the ongoing conduct of timely and accurate risk
assessment activity can be supported by an effective qudity control system that ensures
continuous correction and improvement of assessment procedures. This contributes to the
ongoing development of robust regulatory requirements to address identified and potentialy
emerging thrests and vulnerabilities.

44  Also, and in recognition of the fact that regulatory resources are not unlimited,
effective risk assessment processes offer the potentid to dlow CAA to focusits oversght
activitiesin atimely manner in those aress that require it modt.

45  Veayimportantly a SEM S gpproach in no way didracts from or lessens the need for
effective Qudity Control sysems - aneed which is reinforced in Amendment 11 with its



promation to Standard level of prior guidance materid on this subject contained in ICAO Doc
8973 — Security Manual . Rather SEM'S provides a framework for these systems to be digned
and harmonised together with wider organisationa process to ensure a cohesive and
standardised approach to aviation security within and across economies. This provides
opportunities for overdl better and more uniform standards of service ddivery and
achievement of Annex 17 SARPs.

5. RECCOMENDATIONS

51 It is recommended that:
(& Thesub-group note

0]

(i)

(iii)

(iv)

Theimportant role of effective management sysemsin the aviaion
Security environment;

The potentid benefits of a Security Management System (SEMS)
based gpproach to security regulation and the operationd
implementation of security measures in supporting the ongoing
development and maintenance of a secure and effective aviaion
transport system;

The specific benfits that such an approach can potentidly provide
economies in meeting the requirements of ICAO Annex 17- Security;,

That CAA intends to carry out further work to review internationd
best practices for managing safety and security regulationswith
reference to the role of SMS and SEMS in particular and how they
can be mogt beneficidly utlised in the New Zedland regulaory
environment at both State oversght and operationd implementation
levels



