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Report of the 7th APEC Aviation Security Experts Sub-group Meeting

Hanoi, Vietnam

22-23 May 2006
I. Introduction

1. The 7th APEC Aviation Security Experts Sub-Group (ASES) meeting was held in Hanoi, Vietnam on 22 and 23 May 2006 as part of the 27th APEC Transportation Working Group (TPTWG/27) Meeting.  The meeting was chaired by Hong Kong, China and attended by 26 delegates from 12 economies plus 2 observers from Macao, China who attended the meeting for the first time. 

2. The participating economies included the following:

i. Australia (Vice Chair)

ii. China 

iii. Indonesia

iv. Japan
v. Macao, China (Observer)

vi. New Zealand

vii. Philippines

viii. Singapore

ix. Chinese Taipei
x. Thailand

xi. United States 

xii. Vietnam, and

xiii. Hong Kong, China.
3. The ASES has been re-grouped under the Aviation Experts Group (AEG) which is chaired by China.  It was resolved at the opening plenary session of the AEG at TPTWG/27 that the ASES should continue to hold sub-group meetings on aviation security related matters and report to the Aviation Experts Group on its progress and recommendations.   

II.
The Agenda

4. The 7th ASES meeting focused on enhancing aviation security with an objective to promote free trade and facilitation in the APEC region towards achieving the Bogor goals. 

5. In line with the current terms of reference, a wide range of aviation security related issues were discussed at the ASES meeting which included:

i. Amendment 11 to ICAO Annex 17 to the Chicago Convention;

ii. Security Management Systems (SEMS) and their complimentary nature to meeting ICAO Annex 17 Quality Control requirements for security providers;

iii. Counter Terrorism Task Force (CTTF) proposal on development and implementation of National Civil Aviation Security Quality Control Program;

iv. Outline on ICAO/Concordia University Aviation Security Professional Management Programme;

v. Establishing an Aviation Risk Context;

vi. CTTF proposal on development and implementation of 24-hour Point of Contact Network for Aviation Security Emergencies;

vii. Main outcomes of the Ministerial Conference on International Transport Security held in Tokyo, January 2006;

viii. Harmonized list of restricted articles;

ix. Screening technology for passengers and cabin bags;

x. Cargo security;

xi. APEC Economies conducting reciprocal inspections of airports that have direct flights; and

xii. Challenges in developing testing regimes for screeners in Hold Baggage Screening System.

6. The ASES noted that air transport security, facilitation and trade are closely related to the global supply chain, which is key to international trade and travel.  On this note, the ASES noted that Singapore will be hosting the APEC Symposium on Total Supply Chain Security from 6 to 7 July 2006.  APEC economies are encouraged to attend this event.  (The circular, programme and registration form were disseminated to all present)

7. The ASES also noted that the USA, Australia and the Philippines would be hosting a seminar on MANPADS Vulnerability Assessments from 13 to 15 June 2006 in Manila, Philippines.  Member economies were encouraged to attend.

III.
Achieving the Bogor goals 

8. The ASES meeting successfully discussed and identified four key areas which are supported by the ASES’s work in promoting the Bogor goals.  These were:

i. Promoting free and open trade and investment;

ii. Harnessing new technologies and best practices to facilitate travel and trade;

iii. Improving human capacity, technical assistance and capacity building; and

iv. Co-operating with international organizations to achieve common goals that would benefit all economies in enhancing trade and facilitation.

9. Promoting free and open trade and investment

9.1
The ASES meeting discussed a paper submitted by Australia on establishing an aviation risk context. It showed how aviation industry participants could manage risks and vulnerabilities in their operations with the benefit of a risk context statement produced by government using threat and risk assessment information from security and law enforcement sources. Combining this information with their own assessments, aviation industry participants develop Transport Security Programs which are approved by the Department of Transport and against which they are then audited.
9.2
The ASES meeting also noted the paper presented by Japan on the successful Ministerial Conference on International Transport Security held in Tokyo in January 2006.

9.3
The ASES meeting further discussed the feasibility of development of a harmonized list of restricted articles which would be useful in helping airlines, airports and air passengers to identify and deny unlawful carriage of such articles on civil aircraft.  This ultimately would reduce risks to air transport of passengers and facilitate their movement at airports. The ASES encouraged APEC economies to publish their list of restricted articles on the internet for the information of the traveling public and other economies.

10. Harnessing new technologies and best practices to facilitate travel and trade

10.1 The ASES recognized that technology is a useful means of enhancing both aviation security and facilitation of trade and travel.  In this regard, the ASES meeting discussed the challenges and usefulness of existing and new screening technology for passengers and cabin bags.

10.2 The ASES also discussed the challenges faced in air cargo security.  Taking into consideration the increasing volume, complexity and importance of air cargo, it is critical to look for new solutions in improving the security of air cargo including the development of new cargo screening technologies and methods.

10.3 Australia proposed and offered to circulate to member economies, for comment, a draft survey questionnaire designed to establish the status of member countries in relation to air cargo security arrangements. This research would then be used to determine whether there is a need for APEC to initiate a project to support members to develop and implement air cargo security measures. This would be in line with best practices established from the study ICAO is going to undertake to establish best practices for internationally reinforced and harmonized measures on air cargo. 

11. Improving human capacity, technical assistance and capacity building

11.1 The ASES recognized that human factors are critical in aviation security, trade and facilitation.  Human factors effectively determined the ultimate success in efforts taken by economies in enhancing air travel, trade and security.  Various initiatives were discussed at the ASES meeting, these included the development of security management systems (SEMS) for security service providers, the importance of quality control and its benefits to enhancing the quality of security personnel, testing regimes for hold baggage screening operators. The meeting acknowledged the work of IATA in SEMS.  The importance of investment and benefits of training was emphasized and member economies were encouraged to consider participation in aviation security training courses such as those conducted by ICAO and other institutes, which would contribute to the effective implementation of aviation security measures in the APEC region. 

11.2 Australia described its intention to implement a program to study aviation security measures at airports in the region.  The program would be ongoing and reciprocal and focused on identifying capacity building measures. The meeting advised the most productive channel for ensuring success of this initiative was through bilateral air services agreements. The demand on each country’s resources was also acknowledged and will be addressed by negotiation.

12. Co-operating with international organizations

12.1
The ASES recognized and reiterated that co-operation between APEC economies and international organizations such as ICAO was conducive to help promote enhancement to aviation security standards, best practices, air travel, facilitations and trade, without duplication of the work undertaken by those organizations.  

12.2
The ASES also discussed the latest amendments to ICAO Annex 17.  The discussion was useful and identified areas requiring attention for further studies by APEC economies to enhance aviation security and air travel and trade.  The ASES will request ICAO to develop and provide guidance material as soon as possible in regard to the latest amendment to facilitate its implementation.

12.3
The ASES discussed an initiative by the CTTF to set up a network of points-of-contact (PoC) among APEC economies.  Economies were generally supportive of the proposal. Some economies raised concerns on possible duplication of the APEC PoC with that of ICAO and other established channels as well as the responsibility of implementing and maintaining such network.  These concerns were highlighted and explained both in briefing papers and documents tabled at ASES and CTTF.  It was agreed that the ASES would further collaborate with CTTF on ways to move the proposal forward.

12.4
The U.S. informed the ASES regarding the CTTF proposal on National Civil Aviation Security Quality Control Program, which is in line with international standards and best practices.  While appreciating the efforts of the CTTF to promote such program, some members raised questions of possible duplication of work of ICAO and other bodies. These questions were responded both in briefing papers and documents tabled at ASES and CTTF.
IV.
Proposed new TOR for the ASES
13. The ASES discussed and endorsed a new TOR for the ASES.  A copy of the new TOR is at Attachment I.

V.
Conclusion

14. The ASES meeting succeeded in generating valuable discussions and thoughts on enhancing aviation security to protect international air transport, and in support of the priorities as stated in the statement by the APEC Transport Ministers that emphasized liberalization of transportation services while enhancing security and safety with a view to achieving the Bogor goals.

15. The thrust of the Bogor goals is to achieve free and open trade and investment in the Asia-Pacific by no later than the year 2010 for developed economies and 2020 for developing economies.  ASES recognized and reiterated that aviation security is an integral and important factor in the protection and promotion of international air transport.  This is especially the case in the light of the threat from international terrorism and the horrific attacks of September 11 in the United States in 2001.

16. The ASES meeting noted that the enhancement of aviation security measures is an underpinning factor that helps create a secure environment in the APEC region and would be conducive for the promotion of trade and facilitation, which in turn would support APEC economies’ advancement towards achieving the Bogor goals.  In short, enhanced aviation security helps build greater resilience and confidence in the development of trade and facilitation and air transportation system in the APEC region.

VI. 
Recommendations 

17. In support of the Bogor goals, the ASES recommends the following:
i. Recognizing the underlying importance of aviation security to the development of trade and facilitation towards the achievement of the Bogor goals by the APEC economies, and in the light of threats from international terrorism, APEC economies should consider establishing a regional points-of-contact network for aviation security.  The role of the point-of-contact is to provide other economies with a direct and convenient point through which timely information could be exchanged and shared to help manage aviation security emergencies.  Members generally supported the proposal and will work with CTTF to address their concerns in paragraph 12.3 and work on ways to move the proposal forward.
ii. APEC would benefit from closer interaction with ICAO and IATA especially in areas of new initiatives and standards being developed and put in place by these organizations which have an impact on both the public and private sectors.  Through the AEG or TPTWG, consideration could be given to invite international bodies such as ICAO, IATA and ACI to participate in future ASES meetings to update economies on the latest trends and developments in aviation security.  This would help the ASES to develop new initiatives to enhance aviation security co-operation which in turn would also help enhance trade and facilitation in the APEC region.

iii. The ASES encouraged member economies to continue their focus on human factors and capacity building as this would help member economies to improve the quality of aviation security measures and personnel, which would ultimately enhance facilitation, efficiency and effectiveness in trade and security.  The effective development and implementation of a quality control program will serve to enhance aviation security standards.
iv. The ASES encouraged member economies to explore and adopt the use of security technology to reduce screening time and facilitate air transportation of passengers and cargo without compromising aviation security. 

Simon Li

Hong Kong, China

Chair, APEC/ASES

Attachment I

Aviation Security Experts Sub-group

Report to: Aviation Experts Group

Terms of Reference

· Increase consultation, cooperation and communication between Economy representatives responsible for aviation security in the APEC region, in order to assist all member Economies in meeting the Standards and Recommended Practices of Annex 17 of the Chicago Convention. 

· Where possible, develop methods to coordinate and harmonize security measures, responses and standards to meet the needs of the APEC region’s expanding transportation systems.

· Cooperate in the areas of research, development, and use of technology and operational procedures, leading to more effective means of enhancing aviation security. 
· Increase cooperation among regional Economies and enhance the exchange of information and communications by appropriate means with other aviation security bodies as well as international aviation industry associations such as the International Civil Aviation Organization (ICAO) and International Air Transport Association (IATA).
· Make recommendations to the Transportation Working Group through the Aviation Experts Group. 
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