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1. Introduction

1.1
Amendment 11 to ICAO Annex 17 – Security, became effective on 01 July 2006. Included in Chapter 3 of the amendment are a number of new Standards relating to national level quality control and regulatory oversight.

1.2
These additions were considered desirable in recognition of the importance of effective national level oversight mechanisms in ensuring the ongoing and effective implementation of airport level security measures required in the Annex. 

1.3
In particular, new Standard 3.4.7 (c) provides that:

Each Contracting State shall supplement the national civil aviation security quality control programme by establishing a confidential reporting system for analysing security information provided by sources such as passengers, crew, and ground personnel.

1.4 
This paper outlines;

(a) The current approach taken to security information reporting systems within New Zealand; 

(b) Confidential reporting provisions of these systems; 

(c) How New Zealand will progress any further work that may be necessary in this regard.

2. New Zealand approach to security event reporting

2.1
Within New Zealand aviation safety and security regulatory requirements and the maintenance of the national civil aviation security quality control programme are provided for within an overall aviation safety framework administered by the Civil Aviation Authority (CAA). This is consistent with Standard 2.1.1 of Annex 17 – Security, which provides that ICAO Contracting States shall have as their primary objective the safety of passengers, crew, ground personnel and the general public in all matters related to safeguarding against acts of unlawful interference with civil aviation.  

Mandatory Industry Reporting Requirements

2.2
New Zealand has a mature aviation safety and security incident and defect notification system in place. Civil Aviation Rule Part 12 (Accidents, Incidents, and Statistics- available on CAA website at www.caa.govt.nz ) provides the regulatory framework for this. It is not additional to the existing national security quality control programme but rather is an integral part of it.

2.3
The objective of the Rule is to ensure that CAA receives information about events of relevance and that this information can be analysed to identify any necessary corrective actions with an overall objective of improving aviation safety. 

2.4
Rule Part 12 provides that certificated aviation organisations, e.g. airlines, aerodrome operators, air traffic service providers and security service providers, must notify CAA of certain incidents, including security incidents, and system defects. The requirement extends to Pilots in Command of an aircraft and individual employees in cases where they were involved in the incident. In the latter two cases the reporting need not be directly to CAA but via larger processes established to meet organisational requirements. 

2.5
In addition Rule Part 139, which applies to certificated aerodrome operators, provides that they must report to CAA breaches of, and deficiencies in, any security procedures established by them and how they intend to rectify them. 

2.6
CAA provides the ability for events to be reported to it directly by email, toll free phone, fax or other means of communication. It maintains a computer database called the Aviation Safety Monitoring System (ASMS) which records all aviation related occurrences, including security events and defects reported to it under Part 12. 

2.7
These are then subject to assessment and investigation as required. The purpose of investigation is to identify any necessary corrective actions with an overall objective of improving aviation safety. In addition the information obtained as a result of this reporting and investigation is available within the ASMS for analysis to identify any relevant trends or possible system wide deficiencies which may require attention. 

2.8
However having a “requirement for reporting” is not sufficient in itself. Just as important is the ability of those individuals operating within the system, who can provide key information about potential issues, to do so without fear of retribution, either from their employers or CAA.  In order for these employees to come forward and report matters of concern to them an organisational climate conducive to such reporting must exist. 

2.9
Rule Part 12 provides a regulatory framework for the creation of this climate by specifically providing that any information submitted to CAA, by any person,  shall not be used or made available for the purpose of prosecution investigation or for prosecution action  unless:

(a) The information reveals an act or omission that caused unnecessary danger to any other person or to any property; or

(a) False information is submitted; or

(b) CAA is obliged to release the information pursuant to a statutory requirement or by order of a Court.

2.10
This contributes towards the development what is referred to as a “Just Culture”, a climate that has long being recognised as vital in the aviation safety environment to encourage reporting of events and defects. The need for a “Just Culture” is just as applicable within a security context if any reporting process, even one that provides for confidentially, is to be successful. 

Non-Mandatory Industry Reporting and Reporting From Other Sources 

2.11
Quite apart from mandatory Rule Part 12 notification requirements, CAA provides for reporting, from all sources, including the travelling and general public, of aviation safety and security related concerns by virtue of the Aviation Related Concern (ARC) process. The ability to report matters of concern is publicly promulgated via a number of means including:

(a) CAA website

(b) Published CAA literature 

2.12
As is the case for Rule Part 12 notifications, CAA provides a range of means for ARC reporting purposes, including via email, fax and a specific toll free phone number. Any reports received are collated centrally and entered into the ASMS ahead of subsequent assessment and investigation. 
3. Confidentiality provisions

3.1
It is CAA policy that all reasonable and practicable steps shall be taken to protect the identity of those making a complaint or notifying a concern, even if they have not specifically asked for such protection.

3.2
In addition to this, Rule Part 12 specifically provides for confidentiality of persons notifying any incident or defect if they request this. In such cases, any information that might reveal the identity of that person is removed before processing the information in the ASMS This option of confidentially is highlighted in publicly available Advisory Circular information accessible on the CAA website.  
3.3
Persons specifically requesting confidentiality are advised that they must accept that this may inhibit effective investigation but that CAA would rather have a confidential submission than have no submission.

3.4
Likewise the ARC process also provides for confidential reporting via formally established CAA policies and procedures that allow a report to be received and processed without the need to record a reporters detail and for their identity to remain confidential. This option is also highlighted in publicly available information accessible on the CAA website. 

3.5
While some reports are received from industry sources in which the submitter requests confidently, the vast number are reported openly in acknowledgement of the generally recognised need within the New Zealand airline industry for open and transparent reporting of any system defects to ensure the overall objective of improving aviation safety.

4. Review of current systems

4.1
New Zealand is subject to ICAO Universal Security Audit Programme (USAP) audit in September 2006. Its confidential reporting systems will be assessed by ICAO for compliance with the new Standard 3.4.7 (c) provisions. This will provide for an independent review of current systems and the identification of any enhancements that may be considered desirable. 

4.2
Notwithstanding this, and consistent with a focus on continuous improvement, CAA has pro-actively identified some areas where it believes enhancements can be made in respect of the current Rule Part 12 notification requirements. A development project has been proposed to:

(a) Ensure more effective data capture from all relevant industry sectors; 
(b) Provide for uniformity and equality of reporting requirements across the industry; 

(c) Allow trends to be monitored and system vulnerabilities to be more effectively assessed at a national level. 

5. Summary

5.1
New Zealand has a mature safety and security event/defect and concern notification system that forms an integral part of its existing national quality control programme. This provides for the submission and management of confidential reports when requested by the submitter.

5.2
On the basis of New Zealand’s experience, the effectiveness of such systems depends on the existence of an organisational climate which encourages employees and others to come forward and report matters of concern to them.  This need has long been recognised within the aviation safety environment and is just as applicable within a security context. 

5.3
Central to the creation and maintenance of such an environment is a clear understanding by all involved of the fact that information reported will be used for the primary objective of enhancing aviation safety and security, and not, except where legally justified, for any punitive purposes. This is more likely to occur where all involved, at whatever levels, have a clear appreciation of, and commitment to larger concepts of Quality Control and their application within effective safety and security management systems. Such understanding takes time to develop and will only emerge with effective and open communication between regulatory bodies and industry. 

6. Recommendations

6.1
It is recommended that:

(a) The sub-group note:

(i) New Zealand’s approach to safety and security reporting in which confidential security reporting provisions are not addressed separately but rather as an integral component of the existing national quality control programme; 

(ii) That New Zealand will be reviewing current arrangements with respect to any relevant results of its upcoming ICAO USAP audit and other enhancements is has already identified as desirable; 

(iii) The critical importance of the existence of a climate conducive to reporting in encouraging industry and other sources to come forward and report matters of concern to them.
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