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1. Introduction

1.1
Standard 3.1.6 of ICAO Annex 17- Security provides that:  

Each Contracting State shall require the appropriate authority to ensure the development and implementation of a national training programme for personnel of all entities involved with or responsible for the implementation of various aspect of the national civil aviation security programme. This training programme shall be designed to ensure the effectiveness of the national civil aviation security programme.

1.2
In addition Recommended Practice 3.1.7 provides that:

Each Contracting State should ensure that trainers and training programmes meet standards defined by the appropriate authority

1.3
This paper outlines New Zealand’s approach to these requirements and how they are addressed within its national aviation security programme. The objective of this training is to ensure that personnel involved in aviation security within New Zealand are suitably trained to effectively discharge their responsibilities during normal operating conditions and are capable of implementing expanded security measures to meet any increased threat situations. 

2. The New Zealand Aviation Safety and Security System

2.1
New Zealand’s current regulatory regime is based on a clear division of safety and security responsibility between the regulator and participants in the civil aviation system, with the emphasis on the Civil Aviation Authority (CAA) having a systems oversight role, rather than a purely inspection-based regulatory role. These principles are reflected in the Civil Aviation Act 1990, with Civil Aviation Rules (the Rules) providing regulatory detail in specific areas. 

2.2
A key principle in New Zealand civil aviation legislation is the acknowledgement that effective management responsibility should rest with those exercising privileges within the aviation system - the “aviation document holders”. In a security context this includes airlines, aerodromes, Air Traffic Control (ATC) and security service providers, all of whom operate under certificates issued by the Director of Civil Aviation. 

2.3 
 In accordance with the provisions of section 12(4)(b) of the Civil Aviation Act, aviation document holders (certificated organisations) providing a service within the civil aviation system, including those of an aviation security nature, are required to provide training and supervision to all employees.  

2.4
Relevant training requirements are detailed in Rules specific to various industry and service provider organisations. Collectively these provisions make up New Zealand’s national aviation security training programme. 

2.5
Individual organisations must meet required training standards acceptable to CAA, in its role as the appropriate authority, for initial certification purposes. Once approved these organisations, and their training programmes, are subject to ongoing regulatory monitoring by CAA as part of its generic safety and security document holder surveillance process. 

3. Specific Security Training Requirements 

Aviation Security Service Providers

3.1
Rule Part 140 prescribes the certification requirements for organisations providing aviation security services in New Zealand and the operating requirements for the continuation of this certification. It prescribes specific requirements for the certification (entry standards), operation (continued operations), and safety audit (surveillance) of persons providing security services. The New Zealand Aviation Security Service is the only authorised holder of a Part 140 Certificate and as such is the sole provider of core security services within the New Zealand aviation system. 

3.2
 Training and recurrent testing procedures are detailed in the Part 140 exposition of the Aviation Security Service. This document must be acceptable to the Director of Civil Aviation. Relevant processes and records are subject to regulatory oversight by CAA which is the designated appropriate authority for security in New Zealand with reference to ICAO Annex 17.  

3.3
Aviation security officers employed by the Aviation Security Service are required to be trained and assessed in accordance with Appendix A.23 of Rule Part 140. This provides details on the content of training required by aviation security officers (which include those carrying out screening duties) and the level to which this training must be delivered. It also provides that aviation security officers do not perform the duties of an aviation security officer unless those personnel;

(a) Receive training on specified topics as applicable to their particular duties; and

(b) Sit a written examination at the end of their training; and

(c) Meet a specified level of competence for each topic they receive training on.

3.4
Appendix A.24 of the Rule also provides for requirements for ongoing recurrent testing and assessment of screeners and procedures required when a screener fails a test. Records are maintained of all tests results and actions taken when a test is failed. 

3.5
In addition the Aviation Security Service is the holder of a Rule Part 141 Aviation Training Organisation Certificate relating to the commercial provision of airline cabin crew security training, should air operators choose this option to allow them to fulfil their Part 108 security training obligations (refer below). This certification is also subject to CAA’s generic document holder approval and ongoing surveillance processes. 

Air Operator Staff

3.6
Rule Part 108 prescribes the security standards for air operators performing regular air transport passenger services from and within New Zealand. Such operators, as a part of the certification under Part 119 (aircraft on the New Zealand Register) and Part 129 (foreign registered aircraft), must prepare and adopt an air operator security programme covering the specific requirements set out in the Rule. 

3.7
The security programme and the procedures contained within it must be acceptable to the Director of Civil Aviation before certification is granted. 

3.8
The Rule includes requirements that:

(a) Personnel tasked with security procedures detailed in the security programme are sufficiently trained to competently operate the procedures; and,

(b) All other personnel employed in the maintenance and servicing of the aircraft have a basic awareness of air operator and aviation security.

3.9
Under Part 119 (aircraft on the New Zealand register) the training requirements apply to relevant personnel whether they are operating in New Zealand or elsewhere. Under Part 129 (foreign registered aircraft), the training requirements of the Rule apply only to people employed by the operator, or by agents of the operator, in New Zealand and who are involved in the implementation of the air operator’s security programme in New Zealand.

3.10
The requirements for training extend to those of other organisations that an air operator may contract to carry out various tasks on its behalf in New Zealand, e.g. ground handling organisations. 

3.11
CAA provides formal guidance material for air operators on acceptable means of compliance to meet the Rule requirements. 

3.12
After initial approval and certification training processes and records are subject to ongoing regulatory oversight by CAA. 

Certificated Aerodrome Operator Staff

3.13
Rule Part 139 prescribes standards for certificated aerodromes, including those relating to aviation security. As is the case for air operators, an aerodrome operator must satisfy the Director of Civil Aviation that security requirements contained in the Rule are met before certification is granted. 

3.14
The Rule includes requirements that an aerodrome operator must ensure that:

(a) Personnel engaged, employed or contracted by the certificate holder undergo a security awareness programme; and,

(b) That each person required to carry out specific security tasks is trained for those tasks;

3.15
CAA provides formal guidance material for aerodrome operators on acceptable means of compliance to meet the Rule requirements. Aerodrome operator training processes are subject to ongoing regulatory oversight by CAA. 

Air Traffic Control Service Provider Staff

3.16
Security training requirements for ATC staff form part of the generic training requirements within Rule Part 172 (Air Traffic Services Organisations –Certification) and are provided for within the security programme of the New Zealand Airways Corporation, the sole authorised provider of ATC services in New Zealand. 

3.17 As is the case for air operators and aerodrome certificate holders, an ATC organisations security training programme is subject to acceptance by the Director of Civil Aviation and ongoing regulatory oversight by CAA.

Regulated Air cargo Agents

3.18 
New Zealand is in the process of developing a formalised Regulated Air Cargo Agent (RACA) Regime. This will include requirements that:

(a) Every person who has access to consignments of cargo or mail that have been accepted by the RACA for carriage by air has the appropriate training in the security requirements for the storage and transportation of those consignments; and,

(b) Every person who carries out a security control function in relation to cargo or mail that is accepted by the RACA for carriage by air is appropriately trained and assessed as competent to carry out the security control function.

3.19
The Rule will also include provisions relating to recurrent training. Like all other certificated organisations, a RACA’s security training programme will be subject to acceptance by the Director of Civil Aviation during initial certification processes and ongoing regulatory oversight by CAA. 

Grading Systems

3.20
Organisations are required to demonstrate that the training delivered meets certain levels of competence applicable to the security tasks their staff conduct.  The minimum levels of understanding required for individual training tasks are graded against one of the levels below:

1.
An understanding of a principle.

2.
A basic theoretical knowledge of the subject.

3.
A knowledge of the subject and the ability to apply it practically.

4.
A thorough knowledge of the subject and the ability to apply it with speed and efficiency.

5.
An extensive knowledge of the subject and the ability to apply procedures derived from it with judgement in the light of circumstances.

4. Training Requirements for Airport Police

4.1
New Zealand Police are not subject to the provisions of section 12(4) (b) of the Civil Aviation Act. However airport policing staff undergo specific “in-house” Police training on airport policing roles and functions. This is provided by the New Zealand Police with input from CAA, the Aviation Security Service and airlines. It includes the following topics and required standards.

(a) Support for aviation security activities


Topic Objective - To train Police personnel involved in airport policing activities in the law and police practices related to supporting aviation and airline security and other associated activities to Grade 3.

(b) Topic - Police airport incident response


Topic Objective - To train relevant police personnel, who may be required to respond to criminal and aviation security incidents, covering the law and international conventions and practices to Grade 2.

(c) Topic - Crisis Management


Topic Objective - To train Police command personnel in aviation security crisis management and associated airline and airport emergency procedures to Grade 4.

4.2
Standards relating to the delivery of this training are those agreed to by Police and CAA. This training is not subject to monitoring by CAA but rather independent internal Police review. 

5. Competency of CAA security staff to assesses security training programmes. 

5.1
With CAA having responsibility for the approval and ongoing monitoring of system participant security training programmes it is critical that its staff are appropriately qualified and trained and have the knowledge and experience to perform this vital oversight role.

5.2
This need is addressed through CAA ensuring it has staff within its Security Regulatory Unit who have attended relevant ICAO aviation security courses and programmes and hold the accompanying qualifications issued by ICAO.  

6. Summary

6.1
New Zealand’s national aviation security training programme is provided for within various organisational certification Rules applicable to security service providers, airlines, aerodromes and ATC service providers. 

6.2
This linkage to organisational certification reflects the nature of the New Zealand aviation system which maintains a clear division of safety and security responsibility between the regulator and participants in the system and places obligations on participants to ensure they provide appropriate training to their employees.  It also allows CAA, as the appropriate authority for aviation security, to not only ensure the training proposed is appropriate at the time of initial organisational certification, but also subject it to ongoing regulatory oversight within generic document holder audit and inspection processes.

6.3
CAA’s ability to accurately assess the appropriateness of security training programmes is enhanced by the fact staff within its Security Regulatory Unit have  attended ICAO aviation security courses and programmes and hold the accompanying qualifications issued by ICAO.  

6.4
Airport Police training, while not addressed within aviation system participant certification and monitoring processes, reflects standards agreed to by Police and CAA in its role as the appropriate authority.

6.5
New Zealand is subject to ICAO Universal Security Audit Programme (USAP) audit in September 2006. Its national training programme will be assessed by ICAO for compliance with Annex 17. This will provide for an independent review of current systems and the identification of any enhancements that may be considered desirable. 

7. Recommendations

7.1
It is recommended that:

(a) The sub-group note:

(i) The critical importance of security training programmes in ensuring that personnel are trained to effectively discharge their responsibilities during normal operating conditions and are capable of implementing expanded security measures to meet any increased threat situations;

(ii) The New Zealand approach which links security training requirements to  various organisational certification Rules and processes;
(iii) The benefits of this approach in ensuring the training proposed is not only appropriate at the time of initial organisational certification but is also subject to ongoing regulatory oversight within generic document holder audit and monitoring processes;

(iv) The need to ensure that any appropriate authority staff involved in assessing and monitoring training programmes have the necessary qualifications and training to do this.
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