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OPERATIONAL GUIDELINES FOR THE APEC INFORMATION MANAGEMENT PORTAL – INTERIM EDITION 2006

The APEC Information Management Portal (AIMP) aims to provide APEC with the tools to enhance effectiveness and responsiveness of team collaboration.

These guidelines have been developed to assist APEC members to use the AIMP effectively and to maximize its potential benefits.
1. Introduction to AIMP
The APEC Information Management Portal (AIMP) is a portal consisting of four modules:
· the APEC Collaboration System (ACS) to serve as a common platform and shared workspace to enhance communication and collaboration among APEC members.  ACS contains several tools and functions intended to complement the use of more established tools such as email, meetings and telephone; 

· an Online Meeting System (OMS) that would allow members to more easily access meeting documents before and during meetings and reduce the costs of printing documents. The Remote Online Meeting System (ROMS) can be installed on the meeting host’s server;
· an enhanced Project Database (PDB) to better monitor and manage our projects; 

· a Meeting Document Database (MDDB) to provide 24/7 access for registered users to all APEC documents.  
The system is designed to:

· be user-friendly and require minimal training for members to use;

· have a storage capacity that can handle a large quantity of documents and support a large number of users; 

· allow members quick and easy access to areas of interest, contact lists, etc;  

· offer full-text searching for documents (office, PDF and text files) and messages (comments, discussions, contact lists etc);
· provide protected access for officials to both documents and discussions.

The logical structure of the AIMP portal and individual module sites is illustrated in the diagram below:
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Figure 1: AIMP Portal Structure

1.1 APEC Collaboration System (ACS)

The ACS module is where Group sites are created. A Group site is accessible by the Program Director and the Program Assistant responsible for the APEC group, the Chair of the APEC group and other members of the group. Members of a Group site can collaborate on a draft document, discuss issues and share documents. 
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1.2 Online Meeting System (OMS)

The OMS module is where an online meeting system can be created for an APEC group to facilitate an upcoming meeting. A group’s OMS site can be used to make meeting documents for an upcoming meeting available to the group and to facilitate pre-meeting discussions on any of the documents.
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1.3 Project Database (PDB)

(To be developed for implementation of PDB)
1.4 Meeting Document Database (MMDB)

The APEC Meeting Document Database will facilitate access, search, and retrieval of APEC meeting documents. The database will allow registered members to access all papers (non-restricted and restricted) and non-registered users to access only non-restricted documents.

2. Overview of the Operational Policy
This Operational Policy document is intended for the APEC Secretariat to have an overview of the operation, maintenance and administration of the AIMP and all of its modules. 
The Operational Policy document aims to describe: 

· the AIMP website;

· the roles, responsibilities and security permissions  of the Portal Administrator and the IT team, with respect to how the AIMP will be managed and administered;

· objectives, purpose and terms of use of the ACS, MDDB, PDB and OMS;

· the roles, responsibilities and security permissions of Program Directors and Program Assistants, with respect to their respective Group sites in the ACS and the group’s OMS;

· the roles, responsibilities and security permissions of the Chair of an APEC group and group members, with respect to their respective Group sites in the ACS and the group’s OMS;

· the roles, responsibilities and security permissions of other members who have been granted access to a Group site and the group’s OMS;

· policies relating to the MDDB; 

· policies relating to the PDB. (to be developed for implementation of PDB)

3. AIMP Website

The AIMP site can be accessed via http://aimp.apec.org. It runs on the Microsoft SharePoint platform which utilizes a Microsoft SQL database for data storage. 

Different parts of the AIMP are accessible to the public and to members. By default, visitors to the site would only be able to access public documents on the MDDB and the PDB. Upon login members, depending on their access rights, would be able to access group sites, LPMS sites, and/or all documents on the MDB and the full PDB site.


4. Operational Policy – AIMP

The AIMP operational policy aims to articulate the roles, responsibilities and security permissions of the Portal Administrator and the IT department, with respect to how the AIMP will be managed and administered.

Managing and administering the AIMP encompasses policies and tasks related to:

· the ACS;

· the OMS;

· the MDDB;

· the PDB;

· training;

· technical support, help desk and feedback;

· AIMP system management, maintenance;

· AIMP functional evaluation and reporting to management;

· Coordinating any required reporting of performance of AIMP modules;

· AIMP future planning and development.

4.1 Purposes and Objectives of the AIMP

The AIMP is to provide the platform for the operation of the ACS group sites, OMS sites, the MDDB and the PDB. 

The objectives of the AIMP are:

· to provide a central data repository for the modules in the AIMP;

· to provide a central operating environment for the modules in the AIMP;

· to ensure the smooth operations of the modules in the AIMP;

to provide tools to create new ACS group and OMS sites
4.2 Adding and Deleting AIMP Members  

Each economy will be asked to nominate a point of contact for the purpose of authorizing the addition of members to the AIMP, failing which the Senior Official will be deemed the point of contact. Proper authorization of members to be added to the AIMP is crucial given that subsequent access to the ACMS will make all discussions, draft documents etc posted on the ACS Group site available to all members who have been given access.  This point of contact may also be asked to assist in directing AIMP-related policy questions, taskings, and information updates to the correct people. 

Adding members to the AIMP will be done upon the request/approval of the point of contact for each economy.
Authorized AIMP members will still need to be assigned to various ACS and OMS Group sites in order to gain access to those sites.

Members who have not logged on to AIMP for 12 consecutive months will have their accounts deleted. They will be notified of this deletion by email and provided a contact point at the Secretariat should they wish to have their access reactivated.

The decision to assign access to the AIMP to ‘special members’ will be guided by these operational policies and decided in consultation between the Secretariat, the requestor, and the forum or Economy contact point as appropriate.

4.3 ACS 
Policies and tasks relating to the ACS encompass:

· the creation of a new Group site and its administrator account in the ACS module;

· archiving and purging of a Group site that ceases to be operational, and deletion of the accounts of its administrator and members.

The creation of a new ACS site must be requested by the Chair to the Program Director. The creation of a new ACS site and its administrator account will be undertaken by the IT Director, when requested by the Program Director, within five working days.

The Program Director will need to provide the following information for each member of the Group site:

· name, organization and economy;

· email and full contact address.

The IT department will create the following category of IDs based on the provided information, and provide them to the responsible Program Director:

· member IDs (contributor level) (members would include active members of the group, POs of projects under consideration, etc) 

· Chair’s ID (admin level)

· guest IDs (read only) (if needed)

· observer IDs (read only) (if needed)

** Note: All IDs are concurrently sharable within a relevant group if required. However, we will be issuing unique IDs to each individual to enable easy identification and tracking.

IDs and passwords will be automatically mailed to the members as the IDs are created based on the provided email address.

The decision to delete or purge a Group site will be considered by the Secretariat upon the disestablishment of a group. The deletion and archiving of the site and its accounts will be undertaken by the IT Director. This will be done within five working days from the decision.  

4.4 OMS 

Policies and tasks relating to the OMS encompass:

· the creation of a new OMS site and its administrator account in the ACS module;

· archiving and purging of a OMS site that ceases to be operational, deletion of the accounts of its administrator and members.

The Program Director can request for a new OMS site to be created by the IT Director by providing the following information: 

· name of focal point, forum, name of meeting, venue and date;

· email, full contact address.

The IT department will create the requested OMS site within two business days. The Program Director will inform members about the creation of the new OMS site, and will be responsible for content upload.

The ID and password to be used to access the created OMS site will be the same as the ones used for the Group’s ACS site.

The Program Director will request the IT Director to remove the site three months after the meeting.

4.5 Training

User Guidelines are available on the main page of each AIMP module.  The IT Department, initially supported by the AIMP Implementation Team, will develop and deliver training as required to Secretariat staff, with priority given to those who will have responsibilities for administering AIMP module sites.  Separate training modules will be developed covering administration of all AIMP modules and in addition to core system functions will also cover recommended usage and user support.

Additional training and user support materials will be developed to assist users in effectively using and maintaining the system and its modules.  The Secretariat will deliver such training as needs are identified and resources allow, but primary support for users should be provided by the relevant site administrators.

4.6 Technical Support, Help Desk or Feedback

The Portal Administrator is the first point of contact for enquiries, technical support, and feedback, at it@apec.org. The IT department will respond to and act upon emails that are related to technical support within two days. Emails that need to be routed to Program Directors will be forwarded on to them for their response and action.

5. Operational Policy – ACS

The ACS operational policy aims to describe objectives, purposes and terms of use of the ACS as well as to articulate the roles, responsibilities and security permissions of Site Administrators, users and observers, with respect to their respective Group sites in the ACS. This policy will also describe the roles, responsibilities and security permissions of the chair of an APEC group, group members and other users, with respect to their respective Group sites in the ACS.

5.1 Purpose, Features, Objectives and Terms of Use of the ACS

The purpose of the ACS is to serve as a common platform and shared workspace to enhance communication and collaboration among APEC members and support APEC’s work.  With the functions that ACS offers, it is hoped that it will complement and improve our use of other established tools such as meetings, email and telephone.

The primary features of ACS include tools to support the following:

· posting of notices or messages;

· bulletin board discussions;

· collaboration on documents;

· post references and links;

· contact lists;

· event calendars; and

· task lists

Objectives of ACS (by providing a Group site) include:

· to keep members informed in a convenient and open way of group activities, and of information such as messages from the Chair or notices from the Secretariat;

· to discuss issues and raise ideas or questions in the bulletin board;

· to provide a means and encourage members to collaborate on documents;

· to support posting of references or links of general interest to members;

· to better manage contact details amongst members;

· to track/view progress on tasks or collective activities.

The “terms of use” of the ACS are described below:

· While the site administrator of a Group site will attempt to remove or edit any generally objectionable material as quickly as possible, it is impossible to review every message. Therefore, members of a Group site acknowledge that all posts in the bulletin board and in collaborated documents are done responsibly.

· Members agree to abide by the APEC nomenclature and not to post any abusive, obscene, vulgar, slanderous, hateful, threatening, sexually-oriented or any other material that may violate any applicable laws. Doing so may lead to the member’s account being immediately and permanently banned (and the agency that you are working under being informed). The IP address of all posts is recorded to aid in enforcing these conditions. 

· Members agree that the site and portal administrators, in consultation with the Chair of the group of the policies under which such decisions are made, have the right to remove, edit, move, archive or close any topic at any time should they see fit. Users agree to any information entered into the Group site being stored in a database. While this information will not be disclosed to any third party without their consent, the portal and site administrators and the Chair cannot be held responsible for any hacking attempt that may lead to the data being compromised.

· Users agree that the collaboration and discussion facilities on the Group site are purely for collaboration and discussion relating to issues of the APEC group. Users are not to use the facilities for personal or recreational use. 

· Users agree not to spam the collaboration or discussion facilities with more than 1 thread of the same issue. 

· Users are responsible for ensuring that all materials uploaded onto the Group site do not infringe any intellectual property rights and are not restricted to only its intended reader. Users are also responsible for complying with all other legal and government-sensitive requirements.

· The ACS system, which runs a Group site, uses cookies to store information on your local computer. These cookies do not contain any of the information you have entered above; they serve only to improve your viewing experience.

Members agree to safeguard their login details with outmost confidentiality and will change their passwords whenever they suspect that unauthorized persons have access to those details. Members agree to change their passwords periodically. Members agree to update their information on the Group site whenever required. Members agree to inform the site administrator whenever they cease to be involved as users of a Group site.
5.2 Assigning and De-assigning Members

Upon being granted authorized access to the AIMP, AIMP members will be assigned rights to ACS Group sites by the Portal Administrator.

All special members of ACS will have by default read-only access to all Group sites. They will be given read/write access to their respective Group site. Read/write access allows members to have the security permissions of a ‘member’ as described under 5.6 below.

This read/write access for parent Group sites is inherited by the children Group sites (e.g. a CTI member will also have read/write access for CTI sub-fora Group sites). Members of children Group sites will have only read access to their respective parent Group site. 

Special Members, such as those attending Group meetings on a one-off rather than on a regular basis, can be provided access to the ACS on a case-by-case basis for a time-limited period, as decided by the Program Director in consultation with the Chair. The access of Special Members will be restricted to the sites they belong to.

Members who have not logged on to their respective Group site for 12 consecutive months will be de-assigned from the ACS. They will be notified of this by email and provided a contact point at the APEC Secretariat should they wish to be re-assigned.

5.3 Site Administrators

Upon a request from the Chair, the Program Director of an APEC group can request the IT Director to create a new Group site.

ACS sites can be made available to all recognized APEC fora (including CTI subfora). All other subgroups of APEC fora, topics of discussion, initiatives etc. should by default be accommodated within their respective ‘parent’ ACS site.  If additional ACS sites, for example for other entities or discussion topics is desired, the need and proposed usage should be explained, and such requests will be considered on a case-by-case basis by the APEC Secretariat.


The Program Director of an APEC group having an ACS site will be the site administrator of that group site. 

The Program Assistant will be given the same rights and permissions to the site as the Program Director, and will be expected to assist the Program Director in administering the site.

The roles and responsibilities of the site administrator are: 

· requesting Portal Administrator to create and delete members of the Group site;

· requesting Portal Administrator to assign security permissions to new members; 

· ensuring that members adhere to the “terms of use” of the Group site;

· acting as a facilitator for members to utilize the facilities in the ACMS by providing “first-line” assistance to / receiving feedback from members in using the Group site; 

· Closing a collaboration or discussion, or deleting a document or discussion, at the Chair’s instruction.

· archiving content to Secretariat files as appropriate.

Other than being a site administrator, a Program Director also: 

· uploads “Message from the Chair” documents, as requested;

· uploads “Secretariat Notes” documents;

· collaborates on draft documents (as a registered member of the site);

· participates on issues in the Bulletin Board (as a registered member of the site);

· keeps track of all on-going collaboration and discussion so as to provide timely response whenever required;

· posts relevant links (as a registered member of the site);

· uploads “Reference Documents” documents (as a registered member of the site);

· creates “Other References” links (as a registered member of the site);

· updates information in “Contact List” (as a registered member of the site);

· adheres to the terms of use of the Group site.

The Program Director’s security permissions include: 

· Read messages posted to all issues (threads) in the Bulletin Board;

· Post messages on all issues  (threads) in the Bulletin Board on the Group site;

· Download and open documents; 

· Upload documents to all web parts on the Group site;

· Edit (upload and replace) documents to on the Group site;

· Delete documents on any web part on the Group site;

· Subscribe to email alert to be notified of developments on an activity;

· Read all information in “Contact List” of the Group site;

· Update all information in “Contact List” of the Group site; 

· Read all information for any member of the Group site;

· Update information for any member of the Group site. 

5.4 Chair of the APEC Group or Equivalent

The Chair of the APEC group (or an equivalent) plays the role of a “power user” of the site.

The Chair’s role and responsibilities include:

· acting as a facilitator in encouraging members to utilize the ACS as an effective means to collaborate on documents and discuss issues;

· giving endorsement whenever a collaboration or discussion needs to be closed or removed and instructing site administrator to take the necessary action;

· uploading “Message from the Chair” documents;

· collaborating on draft documents (as a registered member of the site);

· participating in discussions on the Bulletin Board (as a registered member of the site);

· keeping track of all on-going collaboration and discussion so as to provide timely response whenever required;

· posting relevant links (as a registered member of the site);

· uploading documents to “Reference Documents” and “Other References” (as a registered member of the site);

· updating information in “Contact List” (as a registered member of the site);

· adhering to the terms of use of the Group site.

The Chair’s security permissions, in general, may include:

· Read messages posted to all issues (threads) in the Bulletin Board;

· Post messages on all issues  (threads) in the Bulletin Board on the Group site;

· Download and open documents; 

· Upload documents to all web parts on the Group site;

· Edit (upload and replace) documents to on the Group site;

· Delete documents on any web part on the Group site;

· Subscribe to email alert to be notified of developments on an activity;

· Read all information in “Contact List” of the Group site;

· Update all information in “Contact List” of the Group site; 

· Read all information for any member of the Group site;

· Update information for any member of the Group site. 

5.5 Members of the APEC Group

The members of the APEC group using an ACS site share documents or files, collaborate on draft documents, post comments or participate in discussion of issues, and participating in the online interaction of the group. 

The member’s roles and responsibilities include:

· collaborating on draft documents (as a registered member of the site);

· participating on issues in the Bulletin Board (as a registered member of the site);

· keeping track of all on-going collaboration and discussion so as to provide timely response whenever required;

· posting relevant links (as a registered member of the site);

· uploading “Reference Documents” and “Other References” (as a registered member of the site);

· update information in “Contact List” (as a registered member of the site);

· adhering to the terms of use of the Group site.

The member’s security permissions include 

· Read messages posted to all issues (threads) in the Bulletin Board;

· Post messages posted to all issues  (threads) in the Bulletin Board on the Group site;

· Download and open documents; 

· Upload documents to all web parts on the Group site;

· Edit (upload and replace) documents to on the Group site;

· Subscribe to email alert to be notified of developments on an activity;

· Read all information in “Contact List” of the Group site;

· Update all information in “Contact List” of the Group site; 

· Read all information for any member of the Group site;

· Update information for any member of the Group site. 

5.6 Special Members and Observers

The decision on who else may be given access to a Group site is based on who needs to use the site for collaboration purposes, bearing in mind that they will be able to access all documents, discussions, information, etc posted on the site.

Other members of the Group site could include ABAC, observers, Project Overseers, and others with a temporary need to access the site, such as those who attend meetings on a one-off basis. 

The Program Director and the Chair will decide what security permissions to assign to other members, i.e. read-only or read/write access.

In general, ABAC and observers would have read-only access to Group sites.

ABAC delegates who participate actively in and provide direct input to meetings of certain Groups can be given access to the Group site as a ‘member’ of the Group (with roles, responsibilities and security permissions as described above).

Users who attend meetings on a one-off basis and Project Overseers can be given access to Group sites on a case-by-case basis for a time-limited period.

6. Online Meeting System – Operational Policy

The operational policy of the OMS aims to describe objectives, purpose and terms of use of the OMS as well as to articulate the roles, responsibilities and security permissions of Program Directors and Program Assistants, with respect to their respective Group sites in the OMS. This policy will also describe the roles, responsibilities and security permissions of the Chair of an APEC group, the group members and other users, with respect to their respective Group sites in the OMS.

6.1 Objectives, Purposes and Terms of Use of the OMS

The purpose of the OMS is to provide APEC groups with the facility to access to-be-tabled meeting papers for an upcoming meeting. 

The objectives of the OMS are

· provide members with a facility to access to-be-tabled meeting papers for an upcoming meeting

· access other information relating to the meeting 

The “terms of use” of the OMS are described below:

· While the OMS administrator of a OMS site will attempt to remove or edit any generally objectionable material as quickly as possible, it is impossible to review every message. Therefore, members of a OMS site acknowledge that all posts in the bulletin board and in collaborated documents are done responsibly.

· Members agree to abide by the APEC nomenclature and not to post any abusive, obscene, vulgar, slanderous, hateful, threatening, sexually-oriented or any other material that may violate any applicable laws. Doing so may lead to the member's account being immediately and permanently banned (and the agency that you are working under being informed). The IP address of all posts is recorded to aid in enforcing these conditions. 

· Members agree that the OMS and portal administrators, with approval from the Chair of the group, have the right to remove, edit, move or close any topic at any time should they see fit. Members agree to any information entered into the OMS site being stored in a database. While this information will not be disclosed to any third party without their consent, the portal and site administrators and the Chair cannot be held responsible for any hacking attempt that may lead to the data being compromised. Members agree that the posting comments facilities on the OMS site are purely for commenting on the respective document. Members are not to use the facilities for other purposes. 

· Members are responsible for ensuring that all materials uploaded onto the OMS site do not infringe any intellectual property rights and are not restricted to only its intended reader and you are also responsible for complying with all other legal and government-sensitive requirements.

· The OMS site uses cookies to store information on your local computer. These cookies do not contain any of the information you have entered above; they serve only to improve your viewing experience.

· Members agree to safeguard their login details with outmost confidentiality and will change their passwords whenever they suspect that unauthorized persons have access to those details. Members agree to change their passwords periodically. Members agree to update their information on the OMS site whenever required. Members agree to inform the site administrator whenever they cease to be involved as users of a OMS site.

6.2 OMS Site Administrators

The Program Director of an APEC group can request the IT Director to create a new OMS site. The request must be made by the Chair.

The Program Director of an APEC group having a OMS site is the OMS administrator of that group site. Creation of member accounts are done in the Group site.

The Program Assistant will be given the same rights and permissions to the site as the Program Director, and will be expected to assist the Program Director in administering the site.

The roles and responsibilities of the OMS administrator are as follows:

· inform members of the OMS site that documents are being uploaded and encourage members to regularly check the OMS site;

· upload to-be-tabled documents onto the OMS site;

· grant access to members of the group site;

· assign security permissions to new members; 

· ensure that members adhere to the “terms of use” of the OMS site;

· act as a facilitator for members to utilize the facilities in the OMS by providing “first-line” assistance to / receive feedback from members in using the OMS site; 

· at the Chair’s instruction, close posting of comments on a document.

Other than being a OMS administrator, a Program Director also: 

· participates on posting comments on a paper (as a registered member of the site);

· keeps track of all on-going posting of comments so as to provide timely response whenever required;

· adheres to the terms of use of the Group site.

The Program Director’s security permissions include: 

· read posted comments for all documents in the OMS site;

· post comments for all documents in the OMS site;

· download and open documents; 

· upload documents on the OMS site;

· edit (Upload and replace) documents on the OMS site;

· delete documents on the OMS site.

6.4 Chair of the APEC Group or Equivalent

The Chair of the APEC group (or an equivalent) plays the role of a “power user” of the OMS site.

The Chair’s role and responsibilities include:

· acting as a facilitator in encouraging members to post comments on the documents;

· giving endorsement whenever a collaboration or discussion needs to be closed or removed and instructing the OMS administrator to take the necessary action;

· participating on posting comments on a paper (as a registered member of the site);

· keeping track of all on-going posting of comments so as to provide timely response whenever required;

· adhering to the terms of use of the OMS site.

The Chair’s security permissions are the same as those of the Program Director, and include:

· read posted comments for all documents in the OMS site;

· post comments for all documents in the OMS site;

· download and open documents; 

· upload documents on the OMS site;

· edit (Upload and replace) documents on the OMS site;

· delete documents on the OMS site.

6.5 Members of the APEC Group

The members of the APEC group having a OMS site access to-be-tabled documents and post comments on the documents.

The Members’ roles and responsibilities include:

· participating on posting comments on a paper (as a registered member of the site);

· keeping track of all on-going posting of comments so as to provide timely response whenever required;

· adhering to the terms of use of the OMS site. The Members’ security permissions include: 

· read posted comments for all documents in the OMS site;

· post comments for all documents in the OMS site;

· download and open documents. 

6.7
Guidelines for Presenting Papers on and Managing OMS Sites

In order to be effective, there has to be sufficient control with regard to the uploading of to-be-tabled papers. This responsibility is shared between the Program Director/Program Assistant and the Meeting Host. The Program Director manages the overall procedure. Listed below are guidelines to clarify and facilitate this process:

Roles and Responsibilities

Before the Program Director departs for the meeting:

· Program Director/Program Assistant receives documents together with accompanying Document Reproduction Request Forms; 

· Program Assistant prepares cover page and assigns document number;

· Program Assistant merges cover page and document;

· Program Assistant uploads document to OMS;

· Program Assistant prepares, uploads, and updates Draft Document Classification List;

· Program Assistant submits all documents (in their primary format) to the meeting host prior to the departure of the Program Director; 

During the meeting:

· Program Director receives new or revised papers to be tabled;

· Program Director sends these documents to the Host Documentation Centre;

· Host Documentation Centre prepares cover page and assigns document number;

· Host Documentation Centre merges cover page and document;

· Host Documentation Centre uploads document to OMS;

· Host Documentation Centre updates and uploads Draft Document Classification List.

After the meeting:

· Program Director obtains all final documents in their primary format from the Host Documentation Centre before departing from meeting venue. 

· The OMS site remains accessible for three months.

· After three months, the Program Director removes the site.

The documents are prepared according to the Guidelines on Meeting Documentation. 

7. Meeting Document Database – Operational Policy

A small number of official documents are issued with a restricted status; access to these items is reserved for APEC Officials and Official APEC Observers. A login ID and password are required to access the full MDDB including restricted documents.

APEC Officials who already have access to ACS sites will have access to the full MDDB. Special Members of ACS sites can only access public documents on the MDDB.
Other parties interested in accessing the full MDDB will need to contact the identified economy contact point directly to request the MDDB Economy ID and Password. The MDDB administrator will issue the MDDB Economy ID and Password to the identified economy contact point.
For security reasons, the MDDB Economy Password will be modified every 12 months. The MDDB Administrator will provide the economy contact point the new MDDB Economy Password well in advance of the date of modification.
7.1
Access and Security

A small number of official documents are issued with a restricted status; access to these items is reserved for APEC Officials and Official APEC Observers. A login ID and password are required to access restricted documents in the MDDB. 

APEC Officials who already have access to ACS sites will be given access to restricted documents.  Special Members of ACS sites are not provided this access right.

Only accredited representatives of APEC member economies and Official APEC Observers are issued with a login ID and password, upon request. 
User IDs and passwords are issued to the main contact point for each APEC member economy and APEC Official Observer; to obtain a password, interested parties are to contact the appropriate contact point directly.

For security reasons, passwords are modified every 12 months. MDDB contact points are informed well in advance of the date of modification so that all members can be informed of the forthcoming change. It is the responsibility of MDDB Contact Points to inform all members of the change in password.

7.2 Roles and Responsibilities

Program Director:

· Provide a complete set of meeting papers produced according to documentation guidelines in both hard and soft (primary format) to the APEC Secretariat Library within 15 working days of meeting completion. 

Information Manager

· Ensure documents received from Program Director meet requirements. Where documents do not meet requirements, advise Program Directors/Program Assistants of changes they need to make.

· Extract relevant data from meeting documents to populate respective data fields in the MDDB.

· Once document record is complete, upload/attach document to the record.

· Publish complete record to either public or restricted folder according to the document classification.

· Issue User ID and Password to MDDB Contact Points. 

· Issue new passwords to MDDB contact points one month prior to password change 

Technical support will be provided by the Secretariat’s IT team.  
8. Project Database – Operational Policy

(To be developed for implementation of PDB)
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