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Introduction

Improving transport security is fundamentally important to underpinning trade and economic growth in the APEC region. The transport sector is frequently a target for terrorists: aviation, maritime and mass passenger transit have all been subject to terrorist attacks.

The networked nature of the transport system means that attacks in one country can have far reaching ramifications for other countries. Travel and trade across the APEC region have been affected by terrorism. Improving preventative security in the transport sector is an important challenge for all economies in the region. Co-operation, collaboration and capacity building offer significant opportunities for all economies to enhance their transport security arrangements.

Transport Ministers confirmed in Bali in July 2004 that they are united in their determination to enhance regional cooperation on transportation security, and

 

· Supported the continuing implementation of maritime and aviation security measures, with emphasis on the implementation of the International Ship and Port Facility Security Code (Ministerial Statement 2004).

In January 2006 in Tokyo, ministers responsible for transport security from a number of economies, including several APEC economies, furthered collaboration in transport security including the creation of the International Working Group on Land Transport Security (IWGLTS)
Ministers were unanimous in their desire to send a strong message regarding their commitment to assure transport security through cooperation, capacity building, and collaboration with relevant international institutions. Ministers encouraged all States to join in taking steps to enhance transport security worldwide, recognising the importance of more active and wide-ranging international and domestic cooperation.

APEC Transportation Ministers have previously committed to:

· Implementing the goals of the Leaders’ Statement on Counter Terrorism, including efforts to curb terrorist threats against all modes of transport. 

· Implementing the Secure Trade in the APEC Region (STAR) and other security related initiatives consistent with international law.

· Improving human capacity and institutional development, with particular focus on developing concrete results-oriented actions of economic and technical assistance.

· Supporting ICAO, IMO and ILO initiatives without duplicating their work.
APEC Transportation Ministers will be asked also to support the transport security initiatives of the IWGLTS and the G8 by not duplicating but building upon their work.
Areas of Progress
The Transportation Working Group has established sub-groups on Aviation Security and Maritime Security to increase the specific focus on transport security and the application of international regimes within APEC economies.

· The groups have focused their efforts on a number of projects including: assisting economies with ISPS Code implementation; cataloguing maritime security training, capacity building and outreach initiatives; developing Memorandums of Cooperation with multilateral and international organizations for the coordination of capacity building efforts in the APEC regions; developing a model visit program; developing a register of Aviation Security points of contact; and proposing a survey to identify air cargo security measures within APEC economies. 

The Land Transport Experts Group and the Intermodal Experts Group may wish to consider how they will address the security issue.

Key Challenges

· Recent events in the United Kingdom have highlighted continued interest by terrorists in the aviation sector. Enhancing security to meet the evolving threat and maintain the strong growth across the region in passenger numbers is an important challenge for all economies.

· Supply chain security continues to be a focus for many economies in the region. Enhanced security across supply chains is a feature of work being undertaken by ICAO, IMO and the WCO.

· Balancing security regulatory controls and the flow of passengers and freight has highlighted risk identification and risk management as key tools for economies in managing security resources.
· Improving the security of key infrastructure is an important consideration for all economies. Around the APEC region there are “infrastructures” of regional and global significance, such as the Malacca Straits and the major “hub” ports and airports, which invite co-operative initiatives to improve security for the benefit of all economies.
· APEC economies support cities of international significance. These cities are supported by mass passenger transport modes. Mass passenger transit is an attractive target for terrorists. Enhancing security in mass transit requires different approaches from those adopted in aviation or maritime security
· Divergence in security capability across APEC economies is an important consideration and highlights the need for cooperative efforts in capacity building. 

Recurrent issues

Several themes run across the challenge of transport security in the APEC region:

· the adequacy of governance, legal and regulatory frameworks necessary for economies to meet the requirements of relevant international organizations, vis the IMO and ICAO;

· how well national transport security frameworks are translated into operational requirements by business and other entities at ports and airports, and amongst airlines and shipping lines;

· the capacity of officials and businesses to understand and apply national and international transport security requirements across all modes;

· the adequacy and appropriateness of technological solutions to transport security challenges;

· risk assessment and the balance between an accurate assessment of risk, the application of measures to mitigate risk, and passenger and cargo facilitation; 

· collaboration across economies to share experience and knowledge; and 

· appreciation of the particular circumstances of each economy and how these shape transport security responses, including the implications these responses have for other economies.

Principles and Strategies
Possible core principles and strategies for collaborative effort across APEC economies include:

· A continued focus on co-operation with relevant international organisations, including the IMO,  ICAO, IWGLTS and G8;
· Sharing information and experience both in the application of security measures and responses to security events;

· A continued focus on sustainable capacity building at national and facility levels;

· Better understanding the application of technology to mitigate security risks;

· Implementation of integrated approaches to capacity development balancing training and skills development with physical security;

· Co-ordinating regulatory controls for security with other important priorities including safety and environmental control; and

· Periodic review of national and facility level security arrangements, including mutual visit programs between economies.

Potential for Cooperative work 

Building on the work of the Japanese Ministerial meeting and other international work, the following possible themes for cooperative work in transport security across APEC economies are suggested for consideration: 
Development of Best Practices
Members should cooperate to ensure that they are aware of current international best practices and supporting emerging technologies (for example, to combat Chemical, Biological, Radiation, Nuclear and Explosive [CBRNE] threats), working to develop and implement them in concert with other international organization and the broader international community. Specific emphasis should be given to prevention.
A Comprehensive Multi-modal Approach

Members should develop comprehensive transport security strategies that focus on the movement of people, and more importantly from an economic point of view, the international intermodal movement of cargo door-to-door.   This is in most cases done by standard cargo containers and developing strategies to address the security of intermodal cargo movements – particularly at the transfer points where the risk is high -- will be the best way to ensure total supply chain security.
Improved Sharing of Threat Information
Members should undertake constant and comprehensive collection, analysis and sharing of threat information to support threat-risk assessment of all the possible means of attack (for example, CBRNE and cyber-attack).  

Public Awareness
Members should ensure among the public, including passengers, awareness of security issues and encourage their cooperation, using diverse on-going multi-media to ensure continuing vigilance to identify threat recognition, how to report it and who to.

Clarifying Roles and Responsibilities

Members should ensure clarity of roles and responsibilities of all stakeholders (law enforcement and other agencies, operators, emergency services, etc) at the national and regional level, supported by legislation when necessary.  This requires inter-agency cooperation.

Comprehensive Threat Risk Assessments
Members should: assess potential impacts (loss of life, socio-economic-psychological issues etc.) to complete the assessment of risk (risk is a function of threat, vulnerability and impact or consequence); develop a pre-agreed hierarchy of minimum preventative security measures commensurate with the risks identified; and ensure that strategies are in place to prevent, deter, detect and respond to those risk areas.

Improved Transportation Worker Training
Members should provide initial and ongoing operational level training to all employees to ensure they are able to undertake the security duties assigned to them with respect to physical, procedural and personnel measures.
Capacity Building: 

For example, using model visits programs where economies can visit other economies to identify best practice, share information and assess compliance with relevant international security norms; developing a maritime security regional action plan to facilitate drills and exercises for developing economies; compiling a list of experts in each economy able to assist with capacity building efforts as a reference tool.





Technology

For example, sharing expertise and showcasing high and low end technologies that can assist in mitigating security risks.  Members should facilitate enhanced cooperation in research and development of tools and techniques such as the setting of operational and technical standards (dogs, screening equipment, access control, etc.)
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