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Concept for the development of APEC Manuals for Maritime Security Drills and Exercises 
CONCEPT FOR THE DEVELOPMENT OF

APEC MANUALS FOR MARITIME SECURITY DRILLS AND EXERCISES
Reference: Paper by Singapore to 28th APEC Transportation Working Group Meeting in Vancouver, Canada from 5 to 8 Sep 06

INTRODUCTION
1.
APEC economies recognize the vital importance of maritime security to the efficient and effective movement of vessels and their cargoes by sea. The various manifestations of maritime security are embodied in the ISPS Code, which has been in effect for some three years now, and its guidelines embraced and implemented with emphasis and generally successful outcomes by its contracting governments and the industry.

2.
The APEC Transportation Working Group meeting held in Vancouver in Sep 06 agreed on the need for APEC to provide a technical assistance program covering the conduct of maritime security drills and exercises. This would entail the development of a set of guidelines to be employed by Port Facilities in order to enhance the delivery of required training under the ISPS Code. These guidelines shall take the form of manuals for the conduct of port security drills and exercises.

AIM
3.
The aim of this paper is to present the concept for the development of the APEC manuals for maritime security drills and exercises, for the information of members.

SCOPE
4.
This paper will cover:

a.
A systematic approach to the development of APEC manuals for maritime security drills and exercises.

b.

The project schedule. 
BACKGROUND
5.
The ISPS Code defines requirements and provides guidelines on the conduct of maritime security drills and exercises for Port Facilities in Part A, Sections 18.3 and 18.4 and in Part B, Sections 18.4, 18.5 and 18.6. In summary, they specify the need for Port Facilities to conduct maritime security drills on a quarterly basis and participate in maritime security exercises annually.

6.
DRILLS - The primary objectives in conducting maritime security drills are to practise the skills, test the equipment and validate the procedures relating to the detection and deterrence of maritime security threats. They are targeted at the operative level of a Port Facility’s organization.

7.
EXERCISES - Maritime security exercises are intended to be more inclusive, encompassing a plethora of resources both from within a Port Facility’s organization, and reaching out, where possible, to civil authorities such as the port authority’s security arrangements and beyond. Exercises seek to practice the organizational aspects of the maritime security arrangements, together with communications, and resource planning and provision. Exercises are targeted at a Port Facility’s administration and management, and at authorities and agencies responsible to prepare for and respond to maritime security threats.

IMPLEMENTATION OF THE ISPS CODE
8.
Since the coming into force of the ISPS Code on 1 Jul 04, Port Facilities of contracting governments should have conducted about 12 drills and participated in 3 exercises to date. Many of these drills and exercises are conducted, assisted or supervised by authorities or commercial service providers with expert knowledge of maritime security. 

9.
Anecdotal evidence suggests that a wide range of interpretations exist in the implementation of these drills and exercises, with both positive as well as uncertain training outcomes. As a technical assistance program, APEC’s intended guidelines seek to provide not only the framework for the conduct of drills and exercises, but the templates upon which a range of these drills and exercises may be based. This would help to moderate the variation in standards in the implementation of these training events.

CONCEPT FOR THE DEVELOPMENT OF THE MANUALS

10.
As there is already a body of knowledge derived from operating experience in the conduct of drills and exercises, it would be useful to tap this so as to determine the “best practices” associated with maritime security drills and exercises in various circumstances, and incorporate them in APEC’s intended guidelines. This will ensure that the publications have a sound foundation based on the collated best practices.

11.
In order that the development of the Manuals is not delayed by what can be a time-consuming survey process, it is intended that the contents shall be compiled from the existing body of knowledge and subsequently referenced and adjusted to the findings of the survey prior to finalization. To ensure the integrity of the process, the APEC Transportation Group will be apprised of the survey findings separately, as well as the discrete adjustments for the best practices that have been incorporated.

QUESTIONNAIRE
12.
The survey is intended to establish the best practices in the regulatory oversight, planning, conduct, debrief, reporting and recording of maritime security drills and exercises by contracting governments, specifically among APEC economies. To this end, a questionnaire has been developed based on standard survey techniques. The questionnaire is at Annex A.
OUTLINE
13.
The APEC manuals for maritime security drills and exercises will provide:

a.
Comprehensive guidelines for the planning, conduct, debrief, reporting and recording of port security drills and exercises.

b.
A menu of port security drills and exercises of escalating complexity by which the requirements of the ISPS Code may be met.

14.
Two manuals are envisaged, supported by multi-media material to aid in the delivery of the drills and exercises at the operational level. They are the:

a.
APEC Manual of Port Facility Security Drills

b.
APEC Manual of Port Security Exercises

SCHEDULE
15.
It is expected that the development of the Manuals and supporting multi-media material will require a six-month time frame. They will be developed in three phases, as follows:

a.
Phase I (from 1 Jul to 31 Aug 07)

i.
Endorsement by the APEC Transportation Group meeting of the concept for the development of the APEC manuals of drills and exercises.

ii.
Development of the APEC Manual of Port Facility Security Drills.

iii.
Conduct of survey and collation of feedback

b.
Phase II (from 1 Sep to 31 Oct 07)

i.
Development of the APEC Manual of Port Facility Exercises

ii.
Report of best practices to the APEC Transportation Group

c.
Phase III (from 1 Nov to 20 Dec 07)

i.
Development of supporting multi-media material

ii.
Report of adjustments to the manuals of drills and exercises to the APEC Transportation Group

iii.
Endorsement of the APEC manuals of drills and exercises and supporting multi-media material

iv.
Conduct of exclusive workshops for two developing APEC economies

REQUESTS
16.
Members are requested to:

a.
Note the concept and schedule for the development of the APEC Manual of Maritime Security Drills and the APEC Manual of Maritime Security Exercises.

b.
Facilitate the survey with their respective designated authorities.

CONCLUSION
17.
It has been observed that challenges are faced in meeting the requirements of the ISPS Code with respect to the effective conduct of maritime security drills and exercises. The APEC Transportation Group’s decision to provide technical assistance in the form of guidelines for their conduct shall take the form of comprehensive manuals for port security drills and exercises.

18.
These manuals will be developed in a 6-month time frame, and be backed by the collective best practices of APEC economies in the conduct of such training events over the last 3 years. They will be supported by multi-media material to aid in delivering the drills and exercises.

Annexes:

A.
Survey Questionnaires

B.
Suggested Circulation Letter to be sent by the respective Designated Authority to Management of port facilities within each APEC economy

C.
Suggested covering letter for sending the questionnaire out from APEC Transportation Working Group to the Designated Authorities of APEC economies.

Annex A

SURVEY QUESTIONNAIRES


ISPS CODE

SURVEY ON THE CONDUCT OF

MARITIME SECURITY DRILLS AND EXERCISES

Under the ISPS Code Part A, Sections 18.3 and 18.4 and in Part B, Sections 18.4, 18.5 and 18.6., Port Facilities are required to conduct drills and exercises to practice their procedures and personnel in the detection and deterrence of potential threats to maritime security. Drills should be conducted at least every three months and exercises should be carried out at least once each calendar year with no more than 18 months between the exercises.  

The aim of this questionnaire is to find out the manner in which maritime security drills and exercises are presently planned, conducted, debriefed, reported and recorded. In turn, this will allow the identification of the best practices in the conduct of these drills and exercises.

This questionnaire will cover the following:

· Regulatory body oversight

· Planning

· Preparations

· Conduct

· Debrief

· Reports

· Records

Please complete the questionnaire as comprehensively as possible. As respondents may be unduly restricted by the space provided for answers in the paper copy, it is preferred that the software copy of the questionnaire be used to provide answers to the questions.

Please return the completed questionnaire to your Designated Authority by 31 Aug 07.

ISPS CODE

CONDUCT OF

MARITIME SECURITY DRILLS AND EXERCISES

QUESTIONNAIRE

Port / Port Facility Overview

	Name of Port / Port Facility


	

	Name of Port (where the Port Facility is located)
	

	Name of PFSO


	

	Telephone number of PFSO (for clarifications if required)
	

	Average number of SOLAS vessels handled per annum
	


Characteristics of the Port facility

(Place a  ( as appropriate – you may ( more than one)

	Cruise ship terminal
	

	RO-RO terminal
	

	Container terminal
	

	Bulk carrier terminal
	

	Break bulk cargo terminal
	

	General cargo terminal
	

	Oil refinery
	

	Liquid storage/transshipment terminal
	

	Explosives handling terminal
	

	Other dangerous goods terminal
	

	Military base
	

	Near military base
	

	Terminal used for military or government personnel or cargo
	


ISPS CODE

CONDUCT OF

MARITIME SECURITY DRILLS AND EXERCISES

QUESTIONNAIRE

PART I – DRILLS

SECTION 1 – REGULATORY BODY OVERSIGHT
All Port Facilities as defined by the ISPS Code will to lesser or greater extent be governed by rules and regulations set by a national regulatory body, which may be the Designated Authority. The Designated Authority will have a vested interest in the security of Port Facilities and may have an established mechanism to interact with Port Facilities on matters concerning port security.

	S/NO
	Questionnaires

	1.
	Has the Designated Authority (federal and/or state) published any rules or regulations you have to comply with in relation to the conduct of drills? If so, what are they?



	2.
	Has the Designated Authority (federal and/or state) published any guidelines for the conduct of drills? If so, what are they?



	3.
	Do local port authorities audit your drills (e.g. by sending staff as observers)? If so, how often does this occur?



	4.
	Has the local authority organized any educational or training activity to assist in your understanding and implementation of the requirements of the ISPS Code in relation to the conduct of drills?




SECTION 2 – PLANNING
“He who fails to plan … plans to fail.” … anonymous

Planning is a natural precursor to the conduct of an activity in any organisation. Comprehensive planning contributes toward a successful outcome for Port Facility security drills. It is reasonable to expect that persons with the responsibility for these drills perform some measure of planning prior to the conduct of the drills.

	S/NO
	Questionnaires

	1.
	Do you have a schedule for the drills?



	2.
	Are drills scheduled annually (i.e. all drills for the year are reflected in the workplan)?



	3.
	If the drills are not scheduled annually, are they scheduled on a quarterly basis (i.e. drills are reflected in the schedule for the quarter)?



	4.
	Does the schedule for drills appear in the overall Port Facility management workplan?



	5.
	Apart from the PFSO, what management level is responsible for scheduling the drills?



	6.
	What are the types of drills that are planned for each year?



	7.
	Are drills planned for when there is a change to the security arrangements for the Port Facility?

	8.
	Is a written plan produced for each drill to be conducted?



	9.
	If so, what are the areas covered by the plan?



	10.
	Does the plan have to be endorsed by a higher authority within the organization prior to the conduct of the drill?



	11.
	Is a budget assigned for the conduct of the drills, in terms of personnel, logistics requirements, etc?



	12.
	Does this budget include the employment of a Recognized Security Organisation to conduct the drills?



	13.
	Are the participants of the drill notified in advance of their participation?



	14.
	Are supervisors or “controllers” assigned to assist or facilitate the drills?



	15.
	What simulated Security Level are the drills pegged to?



	16.
	In planning for drills, are simulated increases in Security Level incorporated?




SECTION 3 – PREPARATIONS

The next stage after planning is to make the preparations for the drills. These are not necessarily elaborate, but necessary all the same, because with adequate preparation, time is not wasted by participants waiting around, and/or the momentum of the drill is not lost by waiting for something that should have been done before commencement. Preparations for drills can made shortly before drills commence, depending on the complexity of the drill.

	S/NO
	Questionnaires

	1.
	What preparations are undertaken for the conduct of the drills?



	2.
	How is realism achieved in the drills? For example, are actual holes dug under fences to simulate the possibility of unauthorized ingress?



	3.
	Are participants briefed on the drills to be conducted?



	4.
	Are participants given specific roles that are not in their normal day-to-day responsibilities? If so, give some examples of these roles.



	5.
	Are there any logistics arrangements that are carried out beforehand to facilitate the conduct of the drills? If so, give some examples of these arrangements.



	6.
	List some of the resources that are committed to Port Facility security drills?




SECTION 4 – CONDUCT
Drills practice and test personnel in the knowledge and skills that they should already possess to respond to the event that they observe or encounter. In the conduct of drills, it is appropriate reactions that are being sought from participants. The fluent conduct of the drill goes far toward achieving this.

	S/NO
	Questionnaires

	1.
	Who (job designation) conducts the drills?



	2.
	Is there supervision from management? If so, does management supervise all drills?



	3.
	Apart from security staff members, do non-security related staff participate in Port Facility security drills?



	4.
	List the types of maritime security drills that have been conducted to date e.g. discovery and management of a person trying to disembark surreptitiously who is found to be not on the crew list of a ship that is alongside.



	5.
	Is the Port Facility’s security out-sourced? If so, is the same security agency contracted to conduct the drills? Is the security agency a Recognized Security Organisation?



	6.
	What Security Level is most commonly set in the scenario for drills?



	7.
	Are changes in Security Level simulated during the drill?



	8.
	If so, how is the transition between Security Levels simulated?



	9.
	Are drills routinely captured in pictures or on video?




SECTION 5 – DEBRIEF
A drill conducted without being followed up with a discussion on the lessons to be drawn from the drill, no matter how small, is like a vessel that has lost its propeller – the engine turns and a lot of noise is made, but the vessel is not going to go anywhere. The debrief serves to review the actions during the drill, extract lessons and highlight notable performance both good and bad. 

	S/NO
	Questionnaires

	1.
	Are debriefs conducted after every drill?



	2.
	Are debriefs held immediately after the drill, or some time (e.g. 1 day) later?



	3.
	Do all participants attend debriefs?



	4.
	Are performance indicators featured so that demonstrated performance can be assessed against pre-determined benchmarks?



	5.
	Are notes taken during debriefs for reporting purposes and future reference?




SECTION 6 – REPORTS
It is normal for activities undertaken by any part of an organization to be reported to management, as part of its administrative process. The conduct of a drill would similarly have to be reported, along with the outcome. Reports may be verbal (e.g. at a management meeting) or written.

	S/NO
	Questionnaires

	1.
	Does your Port Facility require a formal written report to be submitted to management after the conduct of a drill?



	2.
	If no formal report is required, how is management apprised on the conduct and outcome of the drill?



	3.
	If a formal report is submitted, who (job designation) is the report addressed to?



	4.
	What are the headings and sub-headings of the report (without disclosing the contents)?



	5.
	Are pictures incorporated in the report (e.g. when something of special interest has been recorded on camera)?



	6.
	Is the report submitted in paper form or in electronic form?



	7.
	Is a policy in place to specify the nature of the report, to whom the report should be addressed and how long the reports are to be kept? If so, what document(s) spells these out?




SECTION 7 – RECORDS
Unlike ships, the ISPS Code does not require formal records kept of drills that Port Facilities conduct. However, it is again common practice to record significant events in an organisation with a notation in some form of log or record book. Such records serve as evidence of the conduct of the drill, and contribute towards security awareness.

	S/NO
	Questionnaires

	1.
	Are records kept of the conduct of drills?



	2.
	If so, in what document is the record kept?



	3.
	What are the details of the record (e.g. date, time, nature of drill, conducting officer or agency, number of participants, etc.)?



	4.
	Who (person) sees this record and how often is it sighted?



	5.
	Is a policy in place to specify the nature of the record? If so, what document(s) spells these out?




ISPS CODE

CONDUCT OF

MARITIME SECURITY DRILLS AND EXERCISES

QUESTIONNAIRE

PART II – EXERCISES

SECTION 1 – REGULATORY BODY OVERSIGHT
All Port Facilities as defined by the ISPS Code will to lesser or greater extent be governed by rules and regulations set by a national regulatory body, which may be the Designated Authority. The intent of exercises is that they shall have a wider reach beyond the immediate Port Facility and may involve the port and even national agencies responsible for maritime security. It is in the interests of at least the Designated Authority to have a medium by which Port Facilities may be exercised in maritime security.

	S/NO
	Questionnaires

	1.
	Has the Designated Authority (federal and/or state) published any rules or regulations you have to comply with in relation to the conduct of exercises? If so, what are they?



	2.
	Has the Designated Authority (federal and/or state) published any guidelines for the conduct of exercises? If so, what are they?



	3.
	Has the Designated Authority (federal and/or state) organized any exercise, and called for participation from your Port Facility?



	4.
	Has your Port Facility participated in any maritime security exercise organized by the Designated Authority or other state agencies? If so, at what frequency does this occur?



	5.
	Do local port authorities participate in and/or audit your exercises? If so, how often does this occur?



	6.
	Has the local authority organized any educational or training activity to assist in your understanding and implementation of the requirements of the ISPS Code in relation to the conduct of exercises?




SECTION 2 – PLANNING
An exercise has a much larger scope and involves a higher level of resources than a drill. Planning is therefore a critical activity for the successful execution of an exercise. This is particularly important because when resources beyond the Port Facility are to be involved, the time dimension must feature prominently in the planning process.

	S/NO
	Questionnaires

	1.
	Is there a workplan schedule for the development and conduct of an exercise?



	2.
	Is the maritime security exercise featured in the annual business plan for the Port Facility?



	3.
	At what management level is responsibility for exercises vested?



	4.
	Is a written plan produced for the exercise?



	5.
	Are the general and specific objectives for the exercise clearly stated?



	6.
	Are the lessons learnt from the previous exercise(s) reviewed as part of the planning process?



	7.
	What are the areas covered by the plan for the exercise?



	8.
	Does the plan have to be endorsed by a higher authority within the organization prior to the conduct of the exercise?



	9.
	What arrangements are made when the participation of agencies external to the Port Facility is needed?



	10.
	Is there a formal avenue for such arrangements to be made (e.g. a communications channel or mechanism that has been put in place by the Designated Authority)?



	11.
	Is a budget assigned for the conduct of the exercise, in terms of personnel, logistics requirements, etc?



	12.
	Does this budget include the employment of a Recognized Security Organisation to conduct the exercise?



	13.
	Are exercise supervisors or “controllers” assigned to assist or facilitate the exercise?



	14.
	What simulated Security Level are the exercises pegged to?



	15.
	Have simulated increases in Security Level been incorporated in the exercises conducted thus far?




SECTION 3 – PREPARATIONS

Where a number of agencies, either within and/or beyond the Port Facility is involved in an exercise, adequate preparation is necessary for a successful outcome. This would involve not just the resources, but may even include part-task training prior to the exercise so that all involved understand their roles and functions. Adequate preparation may not be the be-all and end-all to a successful exercise, but is usually a major success factor.

	S/NO
	Questionnaires

	1.
	What preparations are undertaken for the conduct of the exercise?



	2.
	Are adequate briefings held to clarify arrangements and requirements?



	3.
	Are participants given specific roles that are not in their normal day-to-day responsibilities? If so, give some examples of these roles, and state what their normal responsibilities are.



	4.
	What are some of the logistics arrangements made beforehand to facilitate the conduct of the exercise?



	5.
	What are some of the resources that are committed to Port Facility security exercises?




SECTION 4 – CONDUCT
Exercises seek to test communications links, verify personnel knowledge and understanding of procedures, and fire the imagination of personnel to come up with progressively superior plans for maritime security. Thus, planning for the security of the Port Facility within the scope of the exercise scenario is the nexus of the exercise.

	S/NO
	Questionnaires

	1.
	What types of exercises have been conducted thus far? For example, have they been “table-top” planning exercises with simulated scenarios? Have they included full-scale deployment of security and other security related staff and resources? Have they involved external agencies, such as national security response teams?

	2.
	What is the maximum continuous duration of any exercise that has been conducted?



	3.
	Who (job designation) is in overall charge of conducting the exercise?



	4.
	Is there a team of people assigned to control or facilitate the running of the exercise (they are differentiated from exercise “participants” i.e. persons who are “being exercised”)?



	5.
	Is management represented in the exercise “control” team?



	6.
	Is there management participation in the exercises?



	7.
	Apart from security staff members, do non-security related staff participate in Port Facility security exercises?



	8.
	Is the Port Facility’s security out-sourced? If so, is the same security agency contracted to conduct the exercises? Is the security agency a Recognized Security Organisation?



	9.
	Are the exercise objectives given prominence during the exercise?



	10.
	Are the exercise objectives reviewed during the course of the exercise?



	11.
	What are the areas of responsibility that have been practiced in the exercises to date?



	12.
	What communications means, and links have been practiced in the exercises to date?



	13.
	What personnel resources have been practiced in the exercises to date?



	14.
	What logistics resources have been practiced in the exercises to date?



	15.
	What Security Level is most commonly set in the scenario for the exercises?



	16.
	Are changes in Security Level simulated during the course of the exercise?



	17.
	If so, how is the transition between Security Levels simulated?




SECTION 5 – DEBRIEF
There are three vital components to an exercise – the planning for an exercise, the conduct of the exercise, and the debrief. Without the debrief, the first two would have been a waste of time, resources and energy. Debriefs must above all identify the lessons learnt in all aspects that have been identified during the planning process as exercise objectives. 

	S/NO
	Questionnaires

	1.
	Are debriefs conducted after every exercise?



	2.
	Are debriefs held immediately after the exercise, or some time (e.g. 1 week) later?



	3.
	Are separate debriefs held by specific parts of the organization to prepare for an overall debrief?



	4.
	Do all participants attend the debriefs?



	5.
	Describe the proceedings of a typical debrief for the last exercise conducted.



	6.
	Are notes taken during debriefs for reporting purposes and future reference?




SECTION 6 – REPORTS
It is generally accepted that good knowledge management is important to the success of organisations today. An exercise should, if meticulously planned and properly conducted, typically throw up a host of lessons over the range of activities performed during the exercise. A report on the exercise serves to augment the knowledge base by recording the principal processes during the exercise where these may have learning value, the lessons learnt and, in particular the further actions to be taken from the lessons learnt.

	S/NO
	Questionnaires

	1.
	Does your Port Facility require a formal written report to be submitted to management after the conduct of an exercise?



	2.
	Who (job designation) is the report addressed to?



	3.
	Is a policy in place to specify the nature of the report, to whom the report should be addressed and how long the reports are to be kept? If so, what document(s) spells these out?



	4.
	What are the headings and sub-headings of the report (without disclosing the contents)?



	5.
	Is the report discussed during a management meeting?



	6.
	Are actions taken on the recommendations in the report?




SECTION 7 – RECORDS
As with drills, the ISPS Code does not require formal records kept of exercises that Port Facilities conduct. A record of the exercise however, will serve as evidence of the conduct of the exercise, and contribute towards the confidence measures undertaken for the assurance of vessels visiting the Port Facility.

	S/NO
	Questionnaires

	1.
	Are records kept of the conduct of exercises?



	2.
	If so, in what document is the record kept?



	3.
	Is a policy in place to specify the nature of the record? If so, what document(s) spells these out?



	4.
	What are the details of the record (e.g. date, time, nature of the exercise, conducting officer or agency, number of participants, etc.)?



	5.
	Who (job designation) sees this record and how often is it sighted?




Annex B
SUGGESTED CIRCULATION LETTER TO BE SENT BY 

DESIGNATED AUTHORITY
File reference

Date

To Top Management of Port Facilities

SURVEY ON BEST PRACTICES IN MARITIME SECURITY
The ISPS Code has been in force for some three years now. As part of the ISPS Code requirements, you would have been conducting training, drills and exercises in port security.

The Asia-Pacific Economic Conference (APEC) has initiated a technical assistance program to publish guidelines for Port Facility security drills and port security exercises. The aim of these guidelines is to facilitate your conduct of such drills and exercises. These guidelines will be in the form of training manuals covering the planning, preparations, conduct, debriefing, reporting and recording of drills and exercises. They will be accompanied by multi-media presentation material to help you conduct these activities in your Port Facility or port.

In order to ensure that these guidelines are both competent and comprehensive, APEC would like to understand how drills and exercises are performed in your Port Facility or port. This will allow the best practices to be identified, assembled and incorporated in these guidelines, and you can then use the manuals with confidence when they are issued. Even if you have contracted a maritime security service provider to conduct these drills and/or exercises for you, you can use these manuals to perform on-the-spot audits of their performance, so do seize this opportunity to contribute to making your next drill or exercise a more efficient, effective and fruitful experience.

Your kind assistance to complete the questionnaire and return it by 31 Aug 07 will be appreciated. Thank you.

Name

Designation

Designated authority

Annex C
SUGGESTED LETTER FROM APEC TRANSPORTATION WORKING GROUP
File reference

Date

The Designated Authority

APEC economies

SURVEY ON BEST PRACTICES IN MARITIME SECURITY
The ISPS Code has been in force for some three years now. Throughout this time, Port Facilities and ports have been conducting and/or participating in training, drills and exercises in accordance with the requirements stipulated in the Code.

APEC has initiated a technical assistance program to publish guidelines for Port Facility security drills and port security exercises. These guidelines aim to facilitate the conduct of such events among the APEC economies.

A survey has been commissioned to identify the best practices in the conduct of maritime security drills and exercises by ports and Port Facilities with a view to assembling these best practices for incorporation in these guidelines. The survey questionnaire is enclosed.

Your kind assistance to circulate the questionnaire, assemble the completed questionnaires and forward them to the APEC Maritime Security Experts Group (MEG-SEC) would be most appreciated. The circulation of the questionnaire is left to the discretion of the Designated Authority, but it is suggested that at least three ports or Port Facilities be represented in the survey.

The questionnaire has been distributed as printed copies, and as a Microsoft Word document in a CD. It is suggested that for expediency, the “software” copy be distributed where email facilities are available. Alternatively, the printed copies may be duplicated and posted.

The suggested schedule for the completion of this exercise is:

	15 Jul to 31 Jul 07
	Designated Authorities circulate the questionnaire

	1 Aug to 31 Aug 07
	Completion of the survey by respondents, and return to Designated Authorities

	1 Sep to 14 Sep 07
	Designated Authorities forward the completed questionnaires to APEC Maritime Security Experts Group (MEG-SEC) 


Chairman

APEC Transportation Working Group
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