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Aviation Security SubGroup: Final Report

1. Introduction:

The Aviation Security SubGroup (AEG-SEC) held its meeting during the TPTWG30 on 14 and 15 April 2008. Twenty-six delegates from 15 economies attended the meeting. 

i) Australia (Vice Chair)

ii) Canada
iii) China
iv) Hong Kong, China (Chair)
v) Indonesia
vi) Japan
vii) Republic of Korea
viii) Peru
ix) Philippines
x) Russian Federation
xi) Singapore
xii) Chinese Taipei
xiii) Thailand
xiv) USA
xv) Vietnam
The attendees are listed in Attachment 1.

The AEG-SEC recognized the need to increase cooperation between economies in relation to aviation security issues in the APEC region, and has identified a number of projects/initiatives in order to assist member economies in meeting the Standards and Recommended Practices of Annex 17 to the Chicago Convention. The most prominent issues being deliberated by the group included the Air Cargo Security Workshop to be held in June 2008, and the surveys on screening practices and capacity building. 

2. Ongoing Projects: 

a) Air Cargo Security Workshop
Australia gave a background to the project. At the TPTWG29 held in July 2007, members proposed to organize an Aviation Security Workshop to enable member economies to share information and expertise, to assist them in building capacity in air cargo security practices. Australia and US undertook to jointly work on the project and China agreed to join as co-sponsor under invitation.  A Project Support Team was formed to work on the project and a meeting was held in Hong Kong in January 2008 with the participation of Australia, China, Canada, Hong Kong China ,New Zealand and US.  Australia presented a Paper on the progress reached and advised the meeting that the intention was to hold the Workshop in Bangkok, Thailand, from 24 to 26 June 2008.  Thailand advised that subject to the endorsement of their Ministry of Transport, they could provide assistance in identifying the venue.  Australia advised that they would continue to work on the other aspects such as securing speakers.  In response to the comment of US, the Chair undertook to promulgate the message about the workshop to all member economies through the HODs, subject to confirmation of details such as date and venue by Australia. 

b) Screening Practices Survey

This project was undertaken by the US with the objective of identifying technologies under consideration by member economies in order to ensure that there is minimal duplication of technology research and development funding and efforts.  US presented the draft questionnaire and invited members to complete the questionnaire in order that they could compile the data and present a report at the next TPTWG meeting.  US assured members that the data presented in the survey report would only be collective and no mention of names of economies would be made. In the light that some economies only received the questionnaire at this meeting and would need time to complete the questionnaire they would extend the last date for return of questionnaire to 31 May2008.

c) Capacity Building Survey

This project was initiated by the US at the TPTWG29 for identifying member economies’ efforts related to aviation security capacity building so as to avoid duplication, identify gaps and needs and prioritize the provision of assistance. US presented the draft questionnaire and explained the design of the questionnaire and assured members that only data in collective format would be shown in the report. In response to members’ comments US would revise the questionnaire. US advised that they intended to table the survey report in the next TPTWG, therefore members were invited to pass to US the completed questionnaire by 31 May 2008.     
d) Point of Contact Network
US reported the outcome of the discussion of the project at the CTTF meeting in Lima whereby Peru agreed to consider conducting the second test as the host economy in 2008.  Peru would conduct the test by August 2008. Members were requested to submit or update the details of their POC and participate in the test.    
3. New Project Proposals and Emerging Issues:
a) Project Proposal - Workshop on Aviation Security to optimize the use of ICAO’s Security Audit and investigation programmes in APEC economies

This project was presented at the recent CTTF meeting which recommended that Vietnam-- consult members of the AEG-SEC. The group agreed to consider the project given the technical nature of the project. Vietnam presented the proposal and the following were noted/concluded :

i) Vietnam advised that this project would require funding from APEC through the CTTF. 

ii) After consultation with the AEG-SEC, Vietnam agreed to change the date of the workshop to Sept/Oct 2008 to facilitate maximum participation by AEG-SEC members.  

iii) As a priority under the CTTF Leaders’ Statement and the Transportation Ministerial Statement , this project provides a much needed capacity building opportunity .  Whilst the project was supported in principle by the AEG-SEC, it was recommended that Vietnam should revise the proposal to avoid possible duplication of efforts with ICAO and focus on capacity building through the development of robust quality control measures, conduct of internal audits, and the effective development of a domestic civil aviation security programme. 

iv) AEG-SEC undertook to provide technical expertise and support to facilitate the success of this workshop tabled at the CTTF. 

b) Emerging Issues -ICAO Aviation Security Panel meeting (26-30 May 2008)
US advised that they are prepared to raise the following issues at the above meeting :

i) ICAO POC Network

US would encourage ICAO Contracting States to register POC information with ICAO and explore possible use of ICAO POC Network as a means of sharing information.  This may require an additional POC for receipt of non-emergency information. 

ii) Flight Compartment Security

There might be vulnerability at times when the cockpit crew would need to open the cockpit door during flight and this could form an opportunity for unauthorized access to the cockpit. US would recommend enhancements to ICAO SARPs to address this vulnerability, such as blocking path to flight doors or posting personnel in front of door when opened. 

4. Projects Completed and Results Achieved: 

Air Cargo Security Survey
The Air Cargo Security survey conducted by Australia has been completed. The results of the survey indicated that many economies would benefit in the areas of information sharing, capacity building, regulation modeling, technology, audit and compliance, and training/competency development in air cargo security.   An Air Cargo Security Workshop is being organized by Australia, and co-sponsored by China and US with a view to holding it at the end of June 2008 in Bangkok, Thailand.    

5. Linkages to Ministers’ and Leaders’ Directives: 
a) Encourage economies to ensure total supply chain security remains a priority in support of trade liberalisation and facilitation  (TMM5- 11)

An Air Cargo Security Workshop is being organized for member economies and their aviation industry partners to share their expertise in air cargo security, which will enable economies to identify best practices in implementation and regulation modelling, capacity building requirements and use of technology.

b) Working Group to share experiences in the implementation of security measures with a view to advising economies on trade facilitation impacts (including proposals to harmonise security measures)(TMM5-17)

Philippines and Russian Federation shared their experiences in implementation of security regulations and measures in their respective economies..  

c) Working Group to develop a rolling program of joint initiatives to identify best practice, share information and assess compliance with international security norms to assist with capacity building in the area of transport security (TMM5-22)

Two surveys are being conducted to gather data on the screening practices and capacity building in aviation security. A POC Network had been formed to enable the sharing of threat information. 

d) Working Group to cooperate with ICAO to harmonise security practices concerning the carriage of Liquids, Aerosols and Gels by air travelers (TMM5-24)

Members shared the information on the outcomes of the Second ICAO meeting of the Secretariat Study Group (SSG) on the carriage and screening of LAGs held in Singapore on 27 and 28 March.

6. Economy Reports: 
Five presentations were made by Japan, Singapore, Russia, Philippines and Hong Kong China on the following subjects:

a) Workshop on Air Cargo Security held in Tokyo, Japan on 13 and 14 March 
Japan presented to members the outcomes of the Workshop on Air Cargo Security which was held in Tokyo, Japan on 13 and 14 March and organized by the JCAB. 

b) Second ICAO meeting of the Secretariat Study Group (SSG) on the carriage and screening of LAGs held in Singapore on 27 and 28 March 
Singapore briefed the members on the conclusion of the meeting of the ICAO SSG on the carriage and screening of LAGs held in Singapore. The objective of the meeting was to review the draft Guidance Material in implementation of the LAGs restriction. The proposed Guidance Material would provide aircraft operators, airports, regulators and passengers with a better level of harmonization of security principles and measures and also to assist the Contracting States/economies in the implementation of LAGs measures.

c) Development of the Common State Transport Security System in Russian Federation
Russian Federation presented the Regulations they made for transport security which encompass aviation security.

d) Aviation Security The Philippines setting
Philippines advised the meeting of the establishment of their Office for Transportation Security and its work in capacity building, implementation of security measures and use of technology in aviation security. 

e) Second cycle of ICAO Universal Security Audit Program

Hong Kong China shared with members their understanding on the second cycle of ICAO USAP audits which commenced in 2008 and the main characteristics of the new audit methodology. 

7. HRD Initiatives and Progress:
A capacity building survey project was being conducted by US. The purpose of the project was to avoid duplication of assistance in the area of training, technology, funding etc.. 
8. Future Work Program:
Vietnam tabled a project proposal on Aviation Security Quality Control Workshop which was tabled at the CTTF meeting in Lima.  CTTF requested the AEG-SEC to provide technical support which was agreed by the AEG-SEC as recorded in paragraph 3.

9. Required Amendments to the AEG-SEC Work Plan:
The operational Work Plan of AEG-SEC was amended in light of the outcomes at this meeting. 
10. Election of Chair and Vice Chair

Hong Kong China has completed its term as Chair of the AEG-SEC. It was proposed that the Vice Chair, Australia would succeed Hong Kong China as Chair and members unanimously supported the proposal.  Japan nominated Singapore as the Vice-Chair of the AEG-SEC and this proposal was unanimously agreed by members. 
11. Recommendations for Modal Group Chair and HOD Two Meeting:

The AEG-SEC recommends AEG to :

a) note that the Air Cargo Security Workshop would be held on 24-26 June 2008 in Bangkok;
b) note the progress of the US survey projects on screening practices and capacity building being undertaken by the AEG-SEC;
c) note the support and comments by the AEG-SEC in respect of the proposed Workshop by Vietnam which was referred to the AEG-SEC by the CTTF ; 
d) note the sharing of information through presentations by member economies; 
e) note that Peru has undertaken to conduct a test on the POC Network by  August 2008; and 
f)
endorse the nominations of Australia and Singapore as Chair and Vice-Chair of AEG-SEC respectively. 

-END-
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