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1. Welcome and Introductions

The Aviation Security Sub-Group (AEG-SEC) held its meeting during the 34th Transportation Working Group (TPT-WG) Meeting on 13-14 June 2011 in Brisbane, Australia.    

Delegates from 12 member economies attended the meeting.
i) Australia (Chair) – 8 
ii) Singapore (Vice-Chair) – 2  
iii) Viet Nam – 2
iv) Japan – 1 
v) Papua New Guinea – 1 
vi) Chinese Taipei – 1 
vii) New Zealand – 1 
viii) Thailand – 1 
ix) United States – 1  
x) Philippines – 2 
xi) Republic of Korea – 1  

xii) People’s Republic of China – 1  
2. Review, Modify and Adopt Agenda

Viet Nam put forward an additional item to the draft agenda, a proposal to seek AEG-SEC endorsement for a 3rd APEC Air Cargo Workshop (new item 10(b) to the agenda).   
The revised agenda was formally adopted by the AEG-SEC.  
3. Outstanding matters from 2010 AEG-SEC 33rd meeting 

The group noted that there were no outstanding matters to be followed up from the last AEG‑SEC meeting.  
4. Key outcomes from the 22nd ICAO Aviation Security Panel Meeting (Singapore)

Singapore provided a summary of the key outcomes from the 22nd meeting of the Aviation Security Panel, held in Montreal on 21-25 March 2011. 

The key issues discussed at the Panel meeting included:

· The future of passenger screening, including IATA’s development of the ‘Checkpoint of the Future’ Concept (differentiating between low risk v. high risk passengers), which was referred to an ICAO technical advisory group for further examination of the technical aspects of the concept.  
· The screening of Liquids, Aerosols and Gels (LAGs), including an update on the new EC measures to use liquid explosive scanners to screen LAGs from 29 April 2011.  Singapore noted that most airports in the EU have not been able to deploy such technology.
· Emerging new threats to aviation security as highlighted by the attack at Moscow’s Domodedovo International Airport in January 2011. 
· The ongoing challenges to enhance air cargo security in light of the Yemen printer cartridge incident.  Discussions at the ICAO AVSEC Panel led to the establishment of a new Working Group on Air Cargo Security, which met in May 2011 to review and develop recommendations on air cargo security approaches.   
· Amendment 12 to Annex 17, in particular, the amendment relating to 100% screening of persons other than passengers (standard 4.2.6 to Annex 17).  In this context, the debate on insider threat concluded with the establishment of a new Working Group on 100% Screening of Persons other than Passengers, which has been tasked to review and develop practical recommendations to implement standard 4.2.6 to Annex 17.  The working group, chaired by Singapore, will be meeting in late June 2011.
· A progress update on the current cycle of the ICAO Universal Aviation Security Audit Programme (USAP).  It was noted that all Panel members agreed on the value of the USAP, which led to discussions on the future of the USAP beyond 2013 and how best to use the data obtained from the audits to better target future capacity building efforts; 
· A proposal to hold an ICAO High Level Conference on AVSEC in 2012.  It was noted that the agenda is currently under review, and a more robust agenda will be forthcoming. 
A robust and informative discussion among AEG-SEC members followed Singapore’s presentation, which included the sharing of best practices by AEG-SEC members on their respective implementation of measures such as 100% staff screening and LAGs technology. 
5. The ICAO Comprehensive Aviation Security Strategy 2011-2016 (Singapore)

Singapore gave a presentation on the ICAO Comprehensive Aviation Security Strategy (2011-2016) (ICASS), which was developed following recognition by ICAO of the need for a strategic focus on aviation security in the next five years.    The ICASS was endorsed by the ICAO Council and the ICAO Assembly at the 37th General Assembly in October 2010. 
The ICASS comprises seven focus areas:

1. Addressing new and existing threats;

2. Promoting innovative, effective and efficient approaches; 

3. Promoting the sharing of information amongst ICAO members to raise awareness of threat and security trends relevant to civil aviation options;

4. Promoting global compliance and establishing sustainable AVSEC Oversight Capability;

5. Improving human factors and security culture;

6. Promoting the development of mutual recognition for AVSEC processes; and 

7. Emphasizing the importance of security amongst states, stakeholders and within ICAO.

Singapore provided an overview to the AEG-SEC on the objectives and identified key actions under each of the seven strategic focus areas.   
6. Key outcome of the DGCA Conference – Asia pacific AVSEC Plan of Action (Singapore)
Singapore briefed the group with a summary of the Asia Pacific AVSEC Plan of Action, which was adopted by the 47th ICAO Asia and Pacific Region Directors-General of Civil Aviation (DGCA) Conference (held in Macau, China in 2010), to enhance the level of aviation security in the region. 
The Asia Pacific AVSEC Plan of Action consists of six initiatives:

1. To promote the implementation of AVSEC measures in a practical manner and in compliance with the Standards of Annex 17 to the Chicago Convention; 

2. To promote information sharing and to enhance risk assessment for effective management of aviation security threats;

3. To promote and enhance capacity building programmes and training for effective implementation of aviation security measures;

4. To promote the use of modern technology;

5. To enhance security of air cargo; and

6. To enhance collaboration with States and industry. 
While the Plan of Action is voluntary, it strongly recommended for all economies to promote and adopt the Plan of Action where practicable. 
7. Update on APEC initiatives for 2010/2011: 

Item 7a: APEC Aviation Security Canine Screening Workshop (United States)

The United States provided the AEG-SEC with some feedback on the outcomes of the APEC Aviation Security Canine Screening Workshop, which was held in Canberra, Australia on 9‑10 June 2011.  The workshop was endorsed by the AEG-SEC at the 33rd meeting in Tokyo, Japan, and was co-sponsored by the United States, Singapore, Chinese Taipei and Australia.    
The United States was pleased to report that the workshop was very successful. The workshop was attended by 10 economies, and included presentations by speakers from New Zealand, the United States and Australia. 
Activities at the workshop included:

· Presentations by APEC economies on their respective canine programs, on topics including  canine/handler training, and certification and maintenance of standards explosive detector canines, and the development of canine teams in an evolving threat context;
· An onsite tour of the Australian National AFP Canine Operations Facility; 
· Onsite demonstrations of various aspects to operational procedures to a canine program; and

· A networking session to assist in capacity building efforts and to build voluntary relationships to improve or assist in the development of canine screening programs.  
Item 7b: AEG-SEC review of the draft framework for an APEC Consolidated Counter-Terrorism and Secure Trade Strategy (Chair)
The Chair referred the AEG-SEC to a request from the APEC Counter-Terrorism Task Force to review and provide input on the draft Framework for an APEC Consolidated Counter-Terrorism and Secure Trade Strategy.  Copies of the draft framework were provided to members for consideration. 

The Chair noted that the framework’s objective is to set out basic principles towards a consolidated APEC strategy on counter-terrorism and secure trade.  The Chair proposed for Australia to provide input at first instance, and will circulate draft comments to the broader AEG-SEC group in the next two weeks for final endorsement by the AEG-SEC before submission to the CTTF.  Economies were requested to provide Australia with their comments by the end of July 2011.  

8. Economy Presentations: 

Presentations were made by Australia, Japan and the United States on the following topics:

Item 8a:  Australia – Australia’s Regulated Shipper Scheme
Australia introduced its presentation by first noting the vulnerabilities, threat and risk which confront the air cargo security environment, as demonstrated by the Yemen incident in October 2010.  The incident highlighted the sophisticated concealment techniques targeting both passenger and freighter aircraft (a shift from the historical notions of threat and risk).  Australia sought to address the threat and risk in the air cargo space prior to the Yemen incident, with measures implemented which took into account practical considerations such as the complex supply chains and technology limitations.  
Australia’s air cargo security initiatives to secure the supply chain were announced under its National Aviation Policy White Paper:  Flight Path to the Future, released on 16 December 2009 and the Australian Government’s announcement Strengthening Aviation Security Initiative in February 2010. 
The Regulated Shipper Scheme seeks to secure the supply chain by enhancing existing schemes applicable to transporters and forwarders, and introducing enhanced screening capability.  The Scheme will be implemented via a phased approach over the next three years to ensure consistency with ICAO principles and Australia’s trading partners to deliver the optimal security outcome.
Australia highlighted some emerging issues going forward for Australian policy development, such as developing measures to mitigate against ‘high risk cargo’ (however defined), the need for better harmonization of inbound and outbound air cargo requirements globally, and better recognition of commensurate measures between country to country or scheme to scheme.

Following Australia’s presentation, the meeting engaged in a robust discussion on air cargo security.  Firstly, Singapore advised the group on recent ICAO developments on air cargo, including a proposed MoU to be entered into between ICAO and the World Customs Organization (WCO), which will aspire to achieve compatibility between requirements set by ICAO and WCO.    

There were discussions on the different requirements for inbound and outbound screening of cargo, and whether the United States’ requirement for 100% screening of air cargo is complementary to the regulated cargo agent schemes implemented by respective economies.  

Australia also provided a summary report on the first session of the ICAO Working Group on Air Cargo held on 1 June.  Key discussions/outcomes included:

· A debriefing on the threat and risk context against passenger aircraft v. freight aircraft;

· Some further work on defining ‘high risk cargo’ for incorporation into Annex 17; 
· Revision of the current chapter in the ICAO Security Manual on air cargo; and
· The potential for the Secretary General of ICAO to issue a State Letter to remind Contracting States of the air cargo requirements under Annex 17.
The working group will reconvene in September 2011 in Montreal and will provide a summary report at the next AVSEC Panel meeting in March 2012. 

Item 8b:  Australia – Australia’s Joint LAGs trial with the UK and US
Australia shared with the AEG-SEC a summary of the preliminary outcomes of its Joint LAGs Trial with the UK and US.  
Australia noted that since the introduction of LAGs restriction in 2006, a technology solution to detect liquid explosive has been sought to enable the lifting of the restrictions. 
Australia’s joint LAGs trial was conducted at Sydney and Melbourne Airports, which were chosen because Australia currently does not impose LAGs restrictions on domestic flights.  The trial was to collect information on the characteristics of LAG items in an unrestricted environment and assess the impact of operational implementation of the technology/equipment which had been identified with capability to screen LAG products.  At each airport, a screening lane was equipped with certified technology (e.g. CEIA EMA-3) to test for LAGs.  The trial involved two types of screening scenarios (100% screening and random and continuous), and operating procedures were established to resolve alarms. 

Australia provided the group with some preliminary results of the 5406 passengers screened, such as timing/facilitation rates at screening points, the different types of LAGs items and containers presented, alarm rates, and equipment performance and reliability.   

The final report has recently been released and it is currently being reviewed for final analysis.  Information and feedback will then be provided to industry for future policy development and process considerations.  
Item 8c:  Japan – Human Resource Development in Aviation Security in Japan

Japan provided the group with an overview of two recent efforts in human resource development in aviation security in Japan.
Firstly, Japan reported on the work of its ‘Exploratory Committee on Human Resource Development in Aviation Security’ which was established in December 2009 and consisted of experts from various fields.    
The Committee was established following the first cycle of the ICAO USAP, a key finding of which was regarding the certification of screening personnel and the effectiveness of its aviation training programs, and recognition of new and emerging threats to aviation security.  
The Committee released a final report in May 2011, and contained four key recommendations:

1. To establish a security management system that responds to security risks faced by each party responsible for aviation security; 

2. To ensure quality control on site, through better clarification of the roles and responsibilities of all persons in charge of aviation security onsite at airports;  
3. To enhance the education and training provided to security personnel by the government of Japan (e.g. through enhancement of its content and the expansion of its targeted personnel);
4. To review and reinforce Japan’s national audit regime.  

Japan also provided a summary of the ASEAN-Japan Aviation Security Workshop, held in Tokyo on 16-17 February 2011.  The objective of the workshop was to enhance aviation security in the region, with a primary focus on human resource development. Participants and speakers included ICAO, Singapore, Malaysia, UK and Japan and the workshop also involved the sharing of information on training and certification systems of ASEAN countries and Japan through some feedback on a questionnaire survey.
Item 8d:  United States – The TSA Layered Approach 

The United States provided a presentation on its layered approach to mitigating insider threat.  
The TSA layered approach contains a number of measures, including the following:

1. Numerous background checks (e.g. biometric and biographic data, criminal history records check, security threat assessment); 

2. Perpetual vetting of employees once employed;

3. Vehicles searches and random patrols within the airport perimeters;

4. The use of Behavior Detection Officers (BDOs) and canines as preventative measures and visual deterrent; and

5. Random and unpredictable physical screening and explosive trace detection screening of staff.
AEG-SEC engaged in discussion on a number of issues arising from the presentation, including the United State’s interpretation of the requirement under Annex 17 as a ‘single point’ approach, the use of BDOs, random screening , background checking of foreign personnel, the roles and responsibilities of various security entities at airports, and landside security.   It was noted that the issue to staff screening will be further fleshed out at the first meeting of the  ICAO Working Group on 100% Staff Screening in late June 2011.
9. Discussion:  Challenges Ahead
The Chair encouraged members to provide input/feedback on suggested topics for future AEG-SEC meetings, noting that the AEG-SEC provides an excellent forum to share and exchange information on aviation security matters amongst its members.  
Singapore suggested that the next meeting would be a good opportunity for industry to provide some presentations to offer their perspectives to regulators within the group. 
10. Discussion:  Going forward – New Project Proposals

Item 10a:  Proposal to hold a self-funded APEC Workshop on the use of Modern Technology in Aviation Security (Singapore)
Singapore resubmitted its proposal for a self-funded APEC workshop on the use of Modern Technology in Aviation Security.  Singapore noted that the workshop, originally scheduled for 2011, was endorsed by the group at the 33rd APEC TPTWG meeting in Japan in 2010.  However due to other conflicting developments it is now looking at hosting the 2-3 day workshop in 2012 instead. 
Singapore refreshed the group on the purpose of the workshop, which will focus on the use of body scanners to screen passengers, and exploring technologies for screening of liquid explosives.    
The proposal was re-endorsed by the AEG-SEC, and it was agreed that the project is to be submitted to the Aviation Experts Group (AEG) and Heads of Delegations for endorsement.  

Item 10b:  Proposal to hold a 3rd APEC Air Cargo Security Workshop (Viet Nam)
Viet Nam put forward a proposal for an APEC-funded 3rd APEC Air Cargo Security Workshop.  Viet Nam sought and received support from Singapore, Australia and the United States to co-sponsor the workshop.  Viet Nam considers the project to be an important initiative given the ever increasing activities of terrorists globally.  
The objectives of the workshop, based on recommendations from previously organized workshops, will be to:
· Develop measures to strengthen government/industry collaborations and cooperation in the field of air cargo security;
· Facilitate the exchange of information amongst APEC members and beyond,  through the establishment of a formal point of contact expert list and APEC web board; and 
· Continue to explore technological solutions to the unique challenges of air cargo security.
A draft agenda for the 2 day workshop was presented to the AEG-SEC for consideration.  Additional agenda items were suggested by some AEG-SEC economies in support of the proposal.  
The project was supported by AEG-SEC and it was agreed that the proposal be submitted to the AEG and TPTWG for endorsement.  Notwithstanding this, the Chair advised that further advice will be required from the APEC Secretariat given the timing required for approval of requests for funding assistance.  Viet Nam agreed to reschedule the project until late 2011 or early 2012 pending APEC funding approval. 

Singapore suggested that of the two projects which have been submitted to AEG-SEC at this meeting, priority be given to the 3rd Cargo Workshop and that it would have no problems holding its proposed Advancing Imaging Technology Workshop in 2012.
11. Classification of meeting documents and any other business

All documents prepared for this meeting may be made available on the APEC website, except for the presentation under agenda item 8d. 
Summary Report to AEG for the Closing Plenary:





Key issues and outcomes �


AEG-SEC noted presentations on the outcomes of key aviation security meetings and workshops held during the year, including the 22nd ICAO Aviation Security Panel, and the 47th DGCA Conference.  �


AEG-SEC noted key global strategies adopted in the ICAO aviation security panel, such as the ICAO Comprehensive Aviation Security Strategy (ICASS) and the Asia Pacific AVSEC Plan of Action. 





AEG-SEC was provided with a summary from the United States on the outcomes of the APEC Canine Screening Workshop held in June 2011 in Canberra.  The project was self-funded by Australia and endorsed by AEG-SEC at the last meeting in Tokyo in 2010.�


AEG-SEC considered issues raised by economies in their respective presentations:


Human resources developments in aviation security (Japan); 


Australia’s Joint LAGs Trial with the UK and U.S. (Australia);


Australia’s Regulated Shipper Scheme to secure the supply chain (Australia);


The TSA Layered Approach to combat insider threat (United States);


Interaction with the Counter Terrorism Task Force.�


AEG-SEC endorsed two new project proposals: 


A proposal by Viet Nam for an APEC funded 3rd Air Cargo Security Workshop in late 2011, cosponsored by the United States, Singapore, and Australia; 


A proposal by Singapore for a self-funded project to examine advanced screening technology in 2012. 
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