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DRAFT, FOR DISCUSSION PURPOSES: 

Framework for an APEC Consolidated Counter-Terrorism and Secure Trade Strategy
1. Overview
APEC economies recognize that creating a secure environment for economic activity is important for fostering regional growth and prosperity.  Terrorist activities – whether they are attacks against economies or the misuse of financial and commercial systems to fund and carry out such actions – threaten citizens’ economic and physical well-being by disrupting trade and travel, reducing economic productivity, and undermining public confidence in economic institutions in the region.  
Since 2001, APEC has played a valuable and constructive role in helping to protect the economic systems of the Asia-Pacific region from attack, disruption, and misuse – a role that was further enshrined in 2010 within the APEC Leaders’ Growth Strategy.  APEC’s work to address counter-terrorism and secure trade is dispersed across a number of working groups, including the Counter-Terrorism Task Force (CTTF), the Transportation Working Group (TPTWG), the Subcommittee on Customs Procedures (SCCP), the Business Mobility Group (BMG), and the Telecommunications and Information Working Group (TEL).
From a counter-terrorism and human security perspective, APEC is uniquely valuable because its efforts are focused on issues that are at the intersection of economic activity and security.  The relevant APEC sub-fora are well positioned in this regard because many of the government representatives and experts that participate in these groups face the dual responsibility of facilitating and regulating commerce on one hand, while also safeguarding it from threats on the other.  
Specifically, APEC provides member economies with opportunities for regionally-tailored capacity building, information-sharing, and collaboration in addressing such threats to economic growth, working closely with the private sector and other multilateral organizations.  This work includes efforts to mitigate risks to transportation, the supply chain, and the financial system, without compromising the flow of legitimate trade and travel.
Objectives. This Strategy outlines a vision for taking forward APEC’s counter-terrorism and secure trade efforts over the next 5 years.  In particular, the strategy seeks to: 
· Articulate a common strategic framework from which APEC economies and sub-fora can pursue an integrated approach to successfully tackle counter-terrorism and secure trade issues within APEC’s broader trade and economic agenda. 
· Develop a mechanism for closer and more coordinated collaboration among relevant APEC sub-fora, to best utilize the expertise distributed across these groups.
· Foster an environment within APEC that better enables development of capacity-building initiatives to address key gaps and challenges, and to enhance member economies’ counter-terrorism capabilities. 
The Strategy incorporates and builds upon current efforts in such areas as transportation security (including port, maritime, and aviation security), supply chain security and trade recovery, anti-money laundering and counter-terrorism finance, cyber-security, and protecting infrastructure.  Furthermore, the Strategy reaffirms APEC’s goal of mitigating risks without compromising legitimate economic activity, in cooperation with relevant multilateral organizations and the private sector. 
APEC’s Work in Counter-Terrorism and Secure Trade.  Consistent with APEC’s core economic mission, APEC efforts on counter-terrorism and secure trade are structured around three fundamental pillars:
· Security:  To prevent and protect against attack, disruption, and misuse of the region’s economic systems. 
· Efficiency:  To ensure that security efforts do not compromise, or have minimal impact on, the flow of legitimate trade and travel. APEC is particularly focused on promoting effective, well-structured security programs and practices that both facilitate and secure regional commerce. 
· Resilience:  To enable effective response and recovery of commerce in the wake of a disruption. APEC must not only strive to enhance preparedness, but also build on efforts aimed at the expeditious recovery of trade and restoration of vital infrastructure to ensure the continuity of economic activity.
In practical terms, APEC’s work on these three strategic pillars can be broken into the following cross-cutting activity areas, all of which are tied to key aspects of the regional economy: 
· Secure Supply Chains – Provide for the secure and efficient movement of goods throughout the region; 
· Secure Travel – Provide for the secure and efficient movement of travelers across the region; 
· Secure Finance – Protect against the flow of finance for use in terrorist and associated illicit activities, and secure financial institutions against such activities; and 
· Secure Infrastructure – Ensure the security of critical infrastructure required to maintain the uninterrupted operation of APEC economies. 
Future Vision.  [NOTE: This section will be further elaborated upon based on forthcoming input from and discussion among various APEC fora regarding plans for future work.]
Moving forward, the relevant APEC sub-fora will work together closely to undertake a comprehensive, integrated approach to address counter-terrorism and secure trade. The core tenets of this approach are:
· Identifying key counterterrorism and secure trade challenges facing all APEC economies; 

· Building capacity in ways that serve to both secure and facilitate regional commerce, taking into account differing capacities across the region; 
· Fostering whole-of-government approaches within APEC economies, as well as cooperation and coordination between economies;
· Strengthening cooperation with the private sector and with relevant multilateral organizations; and
· Ensuring comprehensive and mutually reinforcing efforts across all modes of transportation (air, sea, and land), while taking into account the inherent differences between those modes.
2. Counter-Terrorism/Secure Trade in APEC:  Cross-Cutting Issues 

[NOTE: Based on forthcoming input from and discussion among various APEC fora, the following section would elaborate, in a broad strategic sense, what APEC is doing, why it matters, and current plans for the future.]
Secure Supply Chains:  APEC efforts provide for the secure and efficient movement of goods throughout the region. Together, APEC’s various activities serve to address security vulnerabilities and challenges faced from the origin of goods to their final destination.   Major components of this work include: 
· Customs [Outline critical role of customs in supply chain security and key activities undertaken by SCCP]

· Transportation Security [Outline importance of securing transportation in order ensure flow of goods, and key activities undertaken by TPTWG]

· Addressing sector-specific vulnerabilities:  Consistent with an end-to-end approach to addressing vulnerabilities to the supply chain, APEC also undertakes activities to address challenges facing specific economic sectors.  

For example, CTTF has worked since 2006 to advance the APEC Food Defense Initiative, which seeks to protect the food supply from terrorist contamination by directly assisting the food industry to identify vulnerabilities in their facilities and develop security plans accordingly.  Working in close cooperation with governments, the private sector and academia in four pilot economies (Peru, Thailand, the Philippines, and Vietnam), APEC has worked to develop indigenous expertise among the local private sector and universities that can provide ongoing food defense assistance through an economy.  Going forward, APEC is planning to develop region-specific food defense training tools and materials that could be used throughout the APEC region to better secure the food supply.

Secure Travel: APEC initiatives provide for the secure and efficient movement of travelers across the region.  These wide-ranging efforts seek to address the full spectrum of security issues faced from the moment a traveler makes plans to travel, to their departure and arrival in another economy, and to their return home.   Major components of this work include: 
· Border management:  [Outline critical role of immigration and border security officials in ensuring secure and efficient travel, and key activities undertaken by BMG]

· Transportation Security: [Outline critical role of transportation security on secure travel – including on such issues as passenger screening, facility security, and protecting modes of passenger transportation – and key activities undertaken by TPTWG]

· Security at the travel destination: [Outline issues in this area, for example major event security and tourism security, and the role of relevant agencies and APEC groups in this regard.]

Secure Finance:  APEC seeks to protect against the flow of finance for use in terrorist and associated illicit activities, and secure financial institutions against such activities.  Major components of this work include: 
· Financial regulation and enforcement: [Outline critical role of financial agencies and key activities undertaken by CTTF, including efforts to raise awareness and support implementation of FATF standards]
· Customs and Border Security: [Explain critical role of customs and border security in helping to stem the flow of cash smuggling and key activities undertaken by APEC groups in this regard.]
Secure Infrastructure: APEC works to ensure the security of hard and soft critical infrastructure required to maintain the uninterrupted operation of APEC economies.  Such efforts are sector-specific, but could include:

· Cyber-security: [Explain, including activities of TEL/SPSG]
· Energy:  [Explain, including efforts to date within APEC]
3. APEC’s Counter-Terrorism and Secure Trade forward agenda
[NOTE: Based on forthcoming input from and discussion among various APEC fora, the following section would elaborate, in a broad strategic sense, what APEC should seek to do going into the future.]
· Near-term priorities

· Specific themes/areas for cross-fora cooperation.  

· How will fora improve cooperation/coordination?

· Overview of longer-term vision – what’s the end goal (refer back to first section).
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